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2.1Linux A& EH

BT AT R, RATE L REW ML 2238 Linux 258, CAER
1 Linux 22T, REETOR, AT RGHIKR T## Linux REE%
H sk BUPR A M w2 A H

2.1.1 Linux B F#R

I AT 7 ), AT A R ML 2238 56— linux RS, R
TRIATREAE T Linux RSG5 I HEA H SRR BT g
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/bin AFTBCLEL ) A&

/oot 77 A% VA K 5 Bl BT 7 1 ST A

[dev FETBCEL A A

Jetc fFT ARG E AT

/home M@ HIME 2 H3k, P BERAEBUEH 3 H
Jlib A7 BB AT R

/mnt AETBOIGES (IR SO R G, 8 PR EE B
/proc {7 IBAFAE BERE AT R GE15 B

[root FEZEFH ) H oK

[sbin FFIN R S8 B P

Jtmp A7 RIS SCA

Jusr AT FRER, SRR3R R . P E SO
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http://www.baike.com/wiki/dev

2.1.2 Linux ¥ HH4

PRNBEAN R G, FATRFE BIXFE R 74T [root@localhost ~]#, H:
R HIAE root HI7 85k, WERZSKARAHT AT EH .

PAT T A# linux HRZ B SCHERMI R, BB IR 2T 55— Linux
i

cd fird, cd /home : f#HT: #EA/home HE

cd /root # A/root H3 : cd ../iRE E—Z Hed /2407 H %
CRL T LA AR AT 4% 9140 cd /hom/test , cd INSEREMIBE4E,
A LAPRAR A0S B8 A2

BT RGBT EZ K4

Is ./ B EH XA R SCHEAE .

s -a BAEIAISCM, AFEERGESCE, LA IT R E S

pwd 2o HHTFTE R H 3%

mkdir il & H3%, FV% mkdir test , 14 JEE:HEMIBHK.

rmdir JHIRR=S H 5%

rm MR SCHFEGE H 3, V% rm —rf  testixt (-r FRoniBH, f3R
7 G o

cp FEUISCHE, Hikcp oldtxt /tmp/new.txt , ‘HHR&MD:
ESZAIRERT

N —r ZHL



mv Ei4ECE B SO EGE Hak, A, my old.ixt new.txt

touch BJEECF, FIEE, touch testixt, MR CAFFELE, MIFRHB
O824 iy SCAT IR ]

Useradd B 7, FHV%L useradd wugk , userdel BRI 7 .

Groupadd G4, ¥ groupadd wugkl , groupdel & 4H

find BB HSE, Mk find  /home  -name  “test.txt”,#i7 4
Sk

find JEHEEIRIIH K, -name $57E T EERKI ALK, HA]
LU I * 2Rom Firf

find /home -name “*.txt” ;&#k/home HxF, JirfiLlixt 45
Je IS e H ok

vi FEBEEA S, i =R

A ATREN, SO AR, RATHR

BN Vi 7O =3, R dr AT, R)a % i HEA SO
NER, ATRME S BB NS B

G5e)a, % esc BN, RIEMANFEARITE, Flanim
A:wq RNPRAFIR H

IR ERGR Y, ARTE, ATRAAT gl g5 R sRiliR .

cat B AFNZE, HVE cattestxt nJLAG 3 test.txt P14

more BE AL, M IUEE, cat REHEE, MRRIEIRZ,
HREeE R MRIE. FTLMEA cat A1 more [FES M, Bll:  cat



test.txt |more 7 LI~ text WA, |fF 9 2 EERT, HTHE| AR5
AR T 2 HN o

echo [M\it, FIV% echook, &7~ ok, HIAAAITEI 4

echo ok >testixt ; fll ok P& 5 test.txt WA, >FRiBINITF
78 o e

>>EHNKTRS, RIRIEM, echo ok >> test.txt, /18 [H] test.txt 3
BN OK F4/F, ANE &5 5 U I N A

W1 WL E a2 B R, HARIEE IR Z IR NI & R

>, TR 2 P .

2.1.3 Linux FH PR

7E Linux #E RS, root KRR Z &=, H=T windows ]
administrator, A &EEBIR, BERATEM AL MEE. £ RSH,
ik UID SkRIX 73 FH P IRRR 22 7], UID 5T 0, RostbH P BA &
B, Wi 2E . R D Kk in, iEid/etc/passwd
F P RS SO AT LA B4R P BB ) UID.

B H SRR, #REES — PP BBR . — AL
PR HABABR, BT

PRLLE — root KR Z M ITH #72 root H1/7, 25 A root 4
FKZSAFE I BN root 2H, FHAhH Frax RERAARRH

[root@nodel ~J# Is - monitor_log.sh

-rw-r--r-- 1 root root 91 May 7 20:21 monitor_log.sh



[root@nodel ~]#
R FRATAE R A SO B B B E Fr g 4, mT DAY 42
chown

chown —-R test:test monitor_log.sh B A],

FEAN Linux SRR PURDT AR : AT A5 (w)s AT40AT (x)F

TEAPR(-)
A s -1 2 ] BB BIPEA SO B H SRR, e Pl s B i 2 —
NFBON

HEo AN TFEOH 10 N FFERL R

[root@node1 ~J# Is -l monitor_log.sh

“rw-r—r— 1 root root 91 May 7 20:21 monitor_log.sh

[root@nodel ~]#

W ARR R, SFORSUE, d RoRER: B =ACN—
#H.

F—H. 2-4 RS A IR, RO P user AUPR,  fAIFK u

%M 57 MEROR U PTE E FT R AL A BIRLIR, group BLBR, fi
X g

%= 8-10 RN PTA E P m A HIRLR , other ALFR,
fH#K o

M ETHX AN SO, FATTAT L HE S monito_log.sh SCA4ST I A PR A -

root Fi PP A RIS AR, root 1R BRI, HoAh N BA 32
HIRLRR -



N T RE S T BRI A N BGEALR s rwx BUFR AT DLk 3%
N IR N (4, w (). x (1,
Monitor_log.sh BRI LAZR/RNA: 644

WA T SCHRAL, 142N chmod: chmod 777 monitor_log.sh

2.1.4 Linux MKECE

PGB T HE R A Linux AR, AREE TR QAT LE PR Linux &

gt L IIe? B linux [k 95 4 X 25 A7 R L iy - Tig 2
Linux R 25 28 BRI R AC & SCAETE Jete/sysconfig/network-scripts/ T,

i 44 [ % 5 — A ifcfg-ethO ifcfg-ethl , ethO FoRE—HM K, ethl
TR MR, KRR HE. ik DELL R720 Frlicfs 4 SRT-IRI

T W+~ M e, w B w2 i
/etc/sysconfig/network-scripts/ifcfg-ethO 15 /& DHCP FHUHT 1P, ERA
FCE QT
# Advanced Micro Devices [AMD] 79¢970 [PCnet32 LANCE]
DEVICE=eth0O
BOOTPROTO=dhcp
HWADDR=00:0c:29:52:c7:4e
ONBOOQOT=yes
TYPE=Ethernet
IR R FFATCER P, ifcfg-eth0 W-RFCE MW

# Advanced Micro Devices [AMD] 79¢970 [PCnet32 LANCE]



DEVICE=ethO

BOOTPROTO=static

HWADDR=00:0c:29:52:c7:4e

ONBOOQOT=yes

TYPE=Ethernet

IPADDR=192.168.149.128

NETMASK=255.255.255.0

GATEWAY=192.168.149.1

R ZEERR T

DEVICE=eth0  #¥JFH X & %

ONBOOT=yes  # [yes|no] (EE & M2 BG4
BOOTPROTO=static #[none | static|bootp|dhcp] (AN F M | 585 2B
|BOOTP F/pi8 | DHCP Fp30)

TYPE=Ethernet #2257

IPADDR=192.168.149.128 #IP it}

NETMASK=255.255.255.0 #- % il

GATEWAY=192.168.149.1 #[ < HuJi:

WNRACE e, EEM, f74: fetc/init.d/network restart B T].
B ip fn 4 :ifconfig BE URTIRS #FTA M1 1P, 7] LLE TR €,
ifconfig eth0 A& ethO [ IP ik,

-RACE SeEE, 5CRECE DNS, E/GZEANIE DNS FCE LM H 3%
NAETR, vio Jetc/resolv.conf LA



FEAZ ST AN 1 PR 2% -

nameserver 202.106.0.20

nameserver 8.8.8.8

M 2R, 4372875 3 DNS, 7% DNS. it & 52 ¥ J5 , AN 75 2 3 3 /9, DNS
A

AT LL ping www.baidu.com && R

7 192.168.149.128 x

P LB e e, AT LUE T AR TR RIER Linux RSS2, & LI
Linux R &R T H A putty. secureCRT (Vi) xshell. xmanger %5
TH.

N secureCRT, FIITFLE, ARJ5anEACE

sl 22 A quick connect PRIETESE, S FLI, SRS SN 1P, A4
Uiy IV BRINAE 22, ARG AT N7 1 connect iE4:, SHEREINER, Hi
NG


http://www.baidu.com/

LR TN Y

Enter Secure Shell Passwaord g

root@192. 1658, 149, 128 reguires a password. [
FPlease enter a password now.

_— S
/ | skp |

Sawve password

BENEREF I, 5SS, RJa ] LAT a2

[} 192.168.149.128 - SecureCi

Edit WView Options Transfer Script Tools Window Help
jﬁ@mgﬂgEnterhost<Alt+R> Cn {8 28 %%é %' (7]
« 192.168.149.128 x |

[root@localhost ~1#

[rootBlocalhost ~1# pwd

froot
[rootBlocalhost ~1#%# 1ls /tmp/

20140303 auto log forum.php rsync.log testtest]
20140303 . tar.g= auto log-tar.g= forum.php.tar.g= testtestl login text.txt
[rootRlocalhost ~1#

WX JLE 7], ATCE SR T Linux 5 H a2 1iR4E, AR
P2k, PIZEICE « mREERRSE RN, BRI IR RE AT AW ? 3k
MELEZAZANT, #ETRPZEE - PHIRSEE, Linux RS
PR RAAT AWE? B FORI TR ERAK R

Linux RGN, BATEBIT A LRI faf B 25, H AR
RNV AR E KRR web MInh. HdlafE. AT 65, ALK
FATPRFAE Linux F G022 P IR 55 AR AF R SEHL Linux HIERIHME



3. Linux RS

3.1Linux R%& 2

3.1.1 HJ% NTP B [A] IR 558

NTP IS5 &5 2 FH T JRidsl 0 e 55 i [ [m] DA R ), R APRAIE JRy 45K
W BT ) IR 55 2 5 I 1) JIR 55 6 ) I 1) ORARE — 380, S8 7 R G I (1) SIZ I
PEELR = 1 AR — I (]
BRI ) kS5 a5 AR 2, #I40 ntpdate ntp.fudan.edu.cn &
HRA2H NTP A B4R A IR I [1] )20
NTP %45 a4 WiWr i C 4 UDP 1) 123, TR 75 BAE AR K K% A
1BAT R T A 123 3 11, vi fetc/sysconfig/iptables #s I T AR -
-A INPUT -m state --state NEW -m udp -p udp --dport 123 -j ACCEPT
NTP i [i1] e 55 st ic & -
yum install ntp ntpdate -y B[ A] !
1B ntp.conf it B SO
cp /etp/ntp.conf /etc/ntp.conf.bak
vi fetc/ntp.conf RABEUN F#1T, fE#5 PRl
server 127.127.1.0 # local clock
fudge 127.127.1.0 stratum 10
PASE4P AR JE 31 ntpd
/etc/init.d/ntpd start B[l A]

JEE*: ntpd B30E, 2 HLESE Ll S AT R, &



N 247~ “no server suitable for synchronization found” %%, )

We B I 1] [R] 25 25 L

crontab -e

IN—17, ERRE 6 x5 10 70 ST A [E 2 Ak 55 48 347 [F] 2

10 06 * * * /usr/sbin/ntpdate ntp-server s3]
ip >>/usr/local/logs/crontab/ntpdate.log

£ WRE P HLEA ntpdate, B[ LLyum - vyinstall ntp Bl A] !
LARJ2 ntp ik 55 a5 BC & SCHFE N B (RIS NTP, IR & ZEER AR [R] 22
ININAR server BIITT)

driftfile /var/lib/ntp/drift

restrict default kod nomodify notrap nopeer noquery

restrict -6 default kod nomodify notrap nopeer noquery

restrict 127.0.0.1

restrict -6 ::1

server 127.127.1.0 # local clock

fudge 127.127.1.0 stratum 10

includefile /etc/ntp/crypto/pw

keys /etc/ntp/keys

MRS HOEE:

restrict default ignore # KUK NTP ZEKEH
restrict 127.0.0.1 # JHENEREAM 230 lo

restrict 192.168.0.0 mask | #7E &1 I BT A& v v PABEAT




255.255.255.0 nomodify X 25 e, (EANBEME 2 NTP ARk 5525 1

iRNIE i

server 198.123.30.132 #198.123.30.132 1N B A R 55
WSH

restrict 198.123.30.132 #IF78 server Ui in|3A1T ntp k55 HIAL
PR

driftfile /var/lib/ntp/drift TE55 b g} 18] flr 25 48 Tk AR ) B 46 9
[yt a], idsRAE driftfile 2505 1)
S

broadcastdelay 0.008 #) H B ZEIR I [A]

H I NTP IRSSFe e Ee, RISTENTA & P in crontab B AN 5
]
0 O * % % Jusr/sbin/ntpdate 10.0.0.155 >>/data/logs/ntp.log

2>&1

3.1.2 4% DHCP fR%2%

DHCP(Dynamic Host Configuration Protocol, Zh#s AL & Fl) &
— AN R P, R UDP MM AR, EEAR: AN
2% ol 9 25 AR 25 (6 N R E B4 1P Hbhik, DHCP 5 3 AN 1, Hv uDP67
Al UDP68 J4 I ) DHCP A 553 1, 73 %l/F 7y DHCP Server Al DHCP

Client 1k 55 it I


http://baike.baidu.com/view/788.htm
http://baike.baidu.com/view/16603.htm
http://baike.baidu.com/view/30509.htm
http://baike.baidu.com/view/1279152.htm
http://baike.baidu.com/view/3930.htm

DHCP W] DLFZFAAEAR ST 4 . ACHMLBE IR ss &, mI LA —Be 1P
HhEVEFE, 2 7 LS SR S5 A s AT LA 33845 DHCP IR 9545 70 L
P kA1 R HERY . Horf DHCP PTAEAR 5545 (1 75 22238 TCP/IP 1L,
T A P bk, TS, BRIAM R,
1E 0% % DHCP %

Yum  install  dhcp dhcp-devel —y Bl B, 4R J5 18 2 DHCP
/etc/dhcpd.conf Bt B SCAF U0
ddns-update-style interim;

ignore client-updates;

next-server 192.168.0.79;

filename "pxelinux.0";

allow booting;

allow bootp;

subnet 192.168.0.0 netmask 255.255.255.0 {

# --- default gateway

option routers 192.168.0.1;

option subnet-mask  255.255.252.0;

# option nis-domain  "domain.org";

# option domain-name "192.168.0.10";

# option domain-name-servers 192.168.0.11;
# option ntp-servers  192.168.1.1;

# option netbios-name-servers 192.168.1.1;



# - Selects point-to-point

change this unless

node (defaultis hybrid). Don't

# -- you understand Netbios very well

# option netbios-node-type 2;

range dynamic-bootp 192.168.0.100 192.168.0.200;

host ns {

hardware ethernet 00:1a:a0:2b:38:81;

fixed-address 192.168.0.101;}

——

SHURHT T -
w I
ddns-update-style

interim|ad-hoc|none

next-server ip

filename

ignore client-updates

WOk
ZHF K% B DHCP IR %5 %5 5 DNS
Hi 55 a5 BB A5 2 SE HAR 2
interim >4 DNS H.2) 5 3K,
ad-hoc A$##k DNS 5 ¥ 45X, none
NS BN EHTE
pxeclient TFE % 3LE RS, 15E titp
server Hill
AR/ )= b B LN T SR ALE I v
2235, ATLLAE thtp A X BT

/
1%

N S 5 i BE R



subnet-mask
option routers
domain-name

domain-name-servers

host-name
broadcast-address

ntp-server

time-offset

N S B RE - X A

N i RE X Sk

N nidE ] DNS 445

N 7 tE B DNS IR %5 75 1 IP

Hik

N e E EHLAA AR

NE P e fithk

N B0 E WX 2% IS T8 A 55 4% 1) TP
Hhdik

N S RE AR B B 8] ) i 7
e, FAAT R

VR EECE, 7R BSOS N AR S I EL 1P, SR J5 B J3 DHCP k%5,

/etc/init.d/dhcpd restart B[/ AJ .

P i EEMIXAS DHCP R 55w sk B 1P, 75 BN A e, Wi
72 linux 75 E 41 /etc/sysconfig/network-scritps/ifcfg-eth0 5. BOOTPROTO

ISR dhep BIA], windows ALAS TR, TEBoARIER:, HEE®R

B CH BEREIP B AT,

BOOTPROTO=dhcp

3.1.3 ¥ & Samba k5%

Samba J&7E Linux A1 UNIX &4t Fs23l SMB W3 — AN 4 2 4K

P, FHR S5 ds S 7 i R 7 R



SMB (Server Messages Block, 15 ERSH) &—Fp7E R It
AT EIHLE — M@ U, BV R A AN R THE L TR 32
A R AT BN BT UR A 3L S 55
SMB 22 P HL RS 2 B s, 2 P B 2 AT EAS 1)

g5 as LRGLEICE RS FTEINLA B BHR . il 3 E “NetBIOS
over TCP/IP"{{i1§ Samba AMERFE 5 Rk 2% L AL F 5 E, iLRES
A H S LN 2 S TR
2% SAMBA fil %5 %%
Yum install samba -y
AR, AN TR E GHIE#SAT. TATW R )
cp /etc/samba/smb.conf /etc/samba/smb.conf.bak ;egrep -v "#|"$"
/etc/samba/smb.conf.bak |grep -v ";" >/etc/samba/smb.conf
& smb.conf Bt B AR
[global]

workgroup = MYGROUP

server string = Samba Server Version %v

security = share

passdb backend = tdbsam

load printers = yes

cups options = raw

[temp]


http://baike.baidu.com/view/262410.htm
http://baike.baidu.com/view/788.htm
http://baike.baidu.com/view/185322.htm
http://baike.baidu.com/view/7836.htm

comment=Temporary file space
path=/tmp
read only=no

public=yes

[data]
comment=Temporary file space
path=/data
read only=no
public=yes
MR 77 RIB 2 )5 R IR 55
[root@nodel ~J# /etc/init.d/smb restart
Shutting down SMB
[FAILED]
Shutting down NMB
[FAILED]
Starting SMB
[ OK ]
Starting NMB

[ OK ]

services:

services:

services:

services:

workgroup = WORKGROUP ¥ Samba Server AT I LA




2H Bl

server string =
Samba Server

Version %v

Samba Server HJVFRE, 7] LLEARFZ4FER, ]

AIANIH. K%y Ko EoR Samba KRS .

security = user

1.share: /" jj [l Samba Server /75 L2 (I -
LS, 2 TEREEUR.

2. user: Samba Server 3= H 5% H R AT H
i), Samba Server 1 G & K5 A A 1]
BRI, K5 HEMSEAEA Samba Server 14
o

3. server: {K&EHAh Windows NT/2000 % Samba
Server SRIGIEF] 7 B IK 5 A% A, 2 — MR R GG
E. Al 2 20T, R HL 5L AT DU AT 1
Windows FHi /AT A& £R 81— A NT 5248 E, 38
Windows NT 1T Samba iAIE, ZEFEAR S5 %5 Al LA
H B IE A EH A E 2 WERAAIE K B, Samba
et L - e e sl R o B AR 7 2K

4. domain: 3522 =205, A 32485 il 45 (PDC) K

comment = test

path =

/home/test

RZACEE, AT AR T
Ht:




browseable= F kA8 € 2L =R A A DN .

yes/no

writable = writable H k45 € ZIL =Wt R G H.

yes/no

available = available F k45 @ iz 3t = YE & %Al A

yes/no

admin users = | ZILEWEHEE

admin

valid users = VU L= R A

test

invalid users = | 28 1E15 A% L= K H P

test

write list = test | RS NZILZRIH

public = yes/no | public Fk$5 1%L 22 15 S0 VF guest K F
]

ZEN e AL BT A 7 A \\192.168.149.128 (SMB X AFHL= AR %
Ui IP), WA AR VT ), 7 BE R B KRG A selinux B E, A LU
N a4 <1

/etc/init.d/iptables stop ;sed —i ‘/SELINUX/s/enforcing/disabled’

/etc/sysconfig/selinux


file://192.168.149.128

RN N om W —

OO‘L‘ » P » 192.168.149.128 » ~[ 4 || 2= 192168140128 b
e e d FE = e - = aa = = = e
Pt i g PIEEFEEE S EERIEFTEIN g 0 @
W WEEER data , temp
"Fﬁ S | #5 ‘q | #E
m =R
L SEsanas

3.1.4 & NFS 5%

NFS J& Network File System 455, BIMZ IR, —F il
38t 280, B Sun A E A, T 1984 4E [ 4h A o
Dhfe 2w [ 25 kAN R UL « AR RERE 22 GERERS AN 70 21> il Y
Bdm, LR AR 2 v e R 28 15 0] 57 T AR 55 A A R e
FEAEZR Unix R Gt 18) SEILRESS: SO 10 —Fh )59

NFS 783 LA B BAL S AR P ki T RPC #riX. RPC, it
i FE A (Remote Procedure Call) f2&AE1H % P im AT Hofth R4
HRR (R — R NFS AN B R WA SRAME BRI PR T RE 1 o

NFS NS5, W TE TS, 2 6 RS HILZ RN
B, vl CE, RS m T EA TR, BN e =
LK T LR B MFS. TFS. HDFS %5540 2 F R 4

NFS ‘%3S E -

Yum install nfs* portmap -y WK, ZEERIIRITT,



Runnin

[

NFS Zdesete, TEAIEILE R, = HR A etc/exports 3L
fFHEERCE, AIRCEZSHUNT:

/data/ 192.168.149.129(rw,sync,no_hide,no_all _squash)

ERCE SR Inn | —47, 28 5 # 3 Portmap, NFS Iz 55 B 7],
/etc/init.d/portmap restart ;/etc/init.d/nfs restart

% —4/data/ R 75 Z LR H 3

IP %R SR VFIRAN 2 )7 S g 7] o

IP J&5 455 BB R Mzt = SO AR



no_all_squash TREAFLZ SO UID R GID (BRI

root_squash root FH P I BT A 18 3K B SR R
anonymous 7 — IR CERIAD

no_root_squas root P HAR H 858 45 # ;)
B

Linux 2 i, Anfal A8 FIX AN NFS U RS, 75 B R 7 i
B, HEHML N

Mount —t nfs 192.168.149.128:/data/  /mnt EJA]. ff4g
IEARIEEE R 15 Bk . W IR E rpe IkRSIEA a3 B KIRR
M. selinux AR5 IR . (FhJEx A DGR IF B 5 7] ABFSE MFS (7
ARG )

3.1.5 & FTP IR% 2

FTP & SRR, 1R T XA A 15 32 AL ) AT DAGE 50
o FTP fEHH TCP A mi— AN RUER M THHIE S, A5 B4R —
A TCP &4 T Ha 4 4m

vsftpd #& —3KAE Linux KATHRH & ERE FTP IR 28F27; Frm
RN, AR BRI BRI AR BRI R

HATE R E RGN FTP RS 2/FEF R 24 vsftpd.
ProFTPD. PureFTPd 1l wuftpd &%, X4 % FTP k%2, 8k

£ B AR — DA — > S RIATRBFE— T VSFTPD


http://baike.baidu.com/view/23880.htm
http://baike.baidu.com/subview/32754/8048820.htm
http://baike.baidu.com/view/875888.htm
http://www.ha97.com/category/linux

»

4= A
il

T
W
o
P
=
H
i

B E AR

4> yum

install vsftpd*

-y



pam_service_name=vsftpd //%& B PAM i ARSSHL B SCAF 2 FR, X

AL TAE Jetc/pam.d/ H &

userlist_enable=YES  //FH AR TIH & & UV 3% FTP A5

o BN EA YR

1)

2)

tcp_wrappers=YES //1% H tep_wrgppers 75N FE ML i 42 1] 7 =

F—POTER R RGH &S FTP, (Hag 2t e,
SR RGBS, FTP, 1F Linux R4t L6 useradd  test
F RN E AL, SRJRAE xp B S TR H A R B Y L T U 1)
ftp://192.168.149.128, A 7 S ARG R AT T5 i, 2E47 61 AN
T R4

BOMONEIC R A, EMAXY SRS, HUE ] vsftpd FESL
FI 7 %6 5% FTP IR S5 as HEAT H W44

> G FTP AU /5 B BB AT SR

yum install pam* db4* --skip-broken —y

B A Bl vsftpd 4 A vi Jetc/vsftpd/ftpusers.txt, P20
¥

FAT N FTP R, B4, BTATNEN, BTN
W44, HIRSEHE.

wugk

1

wugkl


ftp://192.168.149.128/

1

> A S

db_load -T -t hash -f /etc/vsftpd/ftpusers.txt
/etc/vsftpd/vsftpd_login.db

chmod 700 /etc/vsftpd/vsftpd_login.db

> L PAM SR AE ST

TEM B A vi Jetc/pam.d/vsftpd 1T B IO T PIATAIETE ] (U0
Ro& 32 i, lib64 FTEUK lib, IR RedHat, MIAMITEA]A—FE,
D

auth sufficient /lib64/security/pam_userdb.so
db=/etc/vsftpd/vsftpd_login

account sufficient /lib64/security/pam_userdb.so
db=/etc/vsftpd/vsftpd_login

> Gt vsftpd IR ASHE T P

PR ) FTP AU P R B — DN RGH ), BN RGH AT
T, WATEG . FEARMURI B .
useradd —d /home/ftpuser —s /sbin/nologin ftpuser

> BE R B SN

anonymous_enable=NO

local_enable=YES

write_enable=YES

local _umask=022



dirmessage_enable=YES
xferlog_enable=YES
connect_from_port_20=YES
xferlog_file=/var/log/vsftpd.log
xferlog_std_format=YES
ascii_upload_enable=YES
ascii_download_enable=YES

listen=YES

guest_enable=YES

guest_username=ftpuser
pam_service_name=vsftpd
user_config_dir=/etc/vsftpd/vsftpd_user conf

virtual _use_local_privs=YES

RAFE J5, Jetc/init.d/vsftpd restart BPWT{EH AL &5, XN
{6 i A7 1 R 40U 2 JE R4 B /home/ftouser  H 3k FA% N 3R, Wil A8AE
FI B ML) H 3, 7] LLTE fete/vsftpd/vsftpd_user_conf H 31255
HECESCIE, 4y wugk BT 1 BC B S

vi /etc/vsftpd/vsftpd_user_conf/wugk , WAUIF, 3L H K FTP
H 3%

local_root=/home/ftpsite/wugk



write_enable=YES

anon_world_readable_only=YES

anon_upload_enable=YES

anon_mkdir_write_enable=YES

anon_other_write_enable=YES

HR A% i 6 5% FTP, AR AT o5& T FTP YRR L, windows
JE R LAMEH] Server-U SKFEHE FTP e s5astim, A %R B 4] AW 7T —
o

> FTP EEahi

FTP Eaniial: &/ i M — MEERARRBGR 0 N (N>1024) 3%
P23 FTP AR5 25 1K) port 21 Ay 23 1. SR J5 2% 7 Uit JT 46 W W o 11 N+,
IR I% FTP #14 “port N+17 | FTP R4 %5 . HEMSHRENEAD
ka0 (200 HER B i fa g AE S - (N+1),

FTP #eahisk: &/ N —MER A AR A 1 N (N>1024) J%
23] FTP ARSS 281K port 21 iy 2 Ui 1 o SR J5 2 )7 it J1 4 W W i 1 N+,
Al 25 P 3m $R A8 PASV. fin %o RS54 TR — MER I ARRF B

(P >1024), Jf/xi% PORT P & 45% ) ui. JRJA 2/ b S A
gt 1 N+1 3R S5 2 16 0 PR 3ZE 4 F R AL 15 25080

3.1.6 FJ& Apache WEB JiR%55%

Apache J& A8 FHHEA 28— 1) Web IR 28 EAF . B AT LLBATE L
FRAT AT ENCT G L, BT BT S M e A,


http://baike.baidu.com/view/899.htm
http://baike.baidu.com/view/2269685.htm
http://baike.baidu.com/view/469855.htm

FE AT I Web IR 45 28 i KA 2 — . Apache TAEREA ZH, H i
H A PR

Prefork #23(: Prefork MPM i ] Z /> TiEHE, A THEERA —
NERE . B HERRAE R0 E N [A) R BE 4 — k.

TERZHCFG L, Prefork MPM 7ERU% L E LY Worker MPM ZE 5,
{HJ2 WAFAE I KAF 2 - prefork (1 TG Z AR 1 THTE L6 4% 150 T K5 L worker
EANH: BRI e A A B 2R e i) B =7 I, R H.
X IREA AR AN AR G, BEWREE SR,

Worker #:3(: Worker MPM i ] A1 iE, AT HERZA
LR BELARAEREAT B O ) B4R — MR R, 78
—/NERE ) HTTP 4543 L, Worker MPM /&4 EL AT (3% 4%,
N Worker MPM ] N ££45 F £ Prefork MPM 2K £ .

Worker MPM B I ANSEF LTy, QR — DA B, Bk
o [ H A 2R AR — i TER . T R L = N A ], BT A — A2
FRAEIZATIN L R GE R N B AR R 2 22 4

> JRA% 2% Apache

v 4 P # H # B & M XK

http://mirror.esocc.com/apache/httpd/httpd-2.2.27 tar.ez , fiftJk %

U, %245 apache Z A, 5 E5G%2%E apr apr-util.


http://mirror.esocc.com/apache/httpd/httpd-2.2.27.tar.gz

SR J5 JA 5] apache k%% /usr/local/apache2/bin/apachectl start

It works!

= C 192.168.149.128

Apache;

Nl

N

R A

& apache #BFFE L0

=k
H




PR AL 223 Apache BRIA KA H = N:/usr/local/apache2/htdocs/ T .
> Apache T4 B EVLACE
&% vi /usr/local/apache2/conf/extra/httpd-vhosts.conf KL 341
FCE AN AR
NameVirtualHost *:80
<VirtualHost *:80>
ServerAdmin wgkgood@163.com
DocumentRoot "/data/webapps/www1"
ServerName www.wugkl.com
<Directory "/data/webapps/www1">
AllowOverride All
Options -Indexes FollowSymLinks
Order allow,deny
Allow from all
</Directory>
ErrorLog logs/error_log
CustomLog logs/access_log common

</VirtualHost>

<VirtualHost *:80>
ServerAdmin wgkgood@163.com

DocumentRoot "/data/webapps/www?2"



ServerName www.wugk2.com
<Directory "/data/webapps/www2">
AllowOverride All
Options -Indexes FollowSymLinks
Order allow,deny
Allow from all
</Directory>
ErrorLog logs/error_log
CustomLog logs/access_log common
</VirtualHost>
SR JG {E Jusr/local/apache2/conf/httpd.conf F A B I L& -
Include conf/extra/httpd-vhosts.conf
B n#,, apache BIT], /usr/local/apache2/bin/apachectl graceful

B VNI

' [ wwwawugkl.com X
&« C'  [1 www.wugkl.com

Test Server A It works!

/[ wwwwugk2.com

‘(— C  [1 www.wugk2.com

Test Server B It works!

Apache Z& T IP BRI ENL ARG — B, EIRSHREEZ S IP,
IR a4 DU 1P RE AT
> Apache Rewrite # 3@

Rewrite URL B 5 [A] 5l /& SEEL URL B BkEE AIRSR L se bk, n] DAFE



5241 URL 28R AT ELOLH URL, Xt seo TRALAE R KHIHSBh.
LA AT ER PR 25 451

A TIC 14 A A B — A4

RewriteEngineon  //J5 H rewrite 5| %

RewriteCond %{HTTP_HOST} Awugkl.com [NC] // VG T2 LA
wugkl.com JF3k (544 ,NC ZBE KNG,

RewriteRule 2/(.*)$  http://www.wugkl.com/$1 [L]
//VEHE BT %A, AR5 Bk B http://www.wugkl.com

1) R S&REISMTE E A o

2) F ZEH] URL,IR[F] 403HTTP RS

3) G & URL N GONE, R [A] 410HTTP RS,

4) P s A ACE L

5) L RUIETHN e — 2N, A5 ik i B BN B B
6) N EH M — KNI iRis T E SR

7) C 5 MK

3.1.7 W& mysalL fiR% 5

MySQL & —/MIT RS BN SC R A R PR S, T RE N
Hq#t MysQL AB A7, HHEIJET Oracle A &],MySQL #) 72 HuS F7F
Internet _E AR /NSl T AR G BEEER . SR A
%, JCHIRTFBOEIDIX — e i, VF2 T /Nty 1 AT o0 sl S A4 4R
13 AL R T MySQL 1 A sk B 1


http://www.wugk1.com/$1
http://www.wugk1.com/
http://baike.baidu.com/view/394804.htm
http://baike.baidu.com/view/25302.htm
http://baike.baidu.com/view/14445.htm
http://baike.baidu.com/view/14445.htm
http://baike.baidu.com/view/15020.htm
http://baike.baidu.com/view/220910.htm
http://baike.baidu.com/view/11165.htm
http://baike.baidu.com/view/274417.htm
http://baike.baidu.com/view/1088.htm

SoF R H HTE LR LAMP 284K 3, Mysql 352 15 3 %47 1T i24E . DBA
KR, H BT mysql ©4% orcacle iy, AN 4iH 272 JRoK mysql €145
NSk E CEHIF K 7 —A MariaDB, il HL{5 F i A\ £k i
% . i H MariaDB % mysql A IRERIAH R S 4

Mysql & FI P K51 %45 MyISAM 1 innoDB, ARt AT A 4 W &
HIDCE, A+ adma i A A 5 %Ee?

MyISAM ZERY R R R PERE, HAATE FELL InnoDB KA T
PR, AEAFRBEE 5553, A RAAT KE T SELECT #:4F, MyISAM 525
IFRE S, SO

InnoDB it 55 S R 955, AMEREEAEE R B FEDIRE, AT K
) INSERT B¢ UPDATE, tH TPERETTHIHIH &, Bz H InnoDB %,
SCRAAT B

MysQL 3 A PR, —FoE yum/rpm 2248, FHAh—FiE tar
VTR

Yum 2T IR AR A, AT A 2 a0 R B AT yum install -y
mysql-server mysql-devel mysg|

JEHD 2% MysaL 77 3

cd /usr/src;

wget
http://downloads.mysql.com/archives/mysql-5.1/mysql-5.1.63.tar.gz ;tar
xzf mysql-5.1.63.tar.gz ;cd mysql-5.1.63 ;./configure

--prefix=/usr/local/mysq| --enable-assembler &&make &&make


http://downloads.mysql.com/archives/mysql-5.1/mysql-5.1.63.tar.gz

install

FC & Mysal k55 9 R GRS -

cp /usr/local/mysgl/share/mysql/my-medium.cnf /etc/my.cnf
cp /usr/local/mysql/share/mysql/mysql.server /etc/rc.d/init.d/mysqld
chkconfig --add mysqld

chkconfig --level 345 mysqld on

cd /usr/local/mysql

useradd mysq|

chown -R mysqgl.mysql /usr/local/mysq|
/usr/local/mysql/bin/mysql_install_db --user=mysq|
chown -R mysql var
/usr/local/mysql/bin/mysqld_safe --user=mysql &
MysQL H# #1Edr 4

create database test_db; %44 N test_db £ ¥ E
use test_db; A test_db ¥

show tables; A& 4 A 2 /7KK,



ibution

r its affiliates. A1l rights re

create table test01 (id varchar(20),name varchar(20)); 8% 44 N test01 3%,
FAENDTB, idy names BRKE (TG KE AL )
insert into test01 values ("001","wugk1"); [A]3H i A EHE .

select * from test01; & & test01 EHHE N A -



har (20) ,name wvarchar(20)):
)

("oo1", "wugkl™) ;

002", "wugkZ™) ;

grant all privileges on test db.* to test@localhost identified by
'123456';

grant all on test db.* to test@localhost identified by
'123456';

grant select,insert,update,delete on *.* to test@”%” identified by
123456’;

25 mysql ZHfE FEF AL .

flush  privileges; il HT AR

mysqldump —uroot —p123456 test_db >/tmp/test.db.sql  ;MySQL %
7 B H

mysql —uroot —p123456 test_db < /tmp/test.db.sql ;MysaL &

A



LT

oK

mysqgladmin —uroot —p123456 password newpassword i
MySQL root #5fit

drop database test_db ; fHl[E%dE &

drop table test01; MR

delete from test01; JETRNE

show variables like '%char%'; & & £ 77 4

B2 Mysql RPN UTF-8 1157k : 15/ etc/my.cnf 5§ 5 40T Be & BN
AN E AT oo

[client] 7 EX BN\ default-character-set=utf8

[mysqld] 7B LI character-set-server=utf8

[mysql] FZBL BN default-character-set=utf8

SR G H S MysaL kS5 EIFT .

3.1.8 LAMP ZEHI b HE 2

Linux+Apache+Mysql/MariaDB+Perl/PHP/Python — 2 % FH Sk #4 7 5))
A WAk i iR 55 d TR, A SR & B IRER, EREY
B — R, A BRI R A R, SRR T Rk
i1 Web BT 5.

It IR 1 3 2 e, T TBGIRACAS 1) LAMP E242 5 J2EE F1.Net
R MV BT B = R AL 2 B, FF HAZ BT R BB AR T7 T 4%
TRABAR, RIS 28 1T SR

H T LAMP B4 K 2 B /Ml e 5 BRIF) PHP ZER41EH%E, 72


http://baike.baidu.com/view/863075.htm
http://baike.baidu.com/view/863075.htm
http://baike.baidu.com/view/444964.htm
http://baike.baidu.com/view/330120.htm
http://baike.baidu.com/view/41.htm
http://baike.baidu.com/view/1507.htm
http://baike.baidu.com/view/4294.htm
http://baike.baidu.com/view/4294.htm
http://baike.baidu.com/view/194971.htm
http://baike.baidu.com/view/30.htm

FRZ Linux SA B R ) — B 400 o IR T RIRA TR sk #4F — 1
I ARKAE XA — B8, BRI DMEH yum ik, 3mSR
B, 2k o ARE A -
yum install httpd httpd-devel mysql-server mysql-devel php
php-devel php-mysql -y
X —25 2 LAMP IR R AT 2238 1l ), H iR ELE 5 apache. mysql il
55 RIH] .

I RAEEE 2 DR H € B, 7 EAE IR R A 5 Ok g
LAMP ZE44 . 40~ 3AT 1A FH JRAS AR S LAMP 2844 238 STC & -
> RG22 % LAMP 2 Apache
yum install apr-devel apr-util-devel —y;
cd Jusr/src ; wget

http://mirror.bit.edu.cn/apache/httpd/httpd-2.2.27.tar.gz itar xzf

httpd-2.2.27.tar.gz ;cd httpd-2.2.27 ;./configure
--prefix=/usr/local/apache  --enable-so  --enable-rewrite = &&make
&&make install

> JEfdZ24E LAMP 2 MySQL

cd Jusr/src ;wget
http://downloads.mysql.com/archives/mysql-5.1/mysql-5.1.63.tar.gz ;tar
xzf mysql-5.1.63.tar.gz ;cd mysql-5.1.63 ;./configure

--prefix=/usr/local/mysql --enable-assembler &&make &&make install


http://mirror.bit.edu.cn/apache/httpd/httpd-2.2.27.tar.gz
http://downloads.mysql.com/archives/mysql-5.1/mysql-5.1.63.tar.gz

semake install

FC & Mysql I35 R GRS

cp /usr/local/mysgl/share/mysql/my-medium.cnf /etc/my.cnf

cp /usr/local/mysql/share/mysql/mysql.server /etc/rc.d/init.d/mysqld
chkconfig --add mysqld

chkconfig --level 345 mysqld on

cd /usr/local/mysql

useradd mysq|

chown -R mysqgl.mysql /usr/local/mysq|
/usr/local/mysql/bin/mysql_install_db --user=mysq|
chown -R mysql var
/usr/local/mysql/bin/mysqld_safe --user=mysql &
> JEI% 23 LAMP 22 PHP

cd /usr/src ;wget http://mirrors.sohu.com/php/php-5.3.28.tar.bz2 ;tar jxf

php-5.3.28.tar.bz2 ;cd php-5.3.28 ;./configure --prefix=/usr/local/php5
--with-config-file-path=/usr/local/php/etc

--with-apxs2=/usr/local/apache/bin/apxs --with-mysql=/usr/local/mysql/


http://mirrors.sohu.com/php/php-5.3.28.tar.bz2

> YR % Apache+PHP 4
#L apache+php ¥35%, & httpd.conf BLE I, SREIMAW T iE
GF

LoadModule php5_module modules/libphp5.s0  (ERA EAELE)

AddType application/x-httpd-php .php

Directorylndex index.php index.html (£ index.php JIA index.html Z
i)

SR JG 1 Jusr/local/apache/htdocs H % €% index.php Wl 5L , $iAT
IR A

cat >>/usr/local/apache/htdocs/index.php <<EOF

<?php

phpinfo();

>

EOF

HHT A 3l apache iS5, L P U S A0 R B, RIAAK LAMP 85
PR o



1—"HF Version 5. 3. 28 Php

System Linux node? 2.6, 15-305. «15 #1 SMF Tue Feb 21 20:06:06 EST 2012 x36_B4

Build Date May 26 2014 14:354:36

Configunre Command |° fronfigure’ ' —prefiz=fusrflocal/phpS’ "--with-configfile—
path=/uzr local fphpfete’ *——with-apx=P=fusr/local fapache/binfapxs’ " ——with—
my=ql=fusr/local fmyr=zqls”

Server AFI Apache 2.0 Handler

¥irtual Directory |dizabled

Support

Configoration File |/ usrflocal fphp/fete
(php. ini) Fath

Loaded [mome ]
Configuration File

Scan this dir for | [(none)
additional .1ma

files

Additional _im1 (none]
files parsed

FHE AFI 20090626
FHF Extenszion 20090626
Zend Extension 220090626

> YRR EA%E DISCUZ iB1x
% discuz YRS AL SO, ARG fR)IE
cd /usr/src;wget

http://download.comsenz.com/DiscuzX/3.1/Discuz X3.1 SC UTF8.zip

fifE & discuz f& F fl : unzip Discuz_X3.1_SC_UTF8.zip -d
/usr/local/apache/htdocs/

Hag AR U cd Jusr/local/apache/htdocs/ ;mv upload/* .

M F discuz HR5E 25 MIAPR: cd /usr/local/apache/htdocs/ ;chmod
777 -R data/ uc_server/ config/ uc_client/

SRIE VI IR) 1P 223%% discuz Wiz, WK, diE “IFER”



http://download.comsenz.com/DiscuzX/3.1/Discuz_X3.1_SC_UTF8.zip

Discuz! #%&ERS

Discuz!X3.1 E&#F3 UTFE iz 20140301 ‘

chx iRt Y &R T AP |:|

HRtUERE (c) 2001-2013 , RS RIEERST LIRSS

FEHSEERSTR. FERINSE0EAEEE— I EakE EAESERAE | AR EGEEES
2 BEEAFRIES http://www.comsenz.com , mREANEERMIES http://www.discuz.net,

B 2 S SREATr X TIEEEREASRENSRETREESNEENL. TeESENA
AN, BRSE. FE0A (aEUEINFEAEN) | HEFEEEEN  aEakaERIRESENESE
ZFRWEHFIRS. EESRIHSESMIEEAREEN. SIS EREET R MEERNEENIEN | 8
RAEASFIEEREATEHNERETR. 1 . BNEEURE-RTERRESNT. BE TH =52
ERTAREIA R E RS ST S =2 ET | A EEERE R E SR AT TS L.

FEESTFBRLETE, BESTENE FARENRS. ENENREESREEMNEES A RSN
EFEEMNRESES. FURTEFRREEACEERSTIRESET. ISRUEETAER . ISEREETL
EMEEHNE. NREFEASTRESES  WAERSERFRENT. SESEERFETHE  BEELTEE
AT PR I R ST R R R EE RIS RS AL -

©2001 - 2013 Comsenz Inc.

HENUS FL, Bl PR 222, i AN ) 7 B i B P AR AL
Discuz! | &EMS

Discuz!X3.1 A3 UTFS ke 20140301

3 REBEE

IFEhiTEEESE

TSRS BT _ flEEEEE ==
O O ®
EHSHRERE
R RS |Ioca|host | FEFFRSEREnht, —f%3 localhost
= |disu:uz |
mEERE: lroot |
HoEEE: |123456 |
HaEERTE: |Dre_ | E—EEETTE MR | EENEIE
EHEEE Email: |admin@admin.com | BTesiEmEEsEs

A C R EE Y E Y Rt/ I
create database discuz charset=utf8;

grant all on discuz.* to root@'localhost' identified by "123456";



i 0, HEZRFM, AR CARRIREIHE:

el [l o]

#HEzhhH
Discuz!
iz
ﬂ 8 Fap 3ok discuz

jite
m 0 0 0 1 admin

Discuz!

Bk bk

TR -1 AEE - 0 2R0 RY), 1 5FE - RSic®E 1 T 2014-5-26.
i EEs ERRE =S =5

HARERETRESATES

Bt LAMP SAEG S IR P i peDly, il 1P BRI EI AT,

3.1.9 Cacti BIFFEE#

YEN—244 Linux SA,  H % i 3 ZE 02 DR UE 9 35 1E 35 A€ 138 1T,

A T77 LR I Nk . RS54 KIS ATIRAS, X /7 2 B IR
(cacti~ nagios. zabbix &%) WifaRs2H,

Cacti z£H php 15 & SEIL — DN EAT, B FEZEDIREZH snmp Ik

GRS, PRJE ] rrdtool ik AEATEE B 8E, ] 5 EER B


http://baike.baidu.com/view/37.htm
http://baike.baidu.com/view/1867979.htm

IR rrdtool A2 kR 2845 HI o I, snmp A1 rrdtool 52 cacti
IS

Snmp KRB HIEHIEE, rrdtool I FAG EHEA-Aif A1 R 1) A2 B
snmp JNEESEAEAFAELE mysql H, TTREAFAE rrdtool ZE R rrd 3C
e (£E cacti #R H3HY rra SRS, —MRUL rra NIRRT . (i
PRI E R

3. BB

S

4, PRI
[ ¥yera SO 44 Pyl
CACTI
MUSQL: 5. @4 mdtool Net-SNMP+«——
> [l ‘i e )

1) Cacti Jr 55 %8 v 22 3%

B T2 cacti AHFREAF, —ILTE=AEAE, TEMAL AT
http://www.cacti.net/downloads/cacti-0.8.8a.tar.gz
http://oss.oetiker.ch/rrdtool/pub/rrdtool-1.4.5.tar.gz
http://www.cacti.net/downloads/spine/cacti-spine-0.8.8a.tar.gz

2) ZH: LAMP RGN

X ERH] yum 2205, RS

yum install httpd mysql mysql-server php php-mysql php-json
php-pdo -y

3) %% rrdtool KE T A


http://baike.baidu.com/view/1867979.htm
http://baike.baidu.com/view/1867979.htm
http://baike.baidu.com/view/551712.htm
http://baike.baidu.com/view/1867979.htm
http://www.cacti.net/downloads/cacti-0.8.8a.tar.gz
http://oss.oetiker.ch/rrdtool/pub/rrdtool-1.4.5.tar.gz
http://www.cacti.net/downloads/spine/cacti-spine-0.8.8a.tar.gz

‘2% rrdtool Z Rl i E AN lib B2, A0 2%

yum install cairo-devel libxmI2-devel pango pango-devel —y

tar xzf rrdtool-1.4.5.tar.gz  ;cd rrdtool-1.4.5 ;./configure --prefix=/usr/
local/rrdtool/

make &&make install ;In -s /usr/local/rrdtool/bin/* /usr/local/bin/

4) %% SNMP %5

yum install net-snmp net-snmp-utils -y

5) %% cacti FFEF

tar xzf cacti-0.8.8a.tar.gz && mv cacti-0.8.8a  /var/www/html/cacti/
6) A% cacti IR JE

mysql -uroot - p HIAVRIE IS ANE PR, SR 2 EdE A
create database cacti; 6| & F 4

grant all on cacti.* to cacti@'localhost' identified by "123456"; 6% H /-
TR

flush privileges; AR

mysql Ft B 5284 )5, T cacti 245 S\ cacti EdiE

mysql -ucacti -p123456 cacti </var/www/html/cacti/cacti.sql
BLE5E mysql J5, BRATFERE cacti rra. log HRMAUR, XHE K
BN 777

chmod -R 777 /var/www/html/cacti/rra/

chmod -R 777 /var/www/html/cacti/log/

7) 1B cacti 4 )= G B SO



vi /var/www/html/cacti/include/config.php N1 NAC & :

Ly A A0 A A A

8) NN Rrdtool AT 55 11X

*/5 * * * * /usr/bin/php
/var/www/html/cacti/poller.php >>/tmp/cacti_rrdtool.log 2 >&1

9) Cacti 22%e5e 5, M)

#id http://ip/cacti/ Vjla] LN T S, sidE NEXT F—25,
| Cocts Inctomoton Cosae

Thanks for taking the time to download and install cacti, the completse
graphing solution for your Nnetwork. Before yvouwu can start making cool graphs.,
there are a few pieces of data that cacti neceds to know .

Make sure vou hawve read amnd followed the required steps mneeded to imstall
cactl beforse continuing. Install Nnformation can be found for Uni< anmnd Winz2-
based operating systems.

Alsao, if this is amn uparade, be sure to reading the Upgrade imnformation file.
Cacti is licensed under the GrRLU General Public License, vou must agres to its

prowvisions before contimuimng:

ou can redisctribute it andsor modi S
1 Pubklic License as published by
2 of the License, or {(at

This pr
it unde

pProgram is 4discributed inm the hope that it will Lbe
OO ANY WAREROANIY: without ewven the implied wa

PARTICOLAER FPURPO
details.

5 FO

r I

AMTABITLITY or FITHE
al Public License

BRIN—EH Ad N
[ Gocti in~totiotion Guide

Make sure all of these wvalues are correct before continuing.

[FOoOUND] RRDTool Binary Path: The path to the rrdtool binary.
JSusrflocal/bindrrdtool

[OK: FILE FOUMND]

[FOUND] PHP Binary Path: The path to vour PHP binary file (may requirse a
php recompile to get this file).

Susr'bin/php

[OK: FILE FOLIMND]

[CFOUND] snmpwallk Binary Path: The path to vour snmpwalk binary.
Susr/bindsnmpwalk

[OK: FILE FOUMND]

[FOUND] snmpget Binary Path: The path to yvour snmpget bhimary .
Susr'bindsnmpget

[(OK: FILE FOLIMND]



http://ip/cacti/

BENFEFF M, 5 IR R Y

User ngin

* 4+ Forced Passwword Changeae F 4+

FPlease enter a new password for cacti:

Password:

Cormfirme:

Sawe

BEN Cacti it & & HL 5 i

console

graphs

Create

Mew Graphs

Management
Graph Management

Graph Trees

Drata Sources

Devices
Collection Methods
Data Queries

Data Input Methods
Templal

§

You are now logged into Cacti. You can follow these basic steps to get started.

+ Create devices for network
+ Create graphs for yvour new devices
= Wiew your new graphs

M device, RJLPAININGEAE, BRIARTLAE 2] 127.0.0.1 X H RS A5
F A Add 7] DA NS

—— —
console || graphs

Console -> Devices

Logged in as admin (LogoLit)

o
g
£

New Graphs

v | status: | Any v Search: | | Rows per Page: |30

Graph Management
Graph Trees

Localhost

Showing Rows 1 to 1 of 1[1]

ID Graphs  Data Sources Status InState  Hostname Current (ms) Average (ms)

g
18

<< Previous

L

Data Queries

Data Input Methods
Templates

Graph Templates
Host Templates
Data Templates

R localhost 7] LAE B BAR 1% &, BFERHM snmp BhisiEAs, I

PRI A FREE

5 Unknown 127.0.0.1 o i) 100 o
Showing Rows 1to 1 of 1[1] Next >>
Choose an action: | Delete v

»



Localhost (127.0.0.1)

E I['fn'?&'".ﬁﬁix'é"z 6.18-30. ELS #1:5NP - TUE: FEB:21:20: 06- 06 :EST:2012-185_B4 »Create Graphs for this Host
ysten: - y « ?

Uptime: 17087 (1 days, O hours, 2 minmtes) *Data SD!-“'CE List

Hostname: node? Graph List

Location: Unlmown (edit fetefsnmp/snmpd conf)
Contact: Koot root@localhost (comfigmre fete/zrmp/=rmp local conf)

ng Rasults

Description
Give this host a meaningful description. Localhost
Hostname 127001

Fully qualified hostname or IP address for this device.
Host Template

Choose the Host Template to use to define the default Graph Templates and Data Queries Local Linux Machine v
associated with this Host.

Number of Collection Threads

The number of concurrent threads to use for polling this device. This applies to the Spine 1 Thread (default) v

poller only.

Disable Host Disable Host

Check this box to disable all checks for this host. - Disable Hos
Availability/Reachability Options

Downed Device Detection

The method Cacti will use to determine if 3 host is available for polling. | Ping and SNMP Uptime v |
NOTE: It is recommended that, at a minimum, SNMP aiways be selected.

IR I snmp error, K57 snmp RG2S E RSN, BEE 2 S HBR .
LN EA5 B IRIEH

s /e B TS, graphs B cacti BIE—IEHF localhost EHL
— 142 o cacti £ 5 8 s B

— A
i\ \
Graphs -> Tree Madg'

Logged in as admin (Logout)

B-Default Tree Graph Filters
Presets:  Last Day v | From: 2014-06-02 17:22 | =g To: |2014-06-03 1722 |4 |1Day ¥ |g | Refresh || Clear
Search: Graphs per Page: |10 ¥ | Thumbnails: || | Go | | Clear

Showing All Graphs

:Default Tree-> Host:Localhost

Localhost - Memory Usage Q
10 (<]
0.8 Y
3 e ©
g
= ea
0.2
0.0+
Mon 18: 00 Tue 00: 00 Tue 06:00 Tue 12:00
From 2014/06/02 17:22:43 To 2014/06/03 17:22:43
W Free Current: nan  Average: nan  Maximum: nan
=
M Localhost - Load Average [s%
3 1o (<]
s 0.8 £
2 es (¢]

E% cacti /ﬂ%)\%n—l//\’ *E*E j% ﬂ%)\g:l:ﬁ 4+ o

3.1. 10 Nagios A& F &5 a

Nagios »& —Z VRTINS A T B, feA 2R S Windows.
Linux F1 Unix I ENIRES, THALEHAS SR E, FTEINLSE. 1E
51 B SSIRAS 7 B IS A B0 R A i A 5 — N () 30 2R Doy d


http://baike.baidu.com/view/23880.htm
http://baike.baidu.com/view/1360.htm

N5, RSV JG R 5 A B A5 8 R

Nagios 1 cacti AAHAXHIME? i AR cacti FE IR E,
IR 25 ARSI JE 7R nagios FEE MRS, BEAE SAEIRELT, =
SR TR R E R A, H A AR B L. (M Nagios T
1Efa s KD

Nagios i %% /b i 2 £ B £ J2 NRPE B4R SEIL, NRPE 09
Fa] FARHEREFP, 24 Nagios ARS5asim A KHIIER, J—imfLiZfs
FAHL A5 E AR B AR5 B .

w

1 send-nsca |

9IINIBS

1) Nagios %53 %244

[FIFE 2% nagios k%S T B2 % LAMP 35, IXHLEWE, wLS%
ZHTH cacti PHP M85 22367570 5 W N 2K nagios AH S RRCAS T4 11«
wget

http://sourceforge.net/projects/nagios/files/nagios-3.x/nagios-3.2.1/nag

ios-3.2.1.tar.gz/download

http://downl.chinaunix.net/distfiles/nagios-plugins-1.4.14 .tar.gz



http://sourceforge.net/projects/nagios/files/nagios-3.x/nagios-3.2.1/nagios-3.2.1.tar.gz/download
http://sourceforge.net/projects/nagios/files/nagios-3.x/nagios-3.2.1/nagios-3.2.1.tar.gz/download
http://down1.chinaunix.net/distfiles/nagios-plugins-1.4.14.tar.gz

/usr/sbin/useradd nagios

tar zxvf nagios-3.2.1.tar.gz

cd nagios-3.2.1

.Jconfigure --prefix=/usr/local/nagios --with-command-group=nagios
make all

make install //>k %35 3 #27,CGl il HTML SCAF:

make install-init //1E/etc/rc.d/init.d 235 5 B IR

make install-config // K % % 7n B L B SCMF, 2 3R B AR 2
/usr/local/nagios/etc

make install-commandmode //>KHC & H F AR

make install-webconf // Bt & nagios iR apache ¥4

2) %23 Nagios-plugins

tar zxvf nagios-plugins-1.4.14 tar.gz

cd nagios-plugins-1.4.14

./configure --prefix=/usr/local/nagios --with-nagios-user=nagios
--with-nagios-group=nagios

make && make install

3) nagios Vi [Al¥= % B

htpasswd -c /usr/local/nagios/etc/htpasswd.users nagiosadmin

B N PR O BRIV, 365 s D THT R P 2 P 38003 A4 4

4) Nagios M7 7]

H Jo nagios ,/etc/init.d/nagios restart ;/etc/init.d/httpd restart ;



http://localhost/nagios/ U1 T &

€« C' [1192.168.149.129:8

Nagios

¢ Documentation

Current Status

® Tactical Overview
% Map

% Hosts

& Services

R ZE M) Hosts 7T LAE 245 MIERIN localhost LI 5 5

FHLHANEITIER

Slatus SulIalY U Al AUSLLIVUES

w Status Grid For All Host Groups

® Tactical Overview
* Map
% Hosts
® Services
% Host Groups
s Summary
« Grid

% Service Groups
. Summary 192168.0.55 Taue
id localhost Taure

04-10-2014 18:38:23
04-10-2014 18:38:23

Nagios’

Nagios® Core™
Version 3.2.1

IMarch 09, 2010
Check for updates

=, UP T

Host Status Details For All Host Groups

56d 4h 21m 29s
56d 11h 16m 0s

PING OK - Packet loss = 0%, RTA=0.37 ms
PING OK - Packet loss = 0%, RTA = 0.05 ms

® Problems
Services
(Unhandled)
Hosts
(Unhandled)
Network Outages

® Tactical Overview
* Map
® Hosts

2 Matching Host Entries Displayed

Service Status Details For All Hosts

® Services
% Host Groups
+ Summary
« Grid 192 168.055 Cumentload OK 04-10-2014 18:42:34 56d 4h 23m 21s 2 OK - load average: 0.00, 0.00, 0.00
® Service Groups Current Users OK 04-10-2014 18:42:49 56d 4h 23m Bs 2 USERS OK - 2 users currently logged in
* Summary HTTP OK 04-10-2014 18:42:33 56d 4h 15m 22s 2 HTTP OK: HTTP/1.1 200 OK - 28074 bytes in 0.002 secan
- 'Progﬂams PING OK 04-10-2014 18:42:29 56d 4h 22m 265 12 PING OK - Packetloss = 0%, RTA=0.27 ms
+ Services Root Partition OK 04-10-2014 18:42:36 56d 4h 23m 195 12 DISK OK - free space: / 5685 MB (61% inode=94%):
(Unhandied) gsH oK 04-10-201418:42:47  56d4n 15m 8s 12 SSH OK - OpenSSH_4.3 (protocal 2.0}
« Hosts Swap Usage 04-10-2014 18:42:50 56d 4h 23m 5s 2 SWAP OK - 93% free (1887 MB out of 2047 MB)
(Unhandled) Total Processes _ 04-10-201418:42:51 560 3h 22m 4s 212 PROCS CRITICAL: 110 processes
+ Network Qutages
Quick Search: localhos Current Coad UK U3-T0-20T4 184725 B6d TTh T/m 335 vz UK -Toad average: U.0B, U171, 0.05
Current Users 0K 04-10-2014 18:42:44 56d 11h 14m 13s 112 USERS OK - 2 users currently logged in
_ HTTP OK 04-10-2014 18:42:46 56d 10h 39m 9s 2 HTTP OK: HTTP/1.1 200 OK 4 267 bytes in 0.001 second r
BING oK 04-10-2014 18:42:58 56d 3h 55m 57s 12 PING OK - Packetloss = 0%, RTA=0.05 ms
Root Partition oK 0410-2014184205  56a11h13m52s 12 DISK OK- free space: / 3692 B (40% inode=93%):
® Availability S8H OK 04-10-2014 18:42:48 56d 11h 13m 41s w2 SSH OK - OpenSSH_4.3 (protocol 2.0)
¢ Trends Swap Usage OK 04-10-2014 18:42:57 56d 11h 14m 4s 2 SWAP OK - 97% free (1976 MB out of 2047 MB)
b :‘“9‘"5 Total Processes 0K 04-10-2014 18:42:12 56d 11h 13m 52s 112 PROCS OK: 22 processes with STATE = RSZDT

5) Nagios ZMIAC &
BRI\ 222558 nagios, Mt & 4 F H 3AE Jusr/local/nagios/ T, HF#&

P ZHREDA T -

bin

Nagios FIHATIEF BT H %

etc

Nagios Ho & ST H %




sbin Nagios CGI XfFprfE Hx, Wal2PaTsih
A Bt 7 U R E R B 3%

share Nagios ¥ 5T ST B 76 1) H 3%

libexec Nagios #hEltdfFR(E H 3%

var Nagios H:E&ECfh. lock &5 ERTEN) H 3%

var/archives |Nagios H&EHEBHRS H %

var/rw FHRAF TN A 2 SO B 3%

RXEJeK T etc/objects H X EZAUFMMIZE EHBCE . B,
RIS [8] B S C B A

] BRI — A 7 i M A% ) 2D R

cp localhost.cfg  192.168.149.128.cfg

FEER AL B O ) locahost. 127.0.0.1. check_local & il 5
sed -i
'st#tlocalhost#192.168.149.128#g;s#127.0.0.1#192.168.149.128#g;s#chec
k_local#check#g : s#tlinux-servers#192.168.149.128#g '
192.168.149.128.cfg

1E nagios.cfg 36 1T Ja i N



cfg_file=/usr/local/nagios/etc/objects/192.168.149.128.cfg

sed -i '36a cfg_file=/usr/local/nagios/etc/objects/192.168.149.128.cfg'
Jusr/local/nagios/etc/nagios.cfg

153 5 . 1T :/usr/local/nagios/bin/nagios v
Jusr/local/nagios/etc/nagios.cfg %A HRASEI AT .

BN AT, KW R ) I %2 nagios i S NRPE, 5 M fic
B H disk. swap. process. user. cpu 25 Va5l B B

define service{

use local-service
host_name 192.168.149.128
service_description Swap Usage
check_command check_swap!20!10
}

XHEER* R E check_nrpe W%, BRURRENE IR 7 i {5
1 swap. disk. CPU. process SR IRAS, 77 ZAEHAC E SO BN Bl v
Bef

A0 S WIS I B ER A B 25 i s 428



192.168.140.128  HTTP o1 ERTCANN 05-05-2014 191859 0d0n 1m 31s 214 Connaction refused

PING oK 06-05-2014 19:18:54 0d 0h Om 36s 114 PING OK - Packet loss = 0%, RTA=0.28 ms

85H ‘ﬂ PEMDING RIA 0d 0Oh 2m 155+ 114 Senice check scheduled for Thu Jun 5 19:19:48 C3
localhost Current Load OK 04-10-2014 18:19:57 56d 11h 41m 8s 114 OK -load average: 0.00, 003, 0.04

Current Users OK 04-10-2014 18:19:44 56d 11h 37m 48s 114 USERS OK - 2 users currently logged in

HTTP oK 04-10-2014 18:19:46 56d 11h 2m 44s 14 HTTP OK: HTTP/1.1 200 OK - 267 bytes in 0.001 se

BING OK 06-05-2014 19:18:26 56d 4h 19m 32s 14 PING OK - Packet loss = 0%, RTA=0.04 ms

Root Parition OK 06-05-2014 19:19:21 56d 11h 37m 27s 14 DISK OK - free space: / 3734 MB (40% inode=92%):

S8H oK 04-10-2014 18:19:48 56d 11h 37m 16s 114 SSH OK - OpenSSH_4.3 (protocol 2.0)

Swap Usage oK 04-10-2014 18:19:57 56d 11h 37m 39s 14 SWAP OK - 96% free (1950 MB out of 2047 MB)

Total Processes oK 04-10-2014 18:20:12 56d 11h 37m 27s 14 PROCS OK: 24 processes with STATE = RSZDT

6) Nagios 75 /7 i1 %2 %%
Nagios %% F' Uiy 22 25 7 B 2 B PN F,  nagios-plugins-1.4.15.tar.gz
F1 nrpe-2.13.tar.gz, ZEEVEWT:
useradd nagios ;tar -xzf nagios-plugins-1.4.15.tar.gz &&cd
nagios-plugins-1.4.15 &&./configure - prefix=/usr/local/nagios
&&make &&make install
tar -xzf nrpe-2.13.tar.gz && cd nrpe-2.13 &&./configure --enable-ss|
--with-ssl-lib  &&make all && make install-plugin && make
install-daemon && make install-daemon-config
chown -R nagios:nagios /usr/local/nagios/ ; cd .. ;cp nrpe.cfg

/usr/local/nagios/etc/nrpe.cfg

JE 3l nrpe 2 P st 4 s /usr/local/nagios/bin/nrpe -c

/usr/local/nagios/etc/nrpe.cfg —d

7) Nrpe & imlc &
B vi Jusr/local/nagios/etc/nrpe.cfg IEMERNELE BRI AT,
L, EMNAZE

_c 1§ommandicheck users]=/usr/local/nagios/libexec/check users -w 5

15’16%n_r51§8’(y§%k load]=/usr/local/nagios/libexec/check load -w



10 _6981en\?/asra%[fheck diskl=/usr/local/nagios/libexec/check disk -w 20 -c

50 -£9pynandicheck procsl=/usr/local/nagios/libexec/check procs -w
20 -E9Fmandicheck swapl=/usr/local/nagios/libexec/check swap -w

8) Nagios lx55#% Nrpe FCE.
Nagios k55 #s i th 75 222238 nrpe, [FIB 75 22 € X Nrpe W& @4,
E command.cfg KJERIA]:

define command{
command_name check_nrpe
command line SUSER1S/check nrpe -H SHOSTADDRESSS -c

}
9) Nagios 1% 2 F LA B
7E 192.168.149.128.cfg I AU FACE B, 51 % i nrpe.cfg HLIHIAC

SARG1S

B check_load g%, & — Mt N: check_nrpe!lcommand

define service{

use local-service
host_name 192.168.149.128
service_description Current Load

check_command

check_nrpelcheck_load

}



; Name of service template to use

FARF I, IINRE— . REAER ) I nrpe.cfg LTS IIHY 1%
i, AR AAEAR 55 3 51 o
10) Nagios 4% ¥ HTTP 8 1]
FERSEIE EXAEE, R Z IS HTTP. web. tomcat 51> URL
B, IR A Rl SRR AR O, W SRR S HE ?
X ] DU FHERIA MG $5 754 check _http fir2+FH < ISR s2 0,
UIRE
7E command.cfg ¥S 040 T OCH A I #5742 : check_http_word, S\
AT - ARE 1P BE BN, -u FRSE URL, -p FREI T, -s FRE K
B
define command{
command_name check_http_word
command_line SUSER1S/check_http -l
SHOSTADDRESSS -u SSARG1S -p SSARG2S -s SARG3S
}
SR JEAE R 55 s o 4 SE LR L SR B 5 A R AT, 51 R 5k
B



; Name of service template to use

AT DUAE AR 25 2 i i 2 AT TAT W0 T iy 2 R ARG, 451 4 1 9 0 T AN
TEAE ATM JEETA , (5 82 i I web RS 7T LT i), M SR 2 K ik i 2
/usr/local/nagios/libexec/check _http -1 192.168.149.129 -u /index.html

-p 82 -s "ATM"

n EAREIERR, RHE IR ATM ANEAE, T nagios £ 4% WU _E 22 B oR
CRITICAL ¥ &
11) Nagios MBAF B A5 2

8] nagios ik #, PARTAIDAM ©EAEIE, HREBEMN WEEK
BOa, WA T, RN ERFEEIREE AT, FATTATLL 139
HEFE, ML nagios 45 139 HEFEAIEE R, WEEE S HAK B
MFRE R THL. RATE 139 _EZRtr FHLRIA] . BRitZ ik n) LUE
FFAER (2 W& RRIEIRE

ERIN command.cfg HIHCANE L [ ILHRERE, " LMEHER
WL E, 8 H RGBT mail KB ErTLAE 2 ORI
N A SRE R IR smtp AR 554 5im B AF o



X BAT BN E SO, R B AE IR, BR 7 /E 139.com
FUIERE 139 MEFEZ A, LT EAE nagios IRS5 & lic B SCAHE Ul
GRVCLIN IR

BB B S vi Jusr/local/nagios/etc/objects/contacts.cfg P2 Ul

I

lot of default values from the 'generic-contact'

FRFFFFRAFATA AN A A A AT T E TR TR S S A A
F AT A A A A AT A A A A A T 3 A A 3 3 3 9 3 3 3 3 3 9 9 3 3 9 3 9 F 3 AF 4 AF O 0
hii

[F A A] DLAE ) sed T2 1824: cd  /usr/local/nagios/etc/objects/ ;

sed -i ‘sttnagios@localhost#wgkgood@139.com#g' contacts.cfg

n FRCE SRS, ) nagios MkS%, RILAMNARHAREA RS, i
— 2 2 WCE nagios KRR B

FIt, Nagios FHICHIECE BB M1k, S8R MR ) 2 L mT DA

HE— BT, #1140 nagios #R cacti 4 [#¥E 4, nagios US54
3.1. 11 Kickstart F Si{L 23 F &

B o~ m ML ST AN, S T BRI AR 55 A%, IR EOR R
Linux 24, FFHER Linux IASZE—E, 7 (8 UG BI4ES R 2,
RN L2 linux REIRFE IR, WORBAN AT IMERETTE —
IR IR RIS 8] 2 AN B B g 2



R H M~ 5 — IR IR S 4% B E &, i RR AN L T8 —
a8 — 8 W2E, — D ANBERIR N KGE S 2D NI 5458 58 X
LR B HAE 25 W, 3ATT T LU 314 N TR 58 X AR I TAE IR 3% A
1T BRE B 25T 60, 8id— & CAER RGN G o FEEE
S BB RS 28 WE o Kickstart 1] DAZEAS 2% 77 1) 58 X T 1A

PXE(preboot execute environment, T3 34730 355%) & H Intel A ]
TR IBCHEA, TAET Client/Server fIMIZA R, S35 T/ ufim
[P 246 Wz ity A 25 3 T AU, I F SRR I W 2% JR S R E R G, 1E
RS RE T, KunERIRS A P Hikk, FEA TFTP (trivial file
transfer protocol) ST 8— N3 S EL BB N A7 AT

T M kickstart % %P &, B W B E W N
Kickstart+DHCP+NFS+TFTP+PXE, MZEHATLLEHY, KRB E ZHHIR
%, 40 dheps tftps nfs. kickstart/pxe %,

1) DHCP. TFTP %%

yum install -y dhcp* tftp*

HRME tfitp R4

vi /etc/xinetd.d/tftp

service tftp

{

disable = no

socket_type = dgram

protocol = udp


http://baike.baidu.com/view/8364.htm
http://baike.baidu.com/view/8364.htm
http://baike.baidu.com/view/7977.htm
http://baike.baidu.com/view/880.htm
http://baike.baidu.com/view/8370.htm
http://baike.baidu.com/view/23881.htm
http://baike.baidu.com/view/37.htm

wait = yes

user = root

server = /usr/sbin/in.tftpd
server_args = -u nobody -s /tftpboot

per_source =11

cps =100 2
flags = IPv4
}

W EHE disable = yes HUi disable = no BT,

2) TFTP+PXE it &

TSI E L RS, HeTFEEL TFTPBOOT HkfE IS PXE
WAL ARG S 4. BLE PRI

mount  /dev/cdrom  /mnt HEEAHDEH

HUNR R G /& 5.x, FRIA tftpboot HFR DAL HANEIE R/ HFE T

#UNHE KRG8 2 6.x, BRIA tftpboot H 3% 7E/var/lib/ F, FITLL centos6.x

R R MR E T

cp /usr/lib/syslinux/pxelinux.0 ./

cp /mnt/images/pxeboot/{vmlinuz,initrd.img} ./ W &% =
tftpboot H % F

mkdir -p pxelinux.cfg &&cp /mnt/isolinux/isolinux.cfg pxelinux.
cfg/default

# D isolinux.cfg BCE CAFHAr 44, R G0 H A i 2 R X AN 30



PEHIBC B S S A B A e T
&4 pexlinux.cfg/default N 2540 T

default linux

prompt 1

timeout 10

display boot.msg

F1 boot.msg

F2 options.msg

F3 general.msg

F4 param.msg

F5 rescue.msg

label centos5.8

kernel vmlinuz

append ks=nfs:192.168.0.79:/centosinstall/ks.cfg ksdevice=eth0
initrd=initrd.img

label text

kernel vmlinuz

append initrd=initrd.img text

label ks

kernel vmlinuz

append ks initrd=initrd.img

label local



localboot 1

label memtest86

kernel memtest

append —

fidfr: 192.168.0.79 & kickstart k%528, /centosinstall #2& nfs 3L
linux AR H 3K, WA linux 77 i0CL 2SR 12, ks.cfg A2 kickstart
ERCE O X E timeout 10 /4N A A 10S */; ksdevice=etho 1%
RAPNTAE ZRMRRINR, ZS2I E S FHERE M etho 223,
TFTP ACE 5E 5, 52 TRTP 2 ARSI IR SS .  # ZELHCH xinetd 555K
R, JRaltr A
chkconfig tftp --level 350n && service xinetd restart

3) NFS+KICKSTART it &

WRERGLEE, B i N ARG R AT, AR B
HI NFs B3 httpd LGOI HIK
mkdir -p /centosinstall
nohupcp -rf /mnt/* /centosinstall &
echo “/centosinstall  *(rw,sync)” >>/etc/exports

7E NFS [ic & S /etc/exports AU FiEHA]:
/centosinstall  *(rw,sync), £~ VLA EHLT5 A] /centosinstall H 3%,
AEEHR.



Bt & kickstart, A]LLf#iF] system-kickstart R4t IR E, o
A LA EL #2244 D1 /root/ H 5% T anaconda-ks.cfg EE 44N ks.cfg, FHiC
ks.cfg #% U1 = NIFL ] /centosinstall H 3% T, AR N chmod 777 ks.cfg
WX HERABCE SN AW T viks.cfg
# Kickstart file automatically generated by anaconda.
install
text
nfs —server=192. 168.0. 79 ——dir=/centosinstall
key ——skip
lang zh CN. UTF-8
keyboard us
network ——device ethO —bootproto=dhcp —noipv6
rootpw 123456
firewall ——disabled
authconfig ——enableshadow ——enablemdb
selinux ——disabled
timezone Asia/Shanghai
bootloader ——location=mbr ——driveorder=sda ——append="rhgb
quiet”
clearpart ——all —initlabel
part /boot —fstype ext3 —size=200

part swap —size=4000



part / —fstype ext3 ——size=80000
part /data —fstype ext3 ——size=1 ——grow
%packages

@admin—tools

@base

@core

@development—1libs
@development—tools

@editors

@system—tools

@base—x

@chinese—support

keyutils

kexec—tools

trousers

fipscheck

device—mapper—multipath

imake

audit

xorg—xll-server—Xnest

xorg—xll-server—Xvfb



H— W install, DL text FRFALH, $8E nfs HZIPFIH®R, WE
RGNS TR Wl Y,

RIGWE Y KEIRE, WaRH MBR 7051 %, RERE LD IX
KI5 %packages
JE BN RRTHE LR, TUEEN . B2 NS
HAE R AMIGE Z U 1, AT RAE— 2552 3

FERSEIRE R, @ AT A — 6 RS i J LR EE L, 155¢€ raid,
AR A SE 10T, WEERAFH kickstart A 3270 X We; — ik
2 AR 2T, Gnfal SR kickstart 2225 A0 E e ? X Bt A RE
MBR 7R X, T ZER M GPT %2R 5 T 970X .
7 AL ks.cfg REEIRINANT dr &KL 7K
%pre
parted —s /dev/sdb mklabel gpt
%end
N T SEPL Kickstart 2356 RSt )a, HAWIMR RS ESE TAE, JATn]
VIME RS2 3e 58 fa, BT E R HIIIAS, 75 2AE ks.cfg KA
MHCE:
%post
mount -t nfs 192.168.0.79:/centos/init /mnt
cd /mnt/ ;/bin/sh auto_init. sh
%end

4) DHCP Ac & S ik



Pxe+kickstart H 3l %3 R4t , 77 22 H] £ DHCP 73 Bic %5 7 S ) 1P Sk,
iX B H$2 | dhepd.conf Bt B LA

ddns-update-style interim;

ignore client-updates;

next-server 192.168.0.79;

filename "pxelinux.0";

allow booting;

allow bootp;

subnet 192.168.0.0 netmask 255.255.255.0 {

# --- default gateway

option routers 192.168.0.1;

option subnet-mask 255.255.252.0;

range dynamic-bootp 192.168.0.100 192.168.0.200;

host ns {

hardware ethernet 00:1a:a0:2b:38:81;

fixed-address 192.168.0.101;}

}

B 5 BB T IRSS, 3155 11 iptables 1 selinux, SR J5 36— & #5528,
EAMELY kickstart IR 55 asAE — S HALEGE L 48 RESRECE] 1P 1
R 2 R AT

service xinetd restart

service nfs restart



service dhcpd restart

JE*KICKSTART Jirf e E stk i — Bedk, FSEMER TR 2R, Wrilkdsas
FR kickstart f J5 L AE — N W2, ANEEIR TP AN FRET B R 5 2R AL 55 1Y
ZEIRAE— L, QSRR M HLES DL 0B I RGBSR Linux RSE.

4. Linux RIEES

4.1Linux Shell f5f&

4.1.1 Shell ZRFEMRIN

shell 241E RG I E - shell G FH-gFE1E T DARHIHERERI L,
DL R sh A H e R T . shell @8GRI, FERIERGAR
N, SNJE A HER B B RA A4 S R E IR S R R R
Z A A2 H

Shell ZH 15 Linux #4F RS2 MR . F o] DU A
LPAT, XATBIAIA Shell FIARGAELIE1T. BEFE Linux £l
K%, 4P Linux B TSRS, FrUlanfsEF TR dr e
FEH I AER, FTLASE 2 3RS ] SHELL 4R /24 Linux SA 6 %% FIT)
PR

Linux Shell #1ZAFH %, &K : Bourne Shell (/usr/bin/sh Bk
/bin/sh) Bourne Again Shell (/bin/bash)- C Shell ( /usr/bin/csh)+ K Shell

(/usr/bin/ksh). Shell for Root (/sbin/sh) %, AN[EI[] Shell i & HIiG

A PAE, FrBAARESS AL


http://baike.baidu.com/view/880.htm
http://baike.baidu.com/view/880.htm

B i ) shell /& Bash, k& Bourne Again Shell, 1T 5 14
%, Bash 7E£ H % AR 2 A H, 12 K24 Linux RGBT Shell.
B P RBATRS — R shell JIAR. (shell BIA— 044 BL.sh
ZiE, RN SCIRESE—AT R SGZIAN shell JHIAR)

vi first_shell.sh

#1/bin/bash

#This is my First shell

echo “Hello  World !”

XA TATE A, —ARIRE RIS, T T
#1/bin/bash  //Z78E SUZHIA ZE—A> shell A (R E#0,

#This is my First shell //iX BLEg#S J& TVEME, A MRS S, SHELL
AERHTE

echo “Hello World 1" //shell JiIA& I 474, FATHATXNMHAYE
#: Hello World | 15 2..

AT 5e 5, WRHATIE, BT shell BIATEEHATHIR,
T BAT AR

chmod o+x first_shell.sh A J5./first_shell.sh $447 B AT; A DA B 45

2 AT /bin/sh first_shell.sh, EIRZRE—HFE,

4.1.2 Shell TERE

Shell Zif5iE 52 ARRBRIMREANE 5, AME C++/AVA iE 5 S i

mr B AR R, SHELL 45— AR EI(E, sebr Lt e TR R,



1E Linux SCFFIFTA shell i, &8 AT LA IRME AT 5 (=) 0L B IR E .

SHELL & 1] /3 i R R s AR & . & HrE Gl g
AT shell A FAEH] . TASEASE N AT EAAERIEZEAN ) shell 2
URAE R AR R TR AR AT o A7 S8R B P P I Y, oAt F) 02
% shell &,

o an e A BT & X A=123 € SUXFE— MR, ATHAAEY, 5
278 = (1
51 AR 5 AT LA FHSA, AR B 7R B AR LT 2 AT A R R R e 2
e
#1/bin/bash
#Author wugk 2014-06-10
A=123
echo  “Printf variables equal is $A”

PATHIA: sh testsh, 2594 IR
Printf variables equal is 123
B AR, A T A - R, Sl I e ESE S
HATLAT .
B sE LA B name=wuguangke
AT echo Sname #4278 wuguangke
SHELL % LI SR 42 A0 & il Al
SO MATFEF R

Sn HHTEFHIEE n N2Hn=1,2,-+9



$* MUK ZE(AOIEF A H)
S# AR S A B (AN BT A )
$? M AR PAT R E BPIRAS, —fOR E] 0 AR PAT L) .
SUID i HY 1D
SPWD i AT LT H 3%

4.1.3 Shell HEZHIES

£ Linux Shell mf2 4, if. for. while. case Z:4 ezl
EAHAER 2, B4, XHERTHEARND) A JE 5 R 8.
PR SR AR B A V-
> If SRR A
If (Fi&z() #if (Variable in Array )
HA) 1
else
A 2
fi
) —, M H RN
#1/bin/sh
NUM=100
if (SNUM > 4)) ;then
echo “this num is SNUM greater 4 !”

fi



FZ0 =, MW H R BARAE, AMAENFTE GEE, 65 A
)
#!/bin/sh
#judge dir exist
if [ ! -d /data/20140515 J;then
mkdir -p /data/20140515
else
echo “This DIR is exist,Please exit .....
fi
iR IE AT AT
f FIB SR B AEAE eg:if [ -f filename ]
-d AW H KRB egif [-d dir ]
-eq T MHT: BHIEK
-ne AT NMHT: BAELE
At/ T R T BRI
gt KT N BRI
le NTEEET MHT: BALE
-ge  NTEEET MHT: BHIE
-a BOTES AL (and)  WAHEERIAN - a WKL
-0 ITHAL (or)  WHERIAX - o BHEEILEN



FOI=, 2
#!/bin/sh
scores=80;
if [[ Sscores -gt 85 ]]; then
echo "very good!";
elif [[ Sscores -gt 75 ]]; then
echo "good!";
elif [[ Sscores -gt 60 ]]; then
echo "pass!";
else
echo "no pass!";
fi;
> (EHIEA] for

For ZF& in AT

do

iEAa] 1

done

ZH—, FTEI seq 2L



#1/bin/sh
for i in ‘seql5
do

echo “NUM is Si”

done

0=, RIMK log, RSEHMETE

#!/bin/sh

for i in “find /var/log -name “*.log”"

do

tar —czf 2014log.tgz Si

done

> & iEA] while

while £514-1EH]

do

a1

done



) —, while 15 KW ECT
#1/bin/sh
i=1;
while [[ $i-It 10 ]];do
echo $i;
((i++));
done;
ZH =, while BATEEUIEAN A
#1/bin/sh
while read line
do
echo $line;

done < /etc/hosts

> Until TE¥ER)

until 254
do
action

done



BB 2, AR

il —, SRR
#!/bin/sh

a=10;

until [[ $a -1t 0 ]1;do

echo Sa;

> Case EFEIER]
case Sargin
patternl)
ERCI |
pattern2)
HA] 2
*)
iEH) 3

esac

5 AT action.



Z—, GIIEFESEHA
#!/bin/sh

case S1in

monitor_log)
monitor_log
archive_log)

archive_log

.
7

* )
echo "Usage:{SO monitor_log | archive_log |help }"
esac
> select IEHIEA]
#1/bin/sh
PS3="What you like most of the open source system?"
select i in CentOS RedHat Ubuntu
do
echo "Your Select System: "$i

done



4.1.4 Shell HIAZEH

a) HEFNME test.txt CAEHIA
FIA F1 S BESE B M froot/ B 3% cp #% T test.txt £ /tmp B %, H H7E /tmp
H B —~ H 3% abe, JF HLMER R /root/ K test.txt.
B S AR 48R A auto_cp.sh (ZFRATLLE CE 30, WARUWFR:
#!/bin/bash
#This is First shell for auto cp Files
#3E OUH R H AR &
FILES=/root/test.txt
DIR=/tmp
cp  SFILES S$DIR
cd  S$DIR; mkdir —p abc
rm -rf  SFILES
echo “The Shell Scripts exec successfully !”
“H3 CP IR A I A S 5E e, RAFIR I EI AT
b) H3I#& T Mysql Zdls % A
#1/bin/sh
#auto backup mysq|
#wugk 2012-12-12

#Define PATH & Y AF &



BAKDIR=/data/backup/mysql/ date +%Y-%m-%d"
MYSQLDB=webapp
MYSQLPW=Dbackup
MYSQLUSR=backup
#must use root user run scripts W Zif# H root H J1iE4T, SUID N &R
G
if
[ SUID -ne 0 ];then
echo This script must use the root user ! !'!
sleep 2
exit 0
fi
#Define DIR and mkdir DIR W H 7e 474, AFENHTE
if
[ ! -d SBAKDIR ];then
mkdir -p SBAKDIR
else
echo This is SBAKDIR exists....
fi
#Use mysqldump backup mysql 1 mysqldump #5470 ik FE
/usr/bin/mysgldump -uSMYSQLUSR -pSMYSQLPW -d

SMYSQLDB >SBAKDIR/webapp_db.sql



d)

echo "The mysqgl backup successfully "

Hzh#TE tar HX T log U4 IAS

#!/bin/sh

#auto tar czf shell to Files
#Author wugk 2014-05-15
SRC_DIR=/opt/

DES_DIR=/opt/backup/ date +%Y%m%d"

[1-d $DES_DIR J;then
Mkdir —p $DES_DIR
fi
for i in ‘find SSRC_DIR -name “*.log”"
do
tar czf Sitgz Si
done

echo “The scripts exec end, Files tar successfully !”

H A a4 % = 1P A
#1/bin/sh

#auto drop ssh failed IP address



#wugk 2013-1-2

#iE AR

SEC_FILE=/var/log/secure

HUTT AL secure SCHRERL ip ImFEE S 22 nH, KT T 4
TR BB Kb, 2R DU A8 s IR S5 A 1Y 22 3
IP_ADDR="tail -n 1000 /var/log/secure |grep "Failed password"|
egrep -o "([0-9]{1,3]\.){3}[0-91{1,3}" | sort -nr | unig -c |awk ' $1>=4
{print S2}"

IPTABLE_CONF=/etc/sysconfig/iptables

echo

cat <<EOF

++++++++++++++welcome to use ssh login drop failed
ipH++tttt bbb+

o S B B R LS R e o N A A
bbb

I A S S

+
EOF

echo -n "I 554 5 A JE AR TAT

for (-0} o scho 1 *——sleep 1 sdons
echo

foriin ‘echo SIP_ADDR®



do
#15F iptables L& A2 5 oA IR IP (5 B

cat SIPTABLE_CONF |grep Si >/dev/null

[ $? -ne 0 ];then

#HWT iptables HC & SO HLH 2 S AFAE CIRZEHY ip, AT AAFAE
HUAN TR AR B 2% H

sed -i "/lo/a -A INPUT -s Si -m state --state NEW -m tcp -p tcp
--dport 22 -j DROP" SIPTABLE_CONF
else

#INTAAER TG, T BN {5 B RIAT

echo "This is Si is exist in iptables,please exit ......
fi
done
#5555 )3 iptables 42K

/etc/init.d/iptables restart

4.1.5 Shell i HFE

B, MR TR e MFHA SRS, Hiedt
AR REAFR AR B 2 e s, RS XA s
IS, XA THNEAL, H5 N M.



az242
1 aii ai2i aisi ai4l
o as42
- ali a»1 a231 al41
3
asil a321 as33i as4l

R

]\%
o
[
(]

3 o

2
A RIZ BIAPRIRDS — AL E X Geihs g ARS8 &
Jok g —A>—4EHA
A=(testl test2 test3) , & (AL MLME S I 0ORE L, B4l
B AT CABEATLE Lo tnfrr ke 5] FH W 2
echo  S{A[0]}, REIIHE N EHERE, 45RETR test], 4 5
MM 0 JFas, AR — N, RIRRHE.
echo  S{A[1]}, REIIHE-ANEAZRE, 45R TR test2, 4 5]
A M 0 FFEE T o
WA BN IZE T 5002 echo  ${AI@]} ¥ ERFTHESH testl
test2 test3 .
W BB A S A BR? echo  S(HAI@]} H BoRiZBASH
N3,
IR B BB ? Gl HsE A test2 FALDY test5: echo
S{A[@]/test2/test5}
AT I o — AN H 2 e 2 5 A 5% test3 4@ 4N unset A[2] ;echo
SAI@NEE WU



ARG N WA AE G R A I ? 15 K il 1

#!/bin/sh

#Auto Make KVM Virtualization

#Auto config bond scripts

eth_bond()

{

NETWORK=(
HWADDR="ifconfig ethO |egrep "HWaddr|Bcast" [tr "\n" " "|awk

Yprint $5,57,SNF}'|sed -e 's/addr://g' -e 's/Mask://g'| awk {print S1}"
IPADDR="ifconfig ethO |egrep "HWaddr|Bcast" |tr "\n" " "|awk '{print

$5,57,5NF} | sed -e 's/addr://g' -e 's/Mask://g'| awk {print S2}"
NETMASK="ifconfig ethO |egrep "HWaddr|Bcast" [tr "\n" " "|awk

Yprint $5,57,SNF}'|sed -e 's/addr://g' -e 's/Mask://g'| awk {print $3}"
GATEWAY="route -n|grep "UG" |awk '{print $2}"

)

cat >ifcfg-bond0<<EOF

DEVICE=bondO

BOOTPROTO=static

${NETWORK[1]}

S{NETWORK][2]}

S{NETWORK]3]}

ONBOOQOT=yes



TYPE=Ethernet

NM_CONTROLLED=no

EOF

i ERANE A=A AR R, R RIR ST, AR A Tk
Ho, HERGE, ST HAMFE RN AR E,

5. Linux JRAES

5.1 #FJ%& Nginx WEB fR%55%

nginx [engine x]/& Igor Sysoev % 5 11—~ HTTP Al e I CEEAR 55 %%
HEVEW AT AR RS  ECAERZIRER K HESY
el b AS T AR (8], JX EE R HE Yandex Mail.Ru VKontakte,
LAz Rambler.

¥ Netcraft i it , £ 2012 5 8 [ 4, 5 L& BT IR b Th g 11.48%
8 Nginx 1F A H IR 55 2 s B IR 25 2% - H AT BB A ] 360,
HEE BN B5IR BT BZEEAE S nginx 1EO9 B 1 web 55 45

Nginx A RZAIRE A B, Fordr, WA BB AR VNI, 58
FIFR) A AR T B, AN o 7 R 5 B ST AR 2 7 i 17 SR Pl S 31—
AN location block (location #& Nginx Ft & # f—AN84, HT URL [T
HeD, TAEXAS location 1AL E MBS K< B S AN A B 2
SE R L) AR


http://sysoev.ru/en/
http://www.yandex.ru/
http://www.mail.ru/
http://www.vkontakte.ru/
http://www.rambler.ru/
http://news.netcraft.com/archives/2012/08/02/august-2012-web-server-survey.html
http://news.netcraft.com/archives/2012/08/02/august-2012-web-server-survey.html

Nginx #HX} T Apache 1L 5

1) mIFRMmNTEREIEE I, BT Ngink ABEFRS U IE K Sw/s
2) IERBEIEREARR 4F . (AT T 3D

3) WAEM cpu 5 HZEAK. CH Apache 1 1/5-1/10)

4) ThEEHL Apache 2> CH R TIREIAD

5) %I php AJ1# FH cgi J7 20 fastegi 77 1Ko

5.1.1 Nginx WEB %3

T Je T e pere [, NG %% Nginx:
#3E pere SCHF rewrite JE, ] DLZ2EEYRRD, JE e BEYRAGET, fRE
pcre B4 N IE
PR AT, A RS B A, ik
(make[1]: *** [/usr/local/pcre/Makefile] Error 127 %5 i%)
yum install pcre-devel pcre -y
# 13 Nginx JRAL AL
cd /usr/src ;wget -c http://nginx.org/download/nginx-1.4.2.tar.gz

#RE I Nginx JRAS A,

tar -xzf nginx-1.4.2.tar.gz

#HIENMRE H R, S5 sed B2k Nginx JIA(E B8 WS
cd nginx-1.4.2 ; sed -i -e 's/1.4.2//g' -e 's/nginx\//WS/g' -e
's/"NGINX"/"WS"/g' src/core/nginx.h

#T2m1E Nginx


http://nginx.org/download/nginx-1.4.2.tar.gz

useradd WWW ;./configure --USser=www --group=www
--prefix=/usr/local/nginx --with-

http_stub_status_module --with-http_ssl_module

#.configure T4 JG, AT make 211 T4 1%

make

#make PUTHIN G, FHAT make install IEZ( 722 %%

make install

#H It Nginx 22352 B

/usr/local/nginx/sbin/nginx -t fE nginx AL & CAFRE T B, 1R [A
OK RIIEA.

[root@localhost ~]# /usr/local/nginx/sbin/nginx -t

nginx: the configuration file /usr/local/nginx/conf/nginx.conf syntax is ok
nginx: configuration file /usr/local/nginx/conf/nginx.conf test s
successful

[root@localhost ~]#

SR J5 JA Bl nginx, /usr/local/nginx/sbin/nginx [BIZERIA] . &H HIEE T
WY=FIE

/

[root@localhost ~]# ps -ef |grep nginx

nobody 5381 30285 0 Mayl6 ? 00:04:31 nginx: worker
process
root 30285 1 0 2014 > 00:00:00 nginx: master

process /usr/local/nginx/sbin/nginx



root 3226032220 012:34 pts/0 00:00:00 grep nginx

[root@localhost ~]#

5.1.2 Nginx BHEIEVEE

TERSERSS 28855, N T R ARG #5505, — & nginxweb
MRS es IR A E N SRR 6L, BIZ AN 5T [EFE— 80
. REIRS 2% IP BiEIR L, WAl DA E T2 1P XM [E—
Uit 1

vi fE2 nginx.conf server EX L & N AU T

#virtual hosts config 2014/5/18
server {
listen 80;

server_name WwWww.a.com;

#access_log logs/host.access.log main;

location / {

root  html/a;

index index.html index.htm;



server {
listen 80;

server_name www.b.com;

#access_log logs/host.access.log main;

location / {
root  html/b;
index index.html index.htm;
}
A7 NS 1) H 3 mkdir —p /usr/local/nginx/html/{a,b}, 2RJ5 7>
FAEPA H B PTNAE H index.html Rk 7T BRI AT . 3833 28 7 v
FiC B hosts 48 PN 4, SRIGTE IE J T2 U7 1R AR

5.1.3 Nginx fERERAL

b5 U5 ) S AW I, 756 Nginx AP RZ AR B AT A R T
AR EIUTIE, RN RS & Ngink 95 ae KA RS H
1) Nginx.conf it & {4k«
worker_processes 8;
nginx FEAEHL, EHVEZM cpu B HRKIEE, —HOVERREE.
worker_cpu_affinity 00000001 00000010 00000100 00001000 00010000

00100000 01000000 10000000;



NEANHFEN cpu,  LHIFKE 8 NHFESECH] 8 /4 cpu, MIRTFTLL
G524, BFEK—

MEREFBCEIZ A cpu

worker_rlimit_nofile 102400;

XAMEL R A ngink BEREFTTF IR 2 SR A8 H , BRME
ALY SSEZT]

TS Culimit -n) 5 nginx BEFEEUHEER, {H/2 nginx 2 ECiE KR IEA
S AH5)5]

, FRLARIF S ulimit -n BOAR R — L.

use epoll;

f#i ] epoll ] 1/0 7, epoll £ Linux W% LB KHE R SCIEREIRTF
(IR (gEeEidih)

poll, ‘ERERFIREIEFIERNEIIERE P HADETFIRIIE T K
A4t cPU FIH

worker_connections 102400;

ARV RZIERS, Hik L6 nginx RS 48 10K E BT
*

worker_processes*worker_connections.

keepalive_timeout 60;

keepalive RN IR IF], 75 Jii 51 ik 55 4% dify £ 34 4 1R G RIS 1), 24 HY B
X IR S% A ) JE



4k i KI5 keepalive-timeout 1)) g 1 & 4 8 37 BY E T 2 SRR
client_header_buffer_size 4k;

2 P SRR B R X R/, 3K AN ] DURIE VR 22 Gt 70 TR/ K i
B,

TERH LI N 1k, AT —RARG0 TEE KT 1k,
P LiX B BN

TR 3 BUR/INAT L 74 getconf PAGESIZE HUAS
open_file_cache max=102400 inactive=20s;

AR NTT I AR 247, BRI B T, max $5 € 247 50
EVCFIF] I

SCAFE— 2 inactive fE R4 2 I [R] SCAHIE KR IR 2247 .
open_file_cache valid 30s;

XA IR KN R E IR ARE R
open_file_cache_min_uses 1;

open_file_cache $54 H 1] inactive S %I (8] P SCAH ) de /A FH IR
R LI

N, SRR — BERAZAFTHTIFN, W B, Wa — 3
AE inactive

S 18] A — BB B RS B

2) Linux WiZZHiib:

net.ipv4.tcp_max_tw_buckets = 10000

timewait FI%&E, 2Ri\Z 180000,



net.ipv4.ip_local_port_range = 1024 65000

SV RGFT IR I 55 H

net.ipv4d.tcp_tw_recycle =1

Ja F timewait s [A] 8

net.ipv4.tcp_tw_reuse =1

FFEEH. LK TIME-WAIT sockets Z537 H T ¥ TCP iE#2 .

net.ipv4.tcp_syncookies = 1

FFJ5 SYN Cookies, 24 H il SYN Z5£5 P\ )3 B, J5 FH cookies SRAGFE,

5.1.4 Nginx SEIENEE

Nginx % FIIC B S50 upstream, 32 % T2 45 5 i 22 > 52491«
Nginx ] upstream H B SCHF 5 M7 il 77 2
1) %) Gk

BN RAL TANIFP 38— 73 Be 2 i i A R B0 RS54, 0 R e o 5
B k%5 as down i, HENHIER, kB H3N L.
2) Weight £ &

TRE R MBCE, B, AAFERTERERZ, weight FIU7I L
FAAER, T JE s RS A I BE AN I B I o
3) ip_hash

FEANE RIRIEVTFI ) 1P [ hash £5 RMHC, XA E V)



] — A JE i IR 5 A, 1T LA R session AR, — MG T8 %<1,
4) fair (F5=77)
42 i i JI 55 % AT 0] LI TR) SR 23 BCTE K, Wi B IS [R5 IR S 23 B
5) url_hash (ZE=77)
upstream [ fail_timeout 1 max_fails ZS%5E FH I Fi W7 7 %535 16
upstream H FIFEA server & 15K
1E fail_timeout FIBfTE] Y, nignx 5 upstream H 5> server 1% 82
LRI T max_fails ¥X, W] nginx I\ N1% server &4 K% fEH T
K] fail_timeout BRI, nginx ASFRERE K70 KA 341 server.
BIUN7E nginx.conf HLIHTAC & 40 K K tdt_app 27T
upstream tdt_app {
server 10.10.1.11:8080  weight=1 max_fails=2
fail_timeout=30s;
server 10.10.1.12:8080  weight=1 max_fails=2
fail_timeout=30s;
}

Tdt_app B G 5k JAVA IRS5, 7E 30 B2 nginx 2 5 Ja Ui i
FA server SR, A0 ARARIMIER LM 2 X, W] Nginx <A N1Z
server VA RA, RIEB B RIIR, IRJGTEH TR 30s A, nginx
AFEPFE KL K45 R RN server

T4k, fail_timeout 15 & I (] 5% Wi W2 I 8] 5 0, 3K Hie Bz s ]

#& M proxy_connect_timeout 1 proxy read_timeout 4%l .



proxy_connect_timeout : Nginx -5 Jig i Ik 55 23 ZE 2 KB I IR [R], KR
T A5 g M 7 R T ST [

proxy_read_timeout: I IE S5 J5 i Rk 55 g M B[R], LS
2213 N 5 vt IR HERA 2 HR S A 3 (] DA A i g R 55 A PRV SR 1)
18] D

proxy_send_timeout : 5 ¥y I 55 #2080 [ AL B R], 8808 B 8] 2 Y S o
Nk 55 28 W A5A% SE A B2 -

keepalive_timout: —™ http f= A2 i) tep EEFLAEAL X SE /e S5 — N R 5

EFREEGZOWE, A RAXANER,

5.1.5 Nginx Rewrite 3

Rewrite RIS SO 2 3> URL B'5 BifF @ 19 URL, MIEM R St

N TR AR R G BT, Rk AL A

Rewrite B (5% f5 — TSN flag brid, CFFI flag dric 32245 LA

LR

1) last : 4T Apache HE(L)IRIE, FKnTEH rewrite;

2) break; AZHMILHECTERSE, bUUES, ASFUCED 5 T AR

3) redirect: %[0l 302 Ifn My BEE ), W B As LIk 2 R BEAL S5 T URL
ik

4) permanent: i [H] 301 K A FEA], W VG A MRS 2 BOR Bk S
URL Hifi:



5) last Al break F>KSZHL URL E, HMEasHibbA: URL bk AR,

a) B U5 ) www.test.com , A8 B 422k AE 31 sk R TR AR 3N T T,

www.test.com/new.index.htm! U11A] S SZEE 2
FATAT LE FH Nginx Rewrite SRSZHLX AT K, BEARUIT:
1E server F AU R iEEJEIA] .

rewrite /S  http://www.wugk.com/index.html| permanent;
*REEHTT 0 B 2755
+HRFRTIH 1 BE A T4
? ARERAITH 0 3k 1 AT 4F
MR TR TR E
ST AR LR &
o BT, RFAETFRF
b) Bi4nZ Mk A B 2 [F — M4, nginx rewrite BE S50
server
{
listen 80;
server_name www.wugk.com wugk.com;
if (Shost != ‘www.wugk.com” ) {

rewrite A/(.*)S http://www.wugk.com/S1 permanent;

}
B Z RN rewrite 7] A4k 452>,


http://www.test.com/
http://www.test.com/new.index.html
http://www.wugk.com/$1

5.2 1% Rsync FB RG2S

Rsync /& Unix/Linux FF—3K B HTE AT, A E R BUES G RS
SRR REFFID — 8, 5 IRFEIZI rsync 2R HI AL, EE

— U AR B SO B S

Rsync {EA% 5 icdfs AL AE bl ASEAT 4 B filt IS 44, DRl m]
A FH S A s 9 n] AR 2 8 ORA55 SRR SR AOBURR TR 4K
BE 155

5.2.1 Rsync RS IRACE

N IEFOKRECE Rsync A5 4, AR SIS i 55 A8 A [ 26

A 2RSS %, By C AR Ik oS as, TR, By C sS4
TN A ARSI H R BIA M

2R, BN rsyne BRERRAS, IRJEHEAT 2R 1%

cd Jusr/src ;wget

http://rsync.samba.org/ftp/rsync/src/rsync-3.0.7.tar.gz

tar xzf rsync-3.0.7.tar.gz && cd rsync-3.0.7 && ./configure --
prefix=/usr/local/rsync &&make &&make install

ZAR5EEE, MCE rsync B SCHF, BRINJetc/ NAFAE rsyncd.conf FiC
B, FETFEE, ENEAWT: cat  rsyncd.conf
4 [global] A RITLE

uid = nobody

gid = nobody


http://baike.baidu.com/view/845020.htm
http://rsync.samba.org/ftp/rsync/src/rsync-3.0.7.tar.gz

use chroot = no

max connections = 30

pid file = /var/run/rsyncd.pid
lock file = /var/run/rsyncd.lock
log file = /var/log/rsyncd.log
transfer logging = yes

log format = %t %a %m %f %b
syslog facility = local3

timeout = 300

[www]

read only = yes

path = /usr/local/webapps
comment = www

auth users =test

secrets file = /etc/rsync.pas

hosts allow = 192.168.0.11,192.168.0.12

[web]
read only = yes
path = /data/www/web

comment = web



auth users =test
secrets file = /etc/rsync.pas

hosts allow = 192.168.1.11,192.168.0.0/24

Rsync FiC & 2401 B -

[www]  #E[RD R4

path = /usr/local/webapps #Z[6]2 [ H 5%

comment=www  #XPMEAHLINE, EHRRYE —H)

readonly=no  #no "5 A AL SO yes H ik

write only =no  #no &) i A N # 0, yes ANEE T

list = yes e IR LRSI R

auth users =test #& i KRG MW HKH 4, KHBRINAES.

hosts allow = 192.168.0.10,192.168.0.20 #Af5Hk fa VF@ L [ IP
Huhik

hosts deny = 192.168.1.4 #A5EFHLIP

secrets file=/etc/rsync.pas #Z0L SCAFAF A B

Ja 2 Bk %5 @8 & RSYNC F # #2 , /usr/local/rsync/bin/rsync
--daemon , HiWr¥m - TCP 873
BCE rsync 55 i [ A0 % 4
vi /etc/rsync.pas

username:userpasswd (£/8H 44 #4)



test:test999

RIFE52 5, chmod 600 Jetc/rsync.pas B E B R NTE FH 125 .

e AER P B B A M a4, W N E R AT [E .

vi Jetc/rsync.pas Fai AR S5 w0 B A D

test999

TRAFRIR R A2 AT a0 N iEA)

Rsync -aP --delete test@192.168.0.100::www /usr/local/webapps
--password-file=/etc/rsync.pas

Rsync -aP --delete test@192.168.0.100::web  /data/www/web
--password-file=/etc/rsync.pas

7E*/usr/local/webapps W& i H 3%, @F1] test & ANUERIH F 44
IP J= THT www 9 rsync il 55 4% i RS ER A2 R

Rsync & HIZEfidtr

AR R, KR B 05 S0 qn SC s F
ORIF T SO R P

-a, —archive

—exclude=PATTERN  |[$8EHERR — M T B AL Fan i) S DL AR =X

—exclude-from=FILE  |M FILE "2 EXFHER R0 )

—include=PATTERN 8 7€ T AL T ) SR UL AR =X

T 08 A B A A AT T A s L ANAFAE
R SCA

—delete




-p ZE T —partial —progress

-v, —verbose TE A% H AR
-q, _QUiet %ﬁiﬁ—ﬁﬁﬁéﬁ

B e m RSS2 L rsync iy & T AE %

/4
1=

—rsyncpath=PROGRAM

M FILE HH3EEX 4, DLk 4 7E 2 v b %)
—password-file=FILE |\ 14,

W AE cron HIERE rsync RS A AT A

5.2.2 Rsync T SSH B

k& 1 R LME H rsync BEHIEAT [F]20 2 40, i — > LR ) s [R5
TR T linux ssh Sk [F2 . BART 0 R .

rsync -aP  --delete  root@192.168.0.10:/data/www/webapps

/data/www/webapps , UWHRIEEIRFEID AR AN EN, F52M Linux

B 8] G B A 655
5.2.3 Rsync SERY F PR E

FEARNL H % web N, FELURRIR (8 8 F5 ZEOR IR FF IR AR 55 4%
Uiy LI [R) 2, IBIRAT T AT SR EC B W 2 Anfr] SR SEIWE 23X HL AT LUSR H

rsync+inotify SKSZHLFE 3K .

Inotify s& —~> Linux F¢fk, EWREXIRGEE, ansei.


mailto:root@192.168.0.10:/data/www/webapps

NG . Inotify e R, FVEAER I, JEHLEE cron fE&ME
Tl @R £
Rsync LH5EH )R, TE % inotify U E M. RN AT FH
A HIHE AT Z NS, XA DME T ssh S 9105 it AT [R5
7% % inotify-tools-3.14.targz W, tar  —xzf
inotify-tools-3.14.tar.gz ;./configure ;make
;make install A, BLE auto_inotify.sh [EE A, WHWT:
#1/bin/sh
src=/data/webapps/www
des=/home/webapps/
ip=192.168.0.11
inotifywait -mrq --timefmt '%d/%m/%y-%H:%M' --format '%T %w%f'
-e modify,delete,create,attrib S{src} | while read file
do
for i in Sip
do
/usr/local/rsync/bin/rsync -aP --delete Ssrc
root@Sip:Sdes
done

done

TEARSS 23 J5 6 A 8Z A, nohup sh auto_inotify.sh &



FENRSS A i H SO i MIBR, 27 il o SE @A T A G R A
5.3 Tomcat/Resin JAVA k5523

Tomcat s Apache B34 &M Jakarta i H H K H—A
Servlet 25, %1 Sun Microsystems He LR AR INTE , 2L T X7 Servlet
F JavaServer Page (JSP) ) 3 #F, Tomcat A & & — > HTTP JiIR%5 %%,
A LLEEM FH, apache /&2 — LA CiE S 45 I HTTP iIRSS 25 . Tomcat
EEARARNT ISP IEF . H AT HHTRA /8.0,

5.3.1 Tomcat ZERE

2 tomeat ZHI 75 B 2% jdk (Java Development Kit) & Java &
= W AE I R T HAL(SDK)), X BLi%$ jdk-6u18-linux-x64-rpm.bin, bin
A2 SR sh XA 7 —FE, sh ./ jdk-6ul8-linux-x64-rpm.bin, [F|4F
RORT, BRIN 22353 /usr/java/jdk1.6.0_ 18 HX T .

Bl E java A EEARE:, vi Jetc/profile WRINTN NiEs]:

export JAVA_HOME=/usr/java/jdk1.6.0_18

export
CLASSPATH=SCLASSPATH:SJAVA_HOME/lib:SJAVA_HOME/jre/lib

export
PATH=SJAVA_HOME/bin:SJAVA_HOME/jre/bin:SPATH:SHOMR/bin

source /etc/profile J/AE IR AR B ST 2 A R

java -version //EE java A, EosiRA N 1.6.0_18,


http://zh.wikipedia.org/wiki/Jakarta%E9%A1%B9%E7%9B%AE
http://zh.wikipedia.org/wiki/Servlet
http://zh.wikipedia.org/wiki/Sun_Microsystems
http://zh.wikipedia.org/wiki/Servlet
http://zh.wikipedia.org/wiki/Servlet
http://zh.wikipedia.org/wiki/JavaServer_Page
http://zh.wikipedia.org/wiki/JSP

UE I 22 3 T o

£ B WM F 3 tomcat AH M R A, X HE N EK R AN
apache-tomcat-6.0.30.tar.gz, [#5E/E ML

tar -xzf  apache-tomcat-6.0.30.tar.gz  ;mv apache-tomcat-6.0.30

Jusr/local/tomcat Bl A] ,

JE 3] tomcat, fy&N: /usr/local/tomcat_test/bin/startup.sh
BE ps -ef |grep tomcat FEFE i &S AA7E, @i BT v i) m] LA
7= tomcat oo oW W om om

&

Administration If you're seeing this page via a web browser, it means

Apache Tomcat

Status As you may have guessed by now, this is the default Tomcat home page. It can be
Tomcat Manager
$CATALINA HOME/webapps/ROOT/index.html

where "$CATALINA_HOME" is the root of the Tomcat installation directory. If you'r

Documentation who has arrived at new installation of Tomcat, or you're an administrator who hasn

Release Notes the Tomcat Documentation for more detailed setup and administration informatior

Change Log

Tomcat Documentation NOTE: For security reasons, using the manager webapp is restricted to us
users.xml.

: Included with this release are a host of sample Servlets and JSPs (with associatec
Tomcat Online J developing web applications.

XA H T A2 BROA ML, Akl — N E SR ke, € XEE
K1 &AT H 3, EWR: 78 serverxml Bt & AR BRI F4T: (4
D

<Context path="/" docBase="/data/webapps/www"

reloadable="true"/>



1t /data/webapps/www Hx T, @I HCHK jsp /A, EJ5 tomcat
R A] 5 14

5.3.2 Tomcat fiﬁ%ﬁﬁﬂ.

2 EIRELAE BN tomeat FL B SCHF, PERER —M%, v T2 RE
WPV, TN tomeat #EATSHUERE AL, BARDUAL 77 40
T
> Linux NI
> s AR BHERC & AL
> Tomcat ZHfhik
> e E EEERHIAL
X & EPHE tomeat ZHMRAL: serverxml SUHF, CH DNS A
(R & = 2 ¢
maxThreads: tomcat AZ5) I HRZ AR AL, BRI AL B IR 4, BR
WE N 200
acceptCount: 24 tomcat (&) I LFEHUE T RIS, 2 HERARIE K



N, BOMEDN 100
2 IRIXEEAE ARAN O Y, 7 ZARIE PR DURE o w] BLIE T
A A ESRANB R 4
<Connector port="8080"
protocol="org.apache.coyote.http11.Httpl1NioProtocol"
connectionTimeout="20000"
redirectPort="8443"
maxThreads="5000"
minSpareThreads="20"
acceptCount="1000"
disableUploadTimeout="true"
enableLookups="false"
URIEncoding="UTF-8" />

Catalina.sh IVM S804k, ESINUNTF N2

CATALINA_OPTS="SCATALINA_OPTS —Xms4000M —Xmx4000M
—Xmn1000M -XX:SurvivorRatio=4 -XX:+UseConcMarkSweepGC
-XX:CMSInitiatingOccupancyFraction=82 -DLOCALE=UTF-16LE

-DRAMDISK=/ -DUSE_RAM_DISK=ture -DRAM_DISK=true"

FLEZ D tomcat L, THABARTH, HHTZEAMRSHEL o 24
tomcat, FRJEBEC =g HRUAAT HRBIA], SR JE 7008 2h R AT .
N T FETHEEA R RITERE , 3875 ZAE tomeat JT TH 224 nginx web [ [f1]
IRERMR S5 a5, LA e F P e T 1+



5.3.3 Resin ZEALE

Resin 5& CAUCHO 22 ] [ i, /2 — M AR H Iit47 i application server,
Xt serviet A1 ISP $2 48t T RAFHISCHE, PEREWILEUILR, resin B &K
HIAVA i S TT K

resin T IERCAH pro A FEIX A2 pro SCIFEAF MBI .
pro KN 3 K1) cache ThAE, MSZAENy web 2% #s Ab 31 i A U 14

REFR AT LAMI apache A — . (HEERAMALAE S web k55 & 14 GERL

o —tk, MARETLUE ] apache+resin 177 Z Bl apache FIZEA7T)
e TEae.

— AN NAE AR TR S Bl b, SR AR TE s MR RE, T DA SK
i FH AR resin, 8 5 IR S5 R B .

anh
[aYay

wget http://www.caucho.com/download/resin-4.0.33.tar.gz

tar —xzvf resin-4.0.33.tar.gz

cd resin-4.0.33 &&./configure --prefix=/usr/local/resin

\--with-resin-log=/data/logs/resin/
--with-java-home=/usr/java/jdk1.6.0_18/

make &&make install
ZIETREE IS, B0/ usr/local/resin/conf/resin.xml Bt & &K AT H 3%,
an


http://baike.baidu.com/view/907.htm
http://baike.baidu.com/view/51184.htm
http://baike.baidu.com/view/899.htm
http://baike.baidu.com/view/3293095.htm
http://baike.baidu.com/view/28283.htm
http://baike.baidu.com/view/899.htm
http://baike.baidu.com/view/28283.htm

ing any host name ——>

op matching the

- <resin:LoadBalance re
— INSERT —-—

SRJG JA 5N resin, Jusr/local/resin/bin/resin.sh start M7 [ 0 R

CRATH FARB S AT resin BRI DR «
B Resin® Default Home ¢ x m—— .

€ & 192.168.149.129

Resin® Default Home Page

This is the default page for the Resin web server.
Documentation is available at /resin-doc.

Administration is available at /resin-admin.

5.3.4 Resin HEEEMRAL

Resin [A] tomcat —#F, #RFHZEMAL IVM S, resin [] VM ZHC
BAE resinxml B, FCEHRAKGNAF, SUEORRFNE] KR EEE
40N B
<http address="*" port="8080"/>

<!I-- SSL port configuration: -->

<http address="*" port="8443">



<jsse-ssl self-signed-certificate-name="resin@localhost"/>
</http>
<jvm-arg>-Xms4000m</jvm-arg>
<jvm-arg>-Xmx4000m</jvm-arg>
<jvm-arg>-Xmn1000m</jvm-arg>
<jvm-arg>-XX:PermSize=128m</jvm-arg>
<jvm-arg>-XX:MaxPermSize=256m</jvm-arg>
<thread-max>10000</thread-max>
<socket-timeout>30s</socket-timeout>
<keepalive-max>5000</keepalive-max>
<keepalive-timeout>60s</keepalive-timeout>
<jvm-arg>-agentlib:resin</jvm-arg>
Resin ZHALIFIFE LG S KN AT S B/ NINAT, 5, OKIFA,
ST RN I [A) 55 o AR S B i L FH SR 79 AN R B 24

5.3.5 Resin ZLHLE

NTEERKNFIH, BERGHETTLIELEZA resin 5241, HE
resin 2 5451 (1) 75 30ER tomeat K> —5, (HIEAT —LEX 5 -

cd /usr/local/resin/conf T, #AJ5 cp resin.xml resinlxml ; cp
resin.xml  resin2.xml
AN B SR N B TR

HTTP % 1 8080 Resinl.xml it B 41 R



ing the

nfigures an

app's ROOT

SIS K AT H 3 mkdir -p  /data/webapps/{www1,www2}5 A\l
i jsp SCHFRIAT . FJa R VAR BPRAS resin SE451 -



Jusr/local/resin/bin/resin.sh  -conf  /usr/local/resin/conf/resinl.xml
-server 1 start
Jusr/local/resin/bin/resin.sh ~ -conf  /usr/local/resin/conf/resin2.xml

-server 2 start

tp listening to

ES, FEIFE jvm S8, FELE resinxml BIMECE, [FBFE
B A A8 resin, R FE B FIR AN Jetc/rc.local IR,

5.4 Nginx Tomcat 3§55

Nginx B 73 12 ] BoR 1l 2 fE SN A PRFR TG R 0, A REERAR K
2 LA BT B) 2 DU AN RS T3 & PP R BTN %2 )
DUERERER TG R 0, vT LB AR B AE ) Nginx A0 2 §# 25 TUHT, Tomcat,
Resin Hi K& T

BRI BN H BT SEIA R KRB Sy Pifl,  — o 20k TR
AL B A IR A, TEHESL I RSS2 H AT RS
5% SAh—Phr i 2 A R A SRR G E— i R AT,
nginx K0T, IXFEHRA RIS E PRI, BB ARSIIIE,



T K], 183 location $i5 E AN R J5 48 44 SEIAN[R] B SR e

WL expires ZHOE, AT AN BT a5 G2 A7 I a], e 5 R sy
HHTHIE RFIFLE . BAK Expires & X: 2% — BRI E — T
JARTIR], 2 U0 RS um A e, BRI A B SR |
RLARITT, BT AP AR RO I

AT AR R S A AL ARSI . CAEREH RS, A
AL Expires SREEAF), HIXBRHE 3d, KR 3 RZHV/IH
XA URL, RIE— MR, ORI SS 312 S0 8 J ST I () A A2 4k,
WA 2 MR S5 24T, IR BLIRASES 304, GnRABM, WEEBMNRSE
aeEUHT M3 IR BEIRESAS 200

EEEZwww . wuguangke.cn
server
listen 80;
server_name www.wuguangke.cn;

index index.html index.htm;

*EBERMBFA/ data/ www/wugk
root /data/www/wugk;
location /

proxy_next_upstream http_582 http_584 error timeout invalid_header;
proxy_set_header Host S$host;

proxy_set_header X-Real-IP %$remote_addr;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_pass http://tdt_wugk;

expires 3d;

' Az BifEnginx. conFEX Mupstream tdt_wugk 1318
location ~ .*\.(php|jisp|cgi)?$%
{

proxy_set_header Host S$host;

proxy_set_header X-Real-IP $remote_addr;

proxy_set_header X-Forwarded-Fcr $proxy_add_x_forwarded_for;
| proxy_pass http://tdt_wugk;

#iEENglnerJﬁﬁ%’ EXAT #EMNginx FH o
_Tim - *\. (html htm gl‘ljpgljpeggg%%?gfwt—ﬂﬂﬁﬁi—

root /dat@Lllll__ —_—
mm eszﬁP mlr‘%%%ﬁﬂ'ﬁﬁﬂ%] 2R MFRHSHEAEEL, aLLEEER, RErLHEERNERERSSEML

E‘(Dl r'es

#nsxriglmﬁtt'.El*B’]ﬂmé , )
access_log /data/logs/nginx_wugk/access.log main;
error_log /data/logs/nginx_wugk/error.log crit;

WF N nginx. conf B server WCE B, HZWNINLE nginx. conf
H AT,

H#H##HHWWW . wuguangke. cn



server
{
listen 80;
server_name www.wuguangke.cn;
index index.html index.htm;
#IL B KA1 H 3% A/ data/www/wugk
root /data/www/wugk;
location /
{
proxy_next_upstream http 502 http_ 504 error
timeout invalid header;
proxy set header Host $host;
proxy set header X-Real-IP $remote_addr;
proxy_set header X-Forwarded-For
$proxy_add x_forwarded_ for;
proxy_pass http://tdt_wugk;

expires 3d;

}
HENARTURAEY http://tdt_wugk, BEIFATZ BI7E nginx. conf &
XK upstream tdt_wugk ¥

location ~ .*\.(php|jsp|cgi)?$

{



proxy_set header Host $host;
proxy set header X-Real-IP $remote_addr;
proxy_set header X-Forwarded-For
$proxy_add_x_forwarded_for;
proxy_pass http://tdt_wugk;
}
#IC B Nginx BEF 3 1, 7€ SCHFRAS DU B4 M Nginx KA H sk HL
location
~ K\, (html|htm|gif|jpg|jpeg|bmp|png|ico|txt]|js|css)$
{
root /data/www/wugk;
trexpires & S M WS G2 A7 I ) 3K, 0 SR EH S T AN
WREHT, ATRAE R, AR RAY R A e IR 5 A IS
expires 3d;
}
#5E X Nginx fa i H S B #g A%
access_log /data/logs/nginx_wugk/access.log main;

error_log /data/logs/nginx_wugk/error.log crit;

HEAE P A A, B MR A nginx Al
W4y, [FI 75 2E7E Tomcat. Resin JEumtBSCE — 1, WIRIRS
RAERZ, WG MRS AT T, T DU Rt g ik



5.5 LNAMP & Re2Ac B

LNAMP(Linux+Nginx+Apache+Mysql+PHP) 224 52 B 1R 2 1T MV )75
[k, BAC T R SRR IF B LNMP(Linux+Nginx+Mysql+PHP) 22 ¥, 5 3%
111 LNAMP 2 JECA 44 K We, i 43 A Nginx T apache FIAL G & Ui o
Nginx AbPRER S SCIFAE J11R 38, Apache A BRBHZS SCLE R 31 HAR R
AL B GRE AP RIRTHE 2 A% . AIREIRZ Linux SA fEMEE
LNMP iz, 2% B PHP (FastCGl) A4 B8 502 4517 (1B
%, XN Nginx+PHP (FastCGl) ZH & ANEa g (1 JR I3k ) )
> AL %E LNAMP 2 Nginx
yum install prce-devel -y ;cd /usr/src ;wget

http://nginx.org/download/nginx-1.6.0.tar.gz :cd

nginx-1.6.0 ;./configure —prefix=/usr/local/nginx && make &&make
install

> Y5t %%E LNAMP 2 Apache

yum install apr-devel apr-util-devel —y;

cd Jusr/src ; wget

http://mirror.bit.edu.cn/apache/httpd/httpd-2.2.27.tar.gz itar xzf

httpd-2.2.27.tar.gz ;cd httpd-2.2.27 ;./configure
--prefix=/usr/local/apache  --enable-so  --enable-rewrite = &&make
&&make install

> YRS INAMP 2 MySQL

cd Jusr/src ;wget


http://nginx.org/download/nginx-1.6.0.tar.gz
http://mirror.bit.edu.cn/apache/httpd/httpd-2.2.27.tar.gz

http://downloads.mysgl.com/archives/mysql-5.1/mysql-5.1.63.tar.gz ;tar

xzf mysql-5.1.63.tar.gz ;cd mysql-5.1.63 ;./configure

--prefix=/usr/local/mysql --enable-assembler &&make &&make install

FC & Mysql I35 N R GRS

cp /usr/local/mysgl/share/mysql/my-medium.cnf /etc/my.cnf

cp /usr/local/mysql/share/mysql/mysql.server /etc/rc.d/init.d/mysqld
chkconfig --add mysqld

chkconfig --level 345 mysqld on

cd /usr/local/mysql

useradd mysq|

chown -R mysqgl.mysql /usr/local/mysq|
/usr/local/mysql/bin/mysql_install_db --user=mysq|
chown -R mysgl var
/usr/local/mysql/bin/mysqld_safe --user=mysql &
> VRS2 LINAMP Z PHP

cd /usr/src ;wget http://mirrors.sohu.com/php/php-5.3.28.tar.bz2 ;tar jxf



http://downloads.mysql.com/archives/mysql-5.1/mysql-5.1.63.tar.gz
http://mirrors.sohu.com/php/php-5.3.28.tar.bz2

php-5.3.28.tar.bz2 ;cd php-5.3.28 ;./configure --prefix=/usr/local/php5

--with-config-file-path=/usr/local/php/etc

--with-apxs2=/usr/local/apache/bin/apxs --with-mysql=/usr/local/mysql/

> JRHS 223 Apache+PHP &4

HL apache+php 152, 1524 httpd.conf BCE UM, RGN FiE
GIF

LoadModule php5_module modules/libphp5.so  (ER\ EAEFE)
AddType application/x-httpd-php .php

Directorylndex index.php index.html (£ index.php JIA index.html Z
i)

YR JG 1 Jusr/local/apache/htdocs H % €% index.php Wl 5L 1, $iAT
IR A

cat >>/usr/local/apache/htdocs/index.php <<EOF

<?php

phpinfo();

>



EOF

B3 apache R%s, @i

PRI -

IR

o vr e SR B, BIARER LAMP 3R

PHP Version 5. 3. 28

php

System

Linux node? 2.6.15-308. e15 #1 SMF Tue Feb 21 20:06:06 EST Z01Z x86_B4

Build Date

May Z6 2014 14:34:56

Configore Command

Y feonfigure’ *——prefix=fusr/local fphpS’ ‘-—with-configfile—
path=/nzr local fphpfete’ *——with-apx=@=fusr/local fapache/bin/apxs’
my=ql=fusr/local fmyr=zqls”

T ——with-

> YRAE 224 DISCUZ 1

%% discuz YRR E A,

Server AFI Apache 2.0 Handler
¥irtual Directory |dizabled

Support

Configoration File |/ usrflocal fphp/fete
(php. ini) Fath

Loaded [mome ]
Configuration File

Scan this dir for | [(none)
additional .1ma

files

Additional .ima (nomne]

files parsed

FHF AFI 20090626

FHF Extension 20090626

Zend Extenzion 220090826

i

Y A

cd /usr/src;wget

http://download.comsenz.com/DiscuzX/3.1/Discuz X3.1 SC UTF8.zip

i

discuz

il S S unzip Discuz_X3.1_SC_UTF8.zip -d

/usr/local/apache/htdocs/

B A SRR SO
MR ¥ discuz H 358415 M AR «

cd /usr/local/apache/htdocs/ ;mv upload/* .

cd /usr/local/apache/htdocs/ ;chmod

777 -R data/ uc_server/ config/ uc_client/



http://download.comsenz.com/DiscuzX/3.1/Discuz_X3.1_SC_UTF8.zip

SRIGVT ) 1P %23 discuz s, WFKE, & “KFE=”

Discuz! #%&ERS

Discuz!X3.1 E&#F3 UTFE iz 20140301 ‘

-

chx iRt Y &R T AP |:|

HRtUERE (c) 2001-2013 , RS RIEERST LIRSS

FEHSEERSTR. FERINSE0EAEEE— I EakE EAESERAE | AR EGEEES
2 BEEAFRIES http://www.comsenz.com , mREANEERMIES http://www.discuz.net,

B 2 S SREATr X TIEEEREASRENSRETREESNEENL. TeESENA
AN, BRSE. FE0A (aEUEINFEAEN) | HEFEEEEN  aEakaERIRESENESE
ZFRWEHFIRS. EESRIHSESMIEEAREEN. SIS EREET R MEERNEENIEN | 8
RAEASFIEEREATEHNERETR. 1 . BNEEURE-RTERRESNT. BE TH =52
ERTAREIA R E RS ST S =2 ET | A EEERE R E SR AT TS L.

FEESTFBRLETE, BESTENE FARENRS. ENENREESREEMNEES A RSN
EFEEMNRESES. FURTEFRREEACEERSTIRESET. ISRUEETAER . ISEREETL
EMEEHNE. NREFEASTRESES  WAERSERFRENT. SESEERFETHE  BEELTEE
AT PR I R ST R R R EE RIS RS AL -

©2001 - 2013 Comsenz Inc.

HENUNS FL, Bl R 222, i AN ) 7 B i B P AR
Discuz! | &EMS

Discuz!X3.1 A3 UTFS ke 20140301

3 REBEE

IFEhiTEEESE

TSRS BT _ flEEEEE ==
O O ®
EHSHRERE
R RS |Ioca|host | FEFFRSEREnht, —f%3 localhost
= |disu:uz |
mEERE: lroot |
HoEEE: |123456 |
HaEERTE: |Dre_ | E—EEETTE MR | EENEIE
EHEEE Email: |admin@admin.com | BTesiEmEEsEs

B P R A R

create database discuz charset=utf8;



grant all on discuz.* to root@'localhost' identified by "123456";

its affiliates. All rights re

mir N, HREZETEM, HEANFES AR I :
WAET WS
#HtEsH |
Discuz! :
iz
ﬂ i Fi sk discuz

jite
m 0 0 0 1 admin

Discuz!

Bk bk

TR -1 AEE - 0 2R0 RY), 1 5FE - RSic®E 1 T 2014-5-26.

i EEs ERRE =S =5

H It LAMP FREE RS IR 2 A2l , IR fnl 45 ) Nginx K5 LAMP g ?
> VR % Nginx+LAMP 4

JefBE8 apache V5[4 1124 8080, Nginx ¥ -1 A4 80,

RIGBEM nginx BLE CAF: vi /usr/local/nginx/conf/nginx.conf, server
MCE BB

(7€ X upstream BJEEL, BLEZNF DB, NEH KR apache, FiE
S EAAS i )



upstream app_lamp {

server  127.0.0.1:8080 weight=1 max_fails=2 fail_timeout=30s;

}
server {
listen 80;
server_name localhost;
location / {
root  /usr/local/apache/htdocs;
index index.php index.html index.htm;
}
location ~ .*\.(php|jsp|cgi)?$
{

proxy_set_header Host Shost;
proxy_set_header X-Real-IP Sremote_addr;
proxy_set _header X-Forwarded-For

Sproxy_add_x_forwarded_for;

proxy_pass http://app_lamp;

location
~ *\.(html|htm|gif|jpg|jpeg|bmp|png|ico|txt|js|css)$

{



root /usr/local/apache/htdocs;

expires 3d;

WX, V5 R nginx ip+port 21 TS :

& > C []192.168.149.129/forum.php
ENET
i K7 5
DISsCcuz!
iz
BY & 0 =5 dsa

it
M| <a8:0 0 0 3 M= 0-1

Discuz!

At

fHgem -4 AEH - 1 2R0RY) 3 4FE - ZSeRE 4T 2014-5-26.

*n

[ =sidal HBRRE | WE =

» RN RGN BIRS

ot
1

HIt, LNAMP 4=ii&4



R ATIAL,  [FIREARAL A — T AT 55
5.6 LVS+Keepalived f1 #1371

> LVS fii g S AR IR 2

LVS J2 Linux Virtual Server {Jfii' 5, B Linux IR 4%, & —
FEPLRIIR S5 2 SERE R 48 AT H 7 1998 4 5 H H & 30 & # oz,
e ] [ Y g LR B B BRI 22—

LvS 7B TAEJREE: F iR VS VIP, LvS AR % & 7 SR B,
Wi R kg e vm R a5 4, a5 e e 32 2R, RIS P . X
TH R, FAT WEB Jui AR .

VS ¥k J7 A =/, 437i& NAT. DR. TUN B, & FH&E kL
RR. LC. WRR. WLC B % (RR N, LC N iERmz)

LVS NAT JEEE: H Fi R LvS EiX director,director ¥ 3K 1S
H bR M bk DAOR 5 3 ) realserver Mk, [RS8 SC G H b 1 20k
JG it S IR realserver AHRuG 1, 35 a4 SCRI%F realserver,
realserver ¥ 53R IR 45 director, director TR KIEL M. (FIIR
iHR#A director, FrLAVT IR KEITE, director 23 ARED

LVS DR JREH: FH 1 iE R LvS EiX director,director K% 3K 11 S
H b5 MAC Huhik 25U 5 6 realserver MAC 3tilik, H#5 1Py VIPCARES),
PP A FH P Ml CERFFAAS ), SR 5 Director 4 3L K 1% £ realserver,
realserver Kl E) HAR N EH OAM 1P, WHRAEF—MME, ARG
REFRGH . WHEH P IR realserver NE—AMIE, TE W 5%


http://baike.baidu.com/view/3160926.htm

IRV o R R R e )
LVS TUN R B LvS DR ZRML, 2 cAed 3 MAC sk, £ 1 —
JRBEIE N . SERIAEEIE SR, EU LvS DR A GRS I
> LVS BRI E
NE VS BT 5 A ipvsadm-1.2.4.tar.gz A, e e .
wget -C
http://www.linuxvirtualserver.org/software/kernel-2.6/ipvsadm-1.24.tar.
gz
In -s /usr/src/kernels/2.6.* Jusr/src/linux //IPVS Rk g3tk A% B,
EOESR
tar xzvf ipvsadm-1.24.tar.gz &&cd ipvsadm-1.24 && make && make
install
Lvs 3ty Ja, TEMATRE, RERPERAEND, B—LNE
Nt FIR S, 55 =2 NN realserver J& i IR 55 o
ipvsadm -A -t 192.168.149.129:80 -s rr
ipvsadm -a -t 192.168.149.129:80 -r 192.168.149.130 -m -w 2
ipvsadm -a -t 192.168.149.129:80 -r 192.168.149.131 -m -w 2
SR -
-A BN — & RE IR S5 A LI
-t HEAIR S5 AR SR AL tep RS .
- AE B SRE
-2 AEREIRSS & AN — & Ja i R R ST A


http://www.linuxvirtualserver.org/software/kernel-2.6/ipvsadm-1.24.tar.gz
http://www.linuxvirtualserver.org/software/kernel-2.6/ipvsadm-1.24.tar.gz
http://baike.baidu.com/view/319978.htm
http://baike.baidu.com/view/2963962.htm
http://baike.baidu.com/view/319978.htm

v FREE RS AL

-m BCE AT AT A NAT B g MERRES I - BN
PEIE R

-w i i L S R 4% A B

A VS ¥R PR A2 . ipvsadm —Ln

d Weight ActiwveConn InActConn

AT RI, R E s KRERKEM, down HL T, HJE 0T
A IR FAFE P 0 A T o n el 8 G X o 1] AN, 3 B 55 2 P 2 ol e
e, Bt R WEA — S %MK VS Bl T, I down T, HBITIH
I, BASEPIXATE R, BFRIHAN keepalived FAF5E 2L 1TH
SF AL AR W K D45 1

Keepalived & F =24l (1P )2, TCP )2, KMHE), FEHT
Kl web RS EHPIRAS, WIRA —& web IRFEIEHL, S TAEHI
W, Keepalived &l B HK A W5 1) web RS54 M R G H 5% s

1 web 4548 TAF IEH J5 Keepalived H 344 web AR 5528 I 21 A
SR, RE TSI A TR, AFENLTY, HENLED
R R web k55 %5

FEEER A, WRMHT keepalived.conf BlE, HIANTE
17 ipvs —A i ZUNINBIHTH) realserver 14 1, HTA KN B A& 1E
keepalived.conf Hiff, —MACESCHHREA, RIR T E 220 ipvs 1


http://baike.baidu.com/view/3399426.htm

P

> Keepalived ZZ2EH &

BT R % keepalived A8 M. 5E MUA -

cd Jusr/src ;wget -C

http://www.keepalived.org/software/keepalived-1.1.15.tar.gz

tar -xzvf keepalived-1.1.15.tar.gz &&cd keepalived-1.1.15 && ./configure
&& make && make install
7R Bl 'E keepalived RSN R GRS
DIR=/usr/local/
cp SDIR/etc/rc.d/init.d/keepalived /etc/rc.d/init.d/ && cp
SDIR/etc/sysconfig/keepalived /etc/sysconfig/ && mkdir -p
/etc/keepalived && cp SDIR/sbin/keepalived /usr/sbin/
1£ MASTER _I"/etc/keepalived/ H 5 f) & keepalived.conf fit & /4, FF
EYNIRNAES
I Configuration Filefor keepalived
global_defs {

notification_email {

wgkgood@163.com

}

notification_email_from wgkgood@163.com

smtp_server 127.0.0.1

smtp_connect_timeout 30


http://www.keepalived.org/software/keepalived-1.1.15.tar.gz

router_id LVS_DEVEL
}
# VIP1
vrrp_instance VI_1 {
state MASTER
interface ethO
Ivs_sync_daemon_inteface ethO
virtual_router_id 51
priority 100
advert_int5
authentication {
auth_type PASS
auth_pass 1111
}
virtual_ipaddress {

192.168.149.129

}

#REAL_SERVER_1
virtual_server 192.168.149.129 80 {
delay loop 6

Ib_algo wlc



Ib_kind DR

persistence_timeout 60

protocol TCP

real_server 192.168.149.130 80 {
weight 100
TCP_CHECK {
connect_timeout 10
nb_get retry 3
delay_before retry 3
connect_port 80
}

}

#REAL_SERVER_2
real_server 192.168.149.131 80 {
weight 100
TCP_CHECK {
connect_timeout 10
nb_get retry 3
delay_before retry 3

connect_port 80

}



}
n ERCE S, AR REER, state RS TG NE
MASTER, M A BACKUP, et E L MASTER /)y, U0
# 90, fE#H TCP i Al .
fE LVS BACKUP RS54 5NN NECHE, 77022 % ) b Y Fic B 22
BEIL S SN
I Configuration Filefor keepalived
global_defs {
notification_email {
wgkgood@163.com
}
notification_email_from wgkgood@163.com
smtp_server 127.0.0.1
smtp_connect_timeout 30
router_id LVS_DEVEL
}
#VIP1
vrrp_instance VI_1 {
state BACKUP
interface ethO
Ilvs_sync_daemon_inteface ethO

virtual_router_id 51



priority 90

advert_int 5

authentication {
auth_type PASS
auth_pass 1111

}

virtual_ipaddress {

192.168.149.129

}

H#REAL_SERVER_1
virtual_server 192.168.149.129 80 {
delay_loop 6
Ib_algo wic
Ib_kind DR
persistence_timeout 60
protocol TCP
real_server 192.168.149.130 80 {
weight 100
TCP_CHECK {
connect_timeout 10

nb_get retry 3



delay before retry 3

connect_port 80

}
}

H#REAL_SERVER_2
real_server 192.168.149.131 80 {
weight 100
TCP_CHECK {
connect_timeout 10
nb_get retry 3
delay_before retry 3

connect_port 80

}
}
}
N EwcE, Vs ERBCE SR, N KT EAE realserver FLE. LVS VIP,
A ELE realserver 41 5E VIP WE?

& P director [ VIP, director BEGER, BB IT A N )5
ORGSR EE R GHIPLI realserver. fEF5RIITFET, SEuERE
(¥ H 1) mac Hitik, H K ip il AL .

Realserver FZISIE K, JFEEFEMINE o, X INHE H B —AN [ L,
director M 5 realserver fir T [A] — M2, 2 director ELECKGE R



) 25 realserver B, realserver f Ul 2115 K ELI) H 1 ip 72 vip 11
BT, BeEFR, MASWN. AT ERZA R, B DL EAE B
H Realserver HBEC L VIP,
Nt A —E ZECEAE lo 2 H EWE?
7t realserver EI¥) lo HECE VIPIXAERRS T VIP ASEYHEAZ #AL E
PR MAC HhERE,  MTIRE SR 1P PR
% P4 JA 2] Realserver.sh JEIAS P 25 .
#!/bin/sh
#LVS Client Server
VIP=192.168.149.118
case S1 in
start)
ifconfig l0:0 SVIP netmask 255.255.255.255 broadcast SVIP
/sbin/route add -host SVIP dev lo:0
echo "1" >/proc/sys/net/ipv4/conf/lo/arp_ignore
echo "2" >/proc/sys/net/ipv4/conf/lo/arp_announce
echo "1" >/proc/sys/net/ipv4/conf/all/arp_ignore
echo "2" >/proc/sys/net/ipv4/conf/all/arp_announce
sysctl -p >/dev/null 2>&1
echo "RealServer Start OK"

exit 0

..
7



stop)
ifconfig 10:0 down
route del SVIP >/dev/null 2>&1
echo "0" >/proc/sys/net/ipv4/conf/lo/arp_ignore
echo "0" >/proc/sys/net/ipv4/conf/lo/arp_announce
echo "0" >/proc/sys/net/ipv4/conf/all/arp_ignore
echo "0" >/proc/sys/net/ipv4/conf/all/arp_announce
echo "RealServer Stoped OK"
exit 1

*)
echo "Usage: SO {start|stop}"

esac

LVS ¥ 3t i Pl A e -

WAL WG TGVEDT 1), B a5 — 20 ping ki 44 & 75 RE ping
W, WEREAETEVN, WA P BEARETT I, Wk P BEVT I,
B SR B T )

WR P WIEEEV I, B3 WS IkREAE, FH A4 ipvsadm —Ln £
B Y ANERIRS A E /var/log/messages HE(E R, 7 LLFE VS i
] realserverip, FATHEE.

W VS RS IEH, JGi realserver iRSS 7 W, SRIGEFHE nginx H



l

EEE, 2OAREEREVN, |G ESERGEVIN.
WA LR ip Ui, RS ip, &H AT LR J5 , £ iptables

77 K 3 I BN S P R AT
5.7 Squid ZFRERECE

i 5 D9 3 7 ) NS SR AR 2, ARG P SR AR R, Il
SN IR RRR R, T LAFS B0 sl AR HEAT AL, Ak
FISEIEATIR R, RGN FF. BLEHE. IAZFE, BE5RE
KT 1R A8 FH Squid X HRA HEAT R AFIRAL.

Squid cache (iR} Squid) f&—ANMRATHIE B, EfF & GNU
WA ANE. Squid TE NI TTIRSS 45 HUHTE. cache Ik95%, AL
FRELH P 1] web JIR % 3818 KRB I 04T 2247, B 7T LRI 7E SR pd o
i R P I8 AR B Squid £ E I FAE Linux — X R G2
17

TRt A . PSSR www W3, 0T squid, squid A6 2 A
MR H A A XA SR A R, squid U 2% 5 3 L SE
web k55 FIRBUZIUE, R EIZH -, FRNEE CAMER 6,
RIS —AF P ) R R SR DU, squid B3 A HE I 7]

squid £ ufs, aufs, coss, diskd, null TLRRFERERLE], Hodr ufs, aufs,
diskd #ZIE ARG EHIRFIRZ /NS, coss 2 squid H 3K
BT — AR H 0 SO R G, T DM R — AN RSO B — AN &R
Fhitie null MRS AR ZA B AERK, coss BILRIFEZ



RANE, (B2 LR S HF A 2 A8 e, R I F AR
T ARG AEH aufs BUFE diskd JE ELELUF L FE, A1 R &

45 1 26 F2 2 EL B (U0 Linuix, Solaris), A4 aufs.

> 1EZ2 3 squid

745 squid AEF I, 7 UUHIRE 2SR, BaLMEH rpom. yum %

3, XHEAMAH yum 2%, RIELFRARAEH, squid 2.6 R squid

teEcREE, AIRAE R

ZIEAT S yum install -y squid

BI% squid.conf B X/, WA :

http_port 80 accel vhost vport

cache_peer 192.168.149.130 parent 80 0 originserver name=wugkl

cache_peer 192.168.149.131 parent 80 0 originserver name=wugk2

cache_peer_domain wugkl www.wugkl.com

cache_peer_domain wugk2 www.wugk2.com

visible_hostname localhost

forwarded_for off

via off

cache_vary on

#acl config

acl manager proto cache_object

acl localhost src 127.0.0.1/32

acl to_localhost dst 127.0.0.0/8 0.0.0.0/32



acl localnet src 10.0.0.0/8 # RFC1918 possible internal network
acl localnet src 172.16.0.0/12 # RFC1918 possible internal network
acl localnet src 192.168.0.0/16 # RFC1918 possible internal network
acl SSL_ports port 443

acl Safe_ports port 80 8080 # http

acl Safe_ports port 21 # ftp

acl Safe_ports port 443 # https

acl all src 0.0.0.0/0

acl CONNECT method CONNECT

http_access allow manager localhost

http_access deny manager

http_access deny !Safe_ports

http_access deny CONNECT !SSL_ports

http_access allow localnet

http_access allow localhost

http_access allow all

acl PURGE method PURGE

http_access allow PURGE localhost

http_access deny PURGE

#squid config 2014-03-25

cache_dir aufs /data/cachel 10240 16 256

cache_mem 4000 MB



maximum_object_size 8 MB

maximum_object_size_in_memory 256 KB

hierarchy_stoplist cgi-bin ?

coredump_dir /var/spool/squid

refresh_pattern ~ftp: 1440 20% 10080

refresh_pattern *gopher: 1440 0% 1440

refresh_pattern -i (/cgi-bin/|\?)0 0% O

refresh_pattern \.(jpg|png|gif| mp3|xml|html|htm|css|js)

1440 50% 2880 ignore-reload

refresh_pattern . 0 20% 4320

> Squid ZEERE

#vhost Al vport 32 7~ S F7 MEHUL B HUA R #0011, 4n SR 500 L transparent
RN CFFIE WA

http_port 80 accel vhost vport

#cache_peer KR WIRAHLGAF P HA BN 2 - imis R EdE, W5 )5
i EHLEC R, LA parent 8B HATHE R

fEH HTTP T isEAT R &R, BK R [ /2 80, orginserver &R %S 2%
VR4S, name KA.

cache_peer 192.168.149.128 parent 80 0 originserver name=wugkl1
cache_peer 192.168.149.129 parent 80 0 originserver name=wugk?2

#E B A T R I8 44, U B cache_peer AR A A4 T AN 2 1P 4 s

H8-24 cache_peer_domain H— & BRI AHFEI k4, A NEIEVTH .



cache_peer_domain wugkl www.wugkl.com

cache_peer_domain wugk2 www.wugk2.com

HIC B G AT IS5 a5 4 K

visible_hostname localhost

forwarded_for off

via off

cache_vary on

#acl config

acl manager proto cache_object

acl localhost src 127.0.0.1/32

acl to_localhost dst 127.0.0.0/8 0.0.0.0/32

acl localnet src 10.0.0.0/8 # RFC1918 possible internal network
acl localnet src 172.16.0.0/12 # RFC1918 possible internal network
acl localnet src 192.168.0.0/16 # RFC1918 possible internal network

acl SSL_ports port 443

acl Safe_ports port 80 8080 # http
acl Safe_ports port 21 # ftp
acl Safe_ports port 443 # https

acl all src 0.0.0.0/0
acl CONNECT method CONNECT
http_access allow manager localhost

http_access deny manager



http_access deny !Safe_ports

http_access deny CONNECT !ISSL_ports

http_access allow localnet

http_access allow localhost

HEV B VT I 2, SO VE TR B i ) T v B R S Rk
http_access allow all

#37FF purge 77 IEBRAT

acl PURGE method PURGE

http_access allow PURGE localhost

http_access deny PURGE

#squid config 2014-03-25

HULE A T R B AR A S5, A7 Py aufs, 10240 &7 10G,
Ht Ny 16 26 590 256 > H ¢

cache_dir aufs /data/cachel 10240 16 256

HBLE AN RN, IRRNAFEN 4g

cache_mem 4000 MB

#isg B A AT G2 A7 1) e RS RN

maximum_object_size 8 MB

HUCE A7 AT G A7 ) B RS RN
maximum_object_size_in_memory 256 KB

hierarchy_stoplist cgi-bin ?



#24 squid IR AN, BEE RIR BT A PRI %, & squid
FE A ) BEREE B RE A

coredump_dir /var/spool/squid

#<refresh_pattern> <regex> <& /NI [A]> <5 43 Lb> <d¢ KT A]>
#refresh_pattern H] -1 i€ 247 IS AL, G A7 i SIS m), K 1 73 EE
#HINR A A B AT cache Ja AMIER, ELRIH T30 H] purge TERR, A

LLN ignore-reload i1

refresh_pattern ~Mftp: 1440 20% 10080
refresh_pattern ~gopher: 1440 0% 1440
refresh_pattern -i (/cgi-bin/[\?) O 0% 0

refresh_pattern \.(jpg|png|gif| mp3|xml|html|htm|css|js) 1440 50%
2880 ignore-reload

refresh_pattern . 0 20% 4320

5.8 MySQL &7 FI 42

MySQL & —/MIT RS BN SC R A R PR &, T RE N
Hi g MysQL AB A, HAETJET Oracle A, MySQL # ) 2 N F £
Internet b /NSRS Ao T HRRRIN . PR BRI oA
K, JUH AR TP BRI —FF s, V12 /NG S 1 B IO ity S A 4
A ATIERE T MySQL 1F g X b B 2

XL H AT E LRI LAMP ZER3K 35, Mysql B2 15 25547 IT I8 4E . DBA

ISR, HET mysql 4% orcacle I, ANidifiH B2 K mysql G146


http://baike.baidu.com/view/394804.htm
http://baike.baidu.com/view/25302.htm
http://baike.baidu.com/view/14445.htm
http://baike.baidu.com/view/14445.htm
http://baike.baidu.com/view/15020.htm
http://baike.baidu.com/view/220910.htm
http://baike.baidu.com/view/11165.htm
http://baike.baidu.com/view/274417.htm
http://baike.baidu.com/view/1088.htm

NSk H SEHIF K 7 —4 MariaDB, il HL{5 F i A\ £k i
% . i H MariaDB % mysql A I IRERIAH R S 4

Mysql & FI I K51 %45 MyISAM 1 innoDB,  FRth AT A 4 W &
HIDC e, AT 236 AT 4 51 50e ?

MyISAM KRR GRIF 2R, HAATH I InnoDB RAYEE
PR, (EASRBEE S35, ARIAAT KE R SELECT #:4F, MyISAM 2
IFRE SR, SCHRRRB

InnoDB FRHUEH S RFF S, SMIBESEE R HURETIRE, AT K
) INSERT B¢ UPDATE, tH TPERETTHHE &, Bz H InnoDB %,
SCRAAT B

Wt & 15 1 B (AN B T, Mysql 208 2 IS 77 AN i, 75 2256 mysql
BEAT LN ZEM B0, PTLMERT ST NI, 55k I
IrPE PR RFATOA . NHEFRATRYE 2 MysaL TS il AT A
fi] SR SEHL
> MysQL s e 3= A il 2

Mysql T MED SR — AR D SRR, ESL B 6 E e

HA{E master T3 bin-log HEThEE, BN LRET EITE 3 MASE,

51 5l/& Master 5 10 Z6F2, slave JF/5 10 ZEF2H0 saL Z6F2.

a) TEMIRZAAT slave start, MRS I 10 LfE 2 i id SR A

FUERE b master, JFIER master MIEE I SCHERIN B 2 5 K%

bin-log HE N & .

b) Master Al 55 28 H K B slave HR S5 25 1K) 10 R A2 115 >R J5 » master



R4 2% L1 10 ZRARARAR slave %% #8 KIX ¥4 € bin-log HEZ )5
[N 2%, SR 5 IR [ 4 slave Ui 10 £6 72 - GRIEI )5 B A BR T bin-log
HENESN, A AR E HE N B JETE master 55 &3 (14357 1)
binlog SC144 LL X TE binlog H {1~ —ME € L E )

Slave ) 10 #EREEINENE 5, FEIR B H BN BRI
Slave i ] relay-log S A SR, HRF 1 HUE] B Master i
bin-log HISC 4 FIALE 1E % B master-info SCfFH, DUMETE T —IX
S H R B A% i 075 28 1 75 VR Master® B8 75 B2 B4 bin-log (I
MEFFRERMHEAZR, HRAR;

Slave [ Sql BEREATIF relay-log Ho¥r&n 7 WEE, =5 BT
relay-log ] N 45 BUNAE Master Sy B2 ST IR PR I 26 T AT 19 A
7w, HEB ST,

MysQL #3E % £ BC B

WEEHEA: 192.168.149.128 y master F-JIjR55 4%, 192.168.149.129
A slave MR 2%

TEEAMIR TS & #R 22 %e mysql HISEPF, AT h:

yuminstall -y mysql mysql-devel mysql-server mysq|-libs

ZIESE R, {E Master &2 vi Jetc/my.cnf N NI
[mysqld]

datadir=/data/mysq|

socket=/var/lib/mysql/mysql.sock

user=mysq|l

# Disabling symbolic-links is recommended to prevent assorted
security risks

symbolic-links=0
log-bin=mysql-bin



server-id =1
auto_increment_offset=1
auto_increment_increment=2
[mysqld_safe]
log-error=/var/log/mysqld.log
pid-file=/var/run/mysqgld/mysqld.pid
replicate-do-db =all

1] 2 /data/mysql ##E H 5%, mkdir —p /data/mysql ;chown —-R
mysqld:mysqld /data/mysq|
JE 3 mysql BT, /Jetc/init.d/mysqld restart

SRIGIETL slave Mysql 48 my.enf BLE SCAF N AT
[mysqld]

datadir=/data/mysq|

socket=/var/lib/mysql/mysql.sock

user=mysq|

# Disabling symbolic-links is recommended to prevent assorted
security risks

symbolic-links=0
log-bin=mysql-bin

server-id = 2
auto_increment_offset=2
auto_increment_increment=2
[mysqld_safe]
log-error=/var/log/mysqld.log
pid-file=/var/run/mysqld/mysqld.pid
master-host =192.168.149.128
master-user=tongbu
master-pass=123456
master-port =3306
master-connect-retry=60
replicate-do-db =all

7E Master 238 FE iS5 #5 LI ERR, AT T2
grant replication slave on *.* to 'tongbu'@'%' identified by

'123456';



1F Master 4 EEHAT W T 74>

mysql> show master status;

- . R —— R — +

TFiIe | Position | Binlog_Do_DB | Binlog_Ignore DB

-- S— S— S — +

[ ysql-bin.000006 | 38 |
--------- R S ——

1+r_6w in set (0.0C+) sec)
SRIGTE slave iR 55256 %€ master IP FI[E] 20 H) pos s

change master to
master_host='192.168.149.128',master_user='tongbu',master_passw
ord='123456',master_log_file="mysql-bin.000006',master_log_pos=9
8;

1E slave Ja 3] slave start, F£#4T show slave status\G & & Mysql F

MRS :

t@

=

Runnin
. Runnin

Slave_IO_Running: Yes

Slave_SQL_Running: Yes PiAMIRA N YES, 18K slave E & A8



ke, —vI0 &fE, —A v sal gk

SRJGTE Master fRS5 2 B — NI EFR, U

©192.168.149.128 x 7 19 9

' to clear the current input statement.

t charset=utfi;

20) ,name wvarchar (30)) ;

SRJE 2% slave RS a8 BB T H mysql_ab_test HdfE EAFHRL tO Y
®, WERAFAENACEE Mysql =M [RIZEHE R D)



[FFEIEB] DLIAAE master RS 254 AR EHE, 7 slave BE
insert 2424 O F2D

128 master FHATII T K-

129 slave FHATUINE, 7 master 36 N\ B 535 C. & [F 25 2 slave
k-



Hit Mysql FEMFEREEE, AEE — 1, R master AR5
@ down ML 1, ] BROE PR B2 ik 55 e

A DL I I PR e g 9

MO, MR FIERENZ master (17 1P, EIETE slave ]R%%
@ LA master (1P BIAT . XA T L ERAE, 0 H G EAE A EL
B, ATRRIE S HILREEIERE L, AHEYE.

P RTEE, ATLMEH] keepalived. heartbeat fE4 HA A&l #F,
A& MysQL k%5 & & IEH , A IEHE W B 3 V13 slave b, HEFFAEH
> Mysql+keepalived 7= A] FfC &

4k F—F7 Mysal EMECEE )G, #HAEME keepalived IR,

FEHT Mysql #f E s

Keepalived 2340 & -

tar zxf keepalived-1.2.1.tar.gz

cd keepalived-1.2.1 &&./configure



--with-kernel-dir=/usr/src/kernels/2.6.18-164.el5-i686 &&make &&
make install
DIR=/usr/local/ ;cp SDIR/etc/rc.d/init.d/keepalived /etc/rc.d/init.d/
cp SDIR/etc/sysconfig/keepalived /etc/sysconfig/ && mkdir -p
/etc/keepalived
cp SDIR/sbin/keepalived /usr/sbin/
% 2 Master IR %5 2% | keepalived.conf Bt & W T, vi
/etc/keepalived/keepalived.conf

I Configuration File for keepalived
global_defs {

notification_email {

wgkgood@139.com

}

notification_email_from wgkgood@139.com

smtp_server 127.0.0.1

smtp_connect_timeout 30

router_id LVS_DEVEL
}
# VIP1
vrrp_instance VI_1 {

state BACKUP

interface ethO



lvs_sync_daemon_inteface ethO
virtual_router_id 151
priority 100
advert_int5
nopreempt
authentication {
auth_type PASS
auth_pass 2222
}
virtual_ipaddress {

192.168.149.100

}

virtual_server 192.168.149.100 3306 {
delay_loop 6
Ib_algo wrr
Ib_kind DR
persistence_timeout 60
protocol TCP
real_server 192.168.149.128 3306 {
weight 100

notify _down /data/sh/mysql.sh



TCP_CHECK {
connect_timeout 10
nb_get retry 3
delay_before retry 3

connect_port 3306

}

}

Mysql MRS 2SHECE keepalived.conf ¥ master —Ff, HFFEH
Realserver IP 184U real_server 192.168.149.129 ; 152k M\ 100
SR 90 RIAJ

fE master. slave E#5%E 614 /data/sh/mysql.sh A, WA N:
pkill keepalived

SRIG TR 3 W & 835 I keepalived ARESRIT] . 5 5 M f5 11
master Mysql fiIk5%, &< HaVI#E] Backup L.

KT Mysql FfE =] HIBERL TS — Bk, 9RBR 1 keepalived 1
24N, Mysal fLALIE T AEAT 325 70 B Mysql+DRBD 4%/

RGN, A B EEN] LRGSR AT T .

6. Linux IZZEERNVHLR)

XHFMER Linux B A7 EEEREAT], B T R ] AR T IX M7 L B
B B BE IR LU S BT 42



XF 5 A )

Bt ELIC I R 1) R e, P X IOk A 2% 77 TS 2 SR AR 1, T A
PE WS R A linux R GER UL, 15 22 R, AT RAE K
MH M A 7] Linux 78R S5 #4028 15 2] 7-80%, 1M H. Android 4L
HAREET Linux SKREPRERII . ARK Linux 2378547 & \AF 2138 35 1)
R .

XHEBHE Linux is4E, W Linux FFREIE, HEER, ATbLR
LARBOR LR K5I8, Hr EARAA R I, W) 55— AT 4-5K
LAE, 78] 6-8K, =g Linux 1&4EH7 B — BUARAE 10K+. XM Linux
A BT B RN 20+ 224 . BT AN REL A £ /D, R
TR 2 #4%k, IRIRE JIAETE B 2
M Linux SBZEUEARL, FTLASS )22 5 106
1) AL Linux REMHERERAL. P2 H B
2) R RESERE AR M B S A4
3) KIER M IE4E &

4) Mysql. Oracle Hds EEREH,
5) BHafbie4E e RS EH
6) KHuLEZEH) GSLB. CDN Z217%%.

—MT ARG LRl D2 b o5-10 SEI TR, i1

HEAAL —, PEIEA S, RERRHED — f il BRIEE — 1A

A — R MEARRIESRL . R LA eI,



7.

Linux B4 H 245

8.1.1 HRAFITLEL

B e EAARR S, BATEAIERBIFFHN T Linux B4EH 5

e B RBATR T Z E B — 0 Linux BAZH) TAE, REZ NIRBH T

1

HUFEM, Afale, FHmA L mEK MRS AT 5E

ar:
~J o

L)

A
ra
0D

=

)

XA S Linux RO 4ER 22 2], AT TR 1 H T4
TS FH O BORANZEAAE B, AR R ORBRATR S5 — Al — el A1
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