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<H3C> system-view

[H3C] interface Vlan-interface 10
[H3C-Vlan-interfacelO] ip address 10.214.10.1 24

# NCEIZFE O TAEAE R by, S R i 4% 40 id 10.214.10.0/24 W BL ¥ 1P
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[H3C-Vlan-interfacel0] dhcp select interface
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[H3C-Vlan-interfacel0] dhcp server nbst-list 10.214.10.4
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[H3C-Vlan-interfacel0] dhcp server static-bind ip-address 10.214.10.4
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mac-address 002e08d20-54c6
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[H3C-VIan-interfacelO] quit
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[H3C] dhcp server ip-pool br

[H3C-dhcp-pool-br] network 10.210.10.0 mask 255.255.255.0
[H3C-dhcp-pool-br] expired day 3
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[H3C-dhcp-pool-br] quit

[H3C] dhcp server ip-pool br-static

[H3C-dhcp-pool-br-static] static-bind ip-address 10.214.10.4 mask
255.255.255.0

[H3C-dhcp-pool-br-static] static-bind mac-address 000d-88f8-4e71

# Mo SR TAF w2 M9, DNS. WINS 4525 .

[H3C-dhcp-pool-br-static] quit

[H3C] dhcp server ip-pool br
[H3C-dhcp-pool-br] gateway-list 10.210.10.1
[H3C-dhcp-pool-br] dns-list 10.214.10.3
[H3C-dhcp-pool-br] nbst-list 10.214.10.4

# BLE 7> SN Gateway (S IP g ANl 73 L .
[H3C-dhcp-pool-br] quit

[H3C] dhcp server forbidden-ip 10.210.10.1

# MiC & £ DHCP Server £l e .

[H3C] dhcp server detect

# Il 'E Vlan-interface10 # 1 TAELE 4 R bkt L

[H3C] interface Vlan-interface 10
[H3C-VIan-interfacel0] dhcp select global

g LT R

FE5E DHCP BCE )5, SBE] > IR b0 & nlik it i, A RERE 0 e 1P
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frTE % BAAThRERCE, 152 0.2.2 DHCP Relay/SnoopingZs: & it & 2545 iR 48 o
<H3C> system-view

[H3C] dhcp-server 1 ip 10.214.10.1

[H3C] interface Vlan-interface 5
[H3C-Vlan-interface5] dhcp-server 1
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2.2.1 HAMEKR
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2. it & DHCP Relay

SwitchA
(Master)

SwitchB
(Unit2)

VLAN-int 25
192.168.19.1 )
IRF Fabric

DHCP Relay

SwitchC
(Unit3)

SwitchD
(Unit4)

Eth1/011 VLAN-int 10 VLAN-int 17
192.168.10.1 172.16.2.4/30

[&]2-3 DHCP Relay ¢

IRF PN 1845 7] LUSEELEC & HAHFEE 0 Thfe, i L AE SwitchA _F3E{ 7L
# IR0 A = W DHCP i SRR SC#4 & % HQ ) DHCP Server.

<SwitchA> system-view

[SwitchA] dhcp-server 1 ip 192.168.0.3

[SwitchA] interface Vlan-interfacelO
[SwitchA-VlIan-interfacelO] ip address 192.168.10.1 24
[SwitchA-Vlan-interfacelO] dhcp-server 1

# WL E R Lab2 1Y) DHCP 15 Kk ¥ % 4 Lab DHCP Server.

[SwitchA-VIan-interfacelO] quit

[SwitchA] dhcp-server 2 ip 192.168.17.1

[SwitchA] interface Vlan-interface 25
[SwitchA-VIan-interface25] ip address 192.168.19.1 24
[SwitchA-VIan-interface25] dhcp-server 2

# I E Vlan-interfacel7 [f8: itk k 172.16.2.5/30, JH T4 Lab DHCP Server ¥
K W B ) DHCP i3,

[SwitchA-VlIan-interface25] quit
[SwitchA] interface Vlan-interface 17
[SwitchA-Vlan-interfacel7] ip add 172.16.2.5 30

# I & DHCP Relay [ ik A Dy g, X HLiE & 206 DHCP Server [ 1P #itik Al MAC
HiHEAE Ay i A IO L ) 2 4 D e

[SwitchA-VIan-interfacel7] quit

[SwitchA] dhcp-security static 192.168.0.3 000D-88F8-4E71
[SwitchA] dhcp-security static 192.168.17.1 0010-5ce9-1dea
[SwitchA] interface Vlan-interface 10
[SwitchA-VIan-interfacel0] address-check enable
[SwitchA-VIan-interfacelO] quit

[SwitchA] interface Vlan-interface 25
[SwitchA-VIan-interface25] address-check enable

[SwitchA-VIan-interface25] quit
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>

5 2 5 FCEA

{4

# ic & DHCP Relay (iR 50E I IET 2 BE -

[SwitchA] dhcp relay hand enable

[SwitchA] dhcp-security tracker 60

# Iid & DHCP Relay 37 £F DHCP Option82, Jf{EW #7145 Option82 N %) DHCP
RS SRR B Ji 7 B SRS

[SwitchA] dhcp relay information enable

[SwitchA] dhcp relay information strategy keep

# L & DHCP Relay ¥ DHCP Server £l 2 fE

[SwitchA] dhcp-server detect

# )il UDP-Helper IhfiE, 1§ IRF figt% [E % T./E7E DHCP Relay #:\.

[SwitchA] udp-helper enable

# JORUEES B DHCP R SCREMS IERAE A, 7 ZERC B P, JRREAS B4 12
H BT KA e X HLEL RIP Dyt o FUAMLES Hy B st AR C 5 12506 2 2% 7 il T WA %
FH L)

[SwitchA] rip

[SwitchA-rip] network 192.168.10.0

[SwitchA-rip] network 192.168.19.0
[SwitchA-rip] network 172.16.0.0

WiAR:

#AEF IRF #4249 DHCP Relay 5 %3 #) DHCP Server Z.Jq], i#it I[P W4 #47E
B, OFBRERIIE G TA, XIohe E Wi E B RA P HATHRE, X2 R4
4.

3. it & Lab DHCP Server

VLAN-int 17 Lab
172.16.2.4/30 DHCP Server
VLAN-int 15
192 .168.17.1

0010-5ce9-1dea

Lab1

[E]2-4 Lab DHCP Server A%
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P

s 2

{4

Fic #2541

# ICHE Lab2 kb, JFECEMBLIEHE .. A0, RoCHbE.

<LAB> system-view

[LAB] dhcp enable

[LAB] dhcp server ip-pool lab2

[LAB-dhcp-l1ab2] network 192.168.19.0 255.255.255.0
[LAB-dhcp-l1ab2] expired day 2

[LAB-dhcp-l1ab2] gateway-list 192.168.19.1

# it & Vlan-interfacel7 [ IP Hulik &y 172.16.2.6/30, Ff4#H T /E 454 s bk it Asi =

[LAB-dhcp-lab2] quit

[LAB] interface Vlan-interface 17
[LAB-VIan-interfacel7] ip address 172.16.2.6 30
[LAB-Vlan-interfacel7] dhcp select global

# MT Labl iE#:3 Vlan-interfacel5 #: 1, Kk, HFFZEACE Vlan-interfacel5 $%
HEARER D b Ao, RIAT N Labl i 45 70 Bic 192.168.17.0/24 M Bty ik,

[LAB-VIan-interfacel7] quit

[LAB] interface Vlan-interface 15
[LAB-VIan-interfacel5] ip address 192.168.17.1 24
[LAB-VIan-interfacel5] dhcp select interface
[LAB-VIan-interfacel5] quit

# N PRUEIZIR S5 45 e 1E H 7 ik DHCP 430, 77 ZME % th i, 2 Relay (I
B, XH L RIP A HARE b BRI E T 0 2 2% 7 i b A .
[LAB] rip

[LAB-rip] network 192.168.17.0
[LAB-rip] network 172.16.0.0

4. i & DHCP Snooping

Eth0/1
DHCP Snooping

Eth0/11 Eth0/13

Office

[]2-5 DHCP Snooping 2™
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o 2 5 BCEA

# ) ) DHCP Snooping &, i & DHCP-Snooping 37 Option 82 Jjfit . (S3552
WA AETT A Option82 LR AN, 5 2L [W] I JT )5 DHCP 4R SCHE [n] L fig
<Snooping> system-view

[Snooping] dhcp-snooping

[Snooping] dhcp-snooping information enable

[Snooping] dhcp-packet redirect Ethernet 0/11 to 0/13

5. BicE HQ DHCP Server.
# H3C A%/~ 7 DHCP Option82 £ i A s in i 1 4% 5 . VLAN g ‘5 Fll
Snooping/Relay % MAC Hilik. — 2556311 Option82 15 5 i /> 1% 10 (1) Ak fE 41
G

Circuit ID 2T, X 3R %) 3 ITAE ) VLAN A1 A\ DHCP-Snooping % #
(135 T 45

0 15 31

Type(1) Length(6) 0 4

VLAN ID Port Index

[El2-6 Circuit ID FIEIIRCLEH

#i4n, g EthernetO/11 B2 MI% P, 400 T Option82 {5 5] DHCP i3
Circuit ID Ti£Mif5 A & : 0x0106000400010010, H:H 01060004 A [ 5 HU AL ,
0001 ARIRIZEA K35 1 FTZE VLAN 24 VLANL, 0010 Jydii I i gast g, oSz
=N 1, ENsChREREE 1, Ethernet0/11.

Remote ID T, iX B 3 ZAR IR 7 b2 A (1)) DHCP-Snooping 14 % 1] MAC Hitik

0 15 31
Type(2) Length(8) 0 6

Bridge MAC Address

[E2-7 Remote ID FIEIRIR T 454

filan, i MAC Hiik >k 000f-e234-bc66 1) DHCP-Snooping i %2 A\ ) DHCP %)
i, 07T Option82 {5 &) DHCP 3+ Remote ID 1 % i {5 B 4
02080006000fe234bc66 , HH: # 02080006 4 [ & HL i , 000fe234bc66 A
DHCP-Snooping % # 1] MAC Hhilil.

A2 A LT AR S i 1 G S EAT 1P HBRER 4 EC, Ak, fF DHCP Server I FF %
Circuit ID FIEI xR 1 9 5 1 7 BEI T UCRC R AT
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52

{4

Fic #2541

1R

T &3] 5692 Cisco Catalyst 3745 X & Leyfe &, *H a9 KA 10S
12.3(11)T2 JaA, HeRAd A AR 5 RAMM ARG IRE, HAF MATA 69 8 P
F A ATARAE.

# I & DHCP Server g, HHCE ) Option82 {5 EL#E Tkl 43 fic .

Switch> enable

Switch(config)# configure terminal

Enter Configuration commands, one per line. End with CNTL/Z.
Switch(config)# service dhcp

Switch(config)# ip dhcp use class

# i)\ Snooping 1% % [ Ethernet0/11 i 142 A% P i i 37, DHCP 2%, JEic'E
UL ¥y Option82 {5 & Circuit ID F1E 1 (#3545, TG UCAC I P 25 ) LA ) T
@E I Gk ,ft;;g

Switch(config)# ip dhcp class officel
Switch(dhcp-class)# relay agent information hex 0106000400010010*
Swtich(dhcp-class)# exit

# A M Snooping #4511 Etherent0/12 i 14 A %%/ i Bt B0 2SR VS g As B, 7
5 LA AL, UK Option82 15 5L A it bR IR 1 10 0k 11,

Switch(config)# ip dhcp class office2
Switch(dhcp-class)# relay agent information hex 0106000400010011*

# QI Office Huhikits, Jf 44> DHCP 72K 534 & bk Y [

Switch(config)# ip dhcp pool office

Switch(dhcp-pool)# network 192.168.10.0

Switch(dhcp-pool)# class officel

Switch(dhcp-pool-class)# address range 192.168.10.2 192.168.10.25
Switch(dhcp-pool-class)# exit

Switch(dhcp-pool)# class office2

Switch(dhcp-pool-class)# address range 192.168.10.100 192.168.10.150
Switch(dhcp-pool-class)# exit

# J DHCP Huhityth i Z ALY 3IPE, ™S, DNS FI WINS 45 2s b hik-.

Switch(dhcp-pool)# lease 0 12

Switch(dhcp-pool)# default-router 192.168.10.1
Switch(dhcp-pool)# dns-server 192.168.100.2
Switch(dhcp-pool)# netbios-name-server 192.168.100.3

2yt FIRECE JG, DHCP JIR4-28 B[] Office X381 & E 2041 1P ikl &2 /6
DNS. WINS 45 2t bt
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2.3 FEEM
2.3.1 DHCP Relay 5 IRF Bt &

e  7E IRF (Intelligent Resilient Framework, wJ§ JEgitEp4s) R4+, DHCP
Relay [ IZ1T7E Fabric RZNIIITA Unit L, (HHHIEITAE Master L1
DHCP Relay eI, 5ER4 i DHCP Relay Ih#E, IMiZ47{E Slave
) DHCP Relay X Z1E Az 77E Master LT 1K 45407

o DHCP fhiltz25ET UDP KIS Z WM AE N Slave ) Unit 2] DHCP i sk i
i, UDP-Helper 24 4R 3 7 52 1] ] Master Unit I, 1 Master :[¥) DHCP
Relay M 3 3 sk -4 77 22800 145 B SE N I 2] #4-4 Slave Unit £ X £
Master Unit LRI, f Slave 4224 Master [ Unit Ggf% 5 _F &2 DHCP
Relay ffifh. Kk, 78 IRF R4+ i | DHCP Server/Relay I, — & iR
JeAiiE UDP-Helper Thfig.

2-11



H3C i LA 4 22 H 1 58 5 P 15 52 45
DHCP

FIF MRBH

3.1 FEXHLFARRAE
. RFC2131: Dynamic Host Configuration Protocol

o RFC2132: DHCP Options and BOOTP Vendor Extensions
. RFC3046: DHCP Relay Agent Information Option
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QACL HBY AL & 245

XKHEiE: ACL, QoS

i B AXEBENAURKMTHEHFIQACLIIRAERAAM TN HEE, RI\EH/ ARAKFE
K, BHNHETHEBRMACL. RERE. UELERT. ITRAE. RESRT.
U O ESE . A MR UL K WEB CacheE & I Th g &S H «

48E&TE: ACL (Access Control List, UiE##1513%) . QoS (Quality of Service, R &)
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>

QACL £ 1% QACL IhfiEN4H
= ap
¥1% QACL hEeN B
1.1 ¥5ge
1.1.1 H3C RF=@mZ#H) ACL/QoS IhgEdIF«k
F1-1 H3C R~ AR ACL/QoS ThAEFIR
@S | 53600 | S3600 S5100 | S5100 | S3100 | E352/
e € | s | 59000 e s | s | Eses | B0
FEAC ACL ° ) ) ) ) ° ° °
=14 ACL ° ° ° ° ° ° ° °
—JZ ACL [ ) ) ) °
/)fc}i E *tj( [ ] [ ) [ J [ ]
%%LI%J:};% o [ ) [ ] [ ] [ ] o o o
,;fL TR 2 ° ° ° ° °
{fﬁﬁj\ji o o o o [ ]
LA HE bR [ ° ° ° [
3 1 e . ° . - . ° ° *
e ° ° ° ° °
i I - - - °
i 11 5 [A) ) [ ) [ [ )
BAB A ) ° ° ° ° ° ° °
S i) ° ° - °
A B 5 o ° ° ° o
mEL ° ° ° ° °
WEB Cache ° i
SE 7]
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QACL i 1% QACL I

>
>
>
N\
N\
jus|

AR
H k&AM EFr 49 ACLIQOS Hhfety it mn 2, h AL = St BAE 5.

1.2 ACL/QoS Bt &i5m

ARTLR

o TRAEFHEE, BRENT HRA L7, XE H3C S3600 4 7k KM M
A, EER T R EE F AL S0 A P

o TXRFGTERNRESR, ARENARGERREFER, HALE S &
WBRAE. ATt

#1-2 RG5HETRY ACL/QoS Bt &

& e 12 BR
L [ match-order { config | —J2ACL R AE X ACL R H;
auto }] match-order 4k
i . X TANFZERY ) ACL, rule-string ()
& X ACL il rule [rule-id ] {permit [deny } | R, Rikiks 0= i s T
rule-string i X
e {EWRR E WFQ J5aH, fnHHe
queue-scheduler A B % A BA B IR LA B 35t /18
{strictpriofty | wia B O, MRTIEA SRR 52
q q AT PP RAR S SR FE S0

queue2-width queue3-width

ZuomE RO, | dueued-width queueS-width o BRANEULT, I AT BASIR:

e queue6-width queue7-width | F WRR BB B 7353, S AL
FITRRESH: wrr queue0-weight H: 1:2:3:4:5:9:13:15
queuel-weight queue2-weight o i E 4 W
: , TR & M OB T M
QUeueg-we!gEt queueg-we!glﬁt queue-schjebduler oA SR
ueue5-weight queueb-weight - . o
gueue7_weight ? g ﬁ” Uﬂ?ﬁ¥£%ﬁli%’mﬁﬁ‘ﬁﬁﬂﬁ [
A
- - wred queue-index gstart
I i probability )
#1-3 i O E T ACL/IQoS L&
= we 1t AR

s packet-filter { inbound | )
13 H LRI ACL outbound } acl-rule
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% 1% QACL DhREN 4

BE

A
A <

15 FA

BEEATHHUE TR

priority trust

FHP AT DL S P S B AT ST A
ASER NS, AME

IR S PSR B S P
TR PRI RL S 64Kbps, WA

BT RIE A | line-rate {inbound | B N BBUCTAE N*64~ (N+1)*64 2 [8]

il outbound } target-rate (N BRED , ZHL B3 %S

B A (N+1)*64

51 ACL AT HIIH

IS TUN WINE( S

traffic-priority { inbound |
outbound } acl-rule { { dscp
dscp-value | ip-precedence

{ pre-value | from-cos } } | cos

FI PR LLEFRICR SO 1P AR 5EZ
802.1p 14t DSCP 54 A

HEHHRE LR { pre-value | from-ipprec } | FABIRAR S 4%
local-precedence pre-value }*
exceed action: % E R SCU L 5
S Yt 2t I A 4 X R 0 PR R SR EL
HETRMRERE | traffic-limit inbound acl-rule s ﬁﬁﬂzz;M’l:
i target-rate [ exceed action ] o drop: LJHiL
e remark-dscp value: FEF % ER
I DSCP R%e4k, [ 4R
X
LI (> S NI U i S U < B O
queue-scheduler 45 LHIIA
heduler {wf H1R S Sk A i AR K
ueue-scheduler {w e ¢ i
gueueo-width queuel-\?vidth * ﬁ}ll%i%);%méti’] Wf‘?(;]z V\LFQJZ
queue2-width queue3-width F”Ziﬁ])"ﬁ:b Tﬁg o ;j)(fﬁ/(i
queue4-width queue5-width ity 98 AE) AN R 3 AL I S )
I R R BCERA | queue-width queue7-width | sk, H P RIAE S AL R O
G B wrr queue0-weight RAFIRUAH (B v {E)
queuel-we!ght queue2-we!ght o TEMLIEIIF, Wi I BASALE
queues-weight queued-welght | (uy s g (1) 22 i 43 1 A BA
queues-we!ght gueue6-weight B (B A 5 ()
queue7-weight } I
o i HARIE T s S BABAAE (5%
W fH ) AN fe A display
queue-scheduler #ir4 >k Eor
traffic-redirect { inbound | : o
o outbound } acl-rule { cpu | LRI E M 3] CPU 5, K ARELE

interface interface-type
interface-number }

WK

511 ACL T
il TR
HEAT U R

traffic-statistic inbound
acl-rule
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¥2E QACL SR B 2545

2.1 MEINEE] S

10.0,0.4
Sarver 4

10.0.01
Server 1

[xata Detect Server

LAN 12

PC A PC4

LAM 11 LAN 12
100,010

001 2-a850-2440

10.0.0.13
001 2-2890-2443

PC2

10,0.0.11 10,0012
0012-a880-2441 0012-2090-2442

E2-1 MERNE

B 2-10 2 A F Mg Sh 4 I, BARAE IR

o S3600 AZHMLIE A A T K LA HML, HAFRRA ) Release 1510;

o AN H NI LR 4 % Serverl i M Internet, Serverl il il i
GigabitEthernet1/1/1 % A &S #eHl

e Server2, Server3. Serverd 535l kA F] NIBIEE RS A . IBAEIRS A S
RS 2%, i O GigabitEthernetl/1/2 i AAZHeHL:

o  Data Detect Server & 28 & PR % 7%, 1@ iLis 0 Ethernet1/0/20 #: ANAE
Hebls

e PC1. PC2. PC3. PC4 Jyinwlff1% ) v, o3t Ethernetl/0/1.
Ethernetl/0/2. Ethernetl/0/3. Ethernet1/0/4 # NAZH#HL.

2-1



H3C % sy LA A4S e ML 9178 i 5 1)
QACL ¥ 2 % QACL SRR B 254

2.2 EFEFEEEBY ACL+i% O 35 BR il +37% 2 M & B & 24171

2.2.1 AMEX
oyl R4S %% Serverl Uil Internet, HAKTE KU :

o {ETAFIY 8:30 2 18:00 PRI% /imidiid HTTP J7 il Internet, 7EIL N
BEaf LAV, Vi) Internet (1 f K& A 100M;

o [RHIPC 1R PN 7 IARICIIIEA N 20M, KEid 3 1L 20M 1k
RSCI DSCP L& ef;

o [PRIPC 2 KHI CoS LN 5 M SCIER Sy 10M, KR T 10M )
RIS E 5T

2.2.2 HMHE

10.0.04
Sarvar 1

GE1MM

E10M

LAM 10

PC 1 PC 4

10.0.0.10
0012-a990-2440

10.0.0.13
0012-a990-2443

PC2
10.0.0.11 10.0.0.12
0012-p990-2441 012-a820-2442

E2-2 BoEE T E R ACL+i% O SEPREI+ R E M E AW E

223 BEESE

# Mo AR H B,

<H3C> system-view
System View: return to User View with Ctrl+Z.
[H3C] time-range a00l1 8:30 to 18:00 working-day

# M B AR AR H I a] B
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[H3C] time-range a002 00:00 to 8:30 working-day
[H3C] time-range a002 18:00 to 24:00 working-day
[H3C] time-range a002 00:00 to 24:00 off-day

# % 3L ACL 3010, ZE1E7 i fE T AT HIN ] By Al i HTTP J5 X5 i) Internet; %)
FEAE TAER T B PC 1 U510] Internet 1) 1P ALk 7 IR SCHEAT 73 bR

[H3C] acl number 3010

[H3C-acl-adv-3010] rule O deny tcp destination 10.0.0.1 O destination-port eq
80 time-range a001

[H3C-acl-adv-3010] rule 1 permit ip source 10.0.0.10 O precedence 7 time-range
a002

[H3C-acl-adv-3010] quit

# 52 XL ACL 4010, X7EdE TAER[aI B PC 2 Vi) Internet 1) CoS 156440 5 1R
AT RAR

[H3C] acl number 4010

[H3C-acl-ethernetframe-4010] rule O permit cos 5 source 0012-0990-2241

frrf-fFff-ffff time-range a002
[H3C-acl-ethernetframe-4010] quit

# 71354 Serverl [#)3i 1 GigabitEthernet1/1/1 |- ] ACL 3010 (1 rule O #81), Jf
HLBR % 7 35 17 ) Internet ¥ 5 K i 24 100M.

[H3C] interface GigabitEthernet 1/1/1

[H3C-GigabitEthernetl/1/1] packet-filter outbound ip-group 3010 rule O
[H3C-GigabitEthernetl/1/1] line-rate outbound 102400
[H3C-GigabitEthernetl/1/1] quit

# 1L PC 1 1Y% - Ethernet1/0/1 _EXf ACL 3010 ) rule 1 bR AR SCHEAT IR i
WA, BRI 20M, R HAT R R SCH) DSCP LR B S, ef.

[H3C] interface Ethernet 1/0/1

[H3C-Ethernetl1/0/1] traffic-limit inbound ip-group 3010 rule 1 20480 exceed
remark-dscp ef

[H3C-Ethernetl1/0/1] quit

# {4 PC 2 {3 1 Ethernet1/0/2 FXF ACL 4010 [f] rule 0 iR 4R SCEH T &
WA, BREIRES 10M, R RS RO E T

[H3C] interface Ethernet 1/0/2

[H3C-Ethernetl1/0/2] traffic-limit inbound link-group 4010 rule 0 10240 exceed
drop

T EEEME, e traffic-limit dy & X R SCHA T E IR R, O ACL
4 permit PIFLIUE L.

2-3



H3C i A P9 A2 e A1 0 284 i 451
QACL % 2% QACL 7P & 244

2.3 R EFHFRICHINTIEE B X+ ZE R e +IR MRS TR
B2
2.3.1 AMEKR

Server2. Server3. Serverd 73k A w) WIS EEE IR S5 A%+ HBAF RSS2 STHF I

554, HART R

o BIRATHAMUAR S AL BE S 1] Kt R 55 75 (R S, HUR A B il B I 55 24 PR 4
3, d A A BT ) SO RSS2 AR S

. fic & %t 1 GigabitEthernet1/1/2 K WRR BAFAL e vk, & BAZ AL
N 1:1:1:5:1:10:1:15;

o MitHEi [ GigabitEthernetl/1/2 E&R5ME N 4 MBASEH WRED, 41X BA41 1)
KRS 64 NMROCI, X R SHRSCHEATRENLE 5T, By 20%:;

o EUNGI Ethernetl/O/3 fFAERSCH CHIPLIEIL, A3 56 208 Hedik

YL w7
2.3.2 A [E
10.0.0.2 10.00.3 10.0.0.4
Server 2 Server 3 Server 4
E2-3 BB AR EFHIRICHANTEEE L+ RE R +IRCM AR IFTEHEME
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233 BEESE

# 5E X ACL 3020, R4 AR H ) 1P gl fR SCHEAT 70 K h5 1R

<H3C> system-view

System View: return to User View with Ctrl+Z.

[H3C] acl number 3020

[H3C-acl-adv-3020] rule O permit ip destination 10.0.0.2 0O
[H3C-acl-adv-3020] rule 1 permit ip destination 10.0.0.3 0
[H3C-acl-adv-3020] rule 2 permit ip destination 10.0.0.4 0O
[H3C-acl-adv-3020] quit

# fEim I GigabitEthernet1/1/2 LXFUCHS ACL 3020 P4 AR (K48 SCHEAT A0 S 2 o bx
o

[H3C] interface GigabitEthernet 1/1/2

[H3C-GigabitEthernetl/1/2] traffic-priority outbound ip-group 3020 rule O
local-precedence 7

[H3C-GigabitEthernetl/1/2] traffic-priority outbound ip-group 3020 rule 1
local-precedence 5

[H3C-GigabitEthernetl/1/2] traffic-priority outbound ip-group 3020 rule 2
local-precedence 3

# {Cin 1 GigabitEthernet1/1/2 L' fic & WRR B\ % B 57 7%, W BA S AL E Ny
1:1:1:5:1:10:1:15,

[H3C-GigabitEthernetl/1/2] queue-scheduler wrr 1 1 1 51 10 1 15

# Jyuii [l GigabitEthernetl/1/2 FZR5IME N 4 IBAFIELE WRED, “4i%BAAIHI A
IS 64 NMRICIHE, X EEHARSCHATRENL A5, EAMEN 20%.

[H3C-GigabitEthernetl/1/2] wred 4 64 20
[H3C-GigabitEthernetl/1/2] quit

# {EEE R PC 3 3 1 Ethernet1/0/3 i B2 b 1 (5 /R30S H 4 1) 802.1p 5k
.

[H3C] interface Ethernet 1/0/3
[H3C-Ethernetl1/0/3] priority trust

T RIS, B4 traffic-priority iy %HESCHEA T e B RRC T, {UXT ACL
HHEE S permit FOER A L.

2.4 mESit+in O EE [ & 255

2.4.1 HMEX

Data Detect Server Jy#HEf ¥ %, Wil [ Ethernetl/0/20 5 AASHell, HAk
TR
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o SEVIAEAETTAE H i A) B Al i 1 Ethernet1/0/1 B LA HTTP J5 RXiJj 1] Internet
(it 2t s

o B TAEHB BN EL S T Ethernet1/0/1 (F1LL HTTP J7 X i Internet (113
AT A W) 235 1 Ethernet1/0/20.

2.4.2 HM[E

E1/0/1

10.0.0.10 II
0012-a990-2440 I

E2-4 BERBSiT+isOEEREAME
243 BEESE

# e B A H N B

<H3C> system-view
System View: return to User View with Ctrl+Z.

[H3C] time-range a00l1 8:30 to 18:00 working-day
# BB AR TAE I .

[H3C] time-range a002 00:00 to 8:30 working-day
[H3C] time-range a002 18:00 to 24:00 working-day
[H3C] time-range a002 00:00 to 24:00 off-day

# 5€ X ACL 3030, HHEANIE] i) B il HTTP J7 215 1) Internet 4R SCHEAT 43

X

[H3C] acl number 3030
[H3C-acl-adv-3030] rule O permit tcp destination 10.0.0.1 O destination-port
eq 80 time-range a001
[H3C-acl-adv-3030] rule 1 permit tcp destination 10.0.0.1 O destination-port
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eq 80 time-range a002

# {Eii [l Ethernet1/0/1 DRCEFEF L, K TAER R B AEE HTTP J7 (i)
Internet (3 2 42 ¥ 57 7] 33 1 Ethernet1/0/20.

[H3C] interface Ethernet 1/0/1

[H3C-Ethernetl1/0/1] traffic-redirect inbound ip 3030 rule O interface Ethernet
170720

# {53 1 Ethernet/0/1 FXFE TARI A B Nl it HTTP J7 K15 i) Internet i &1
ENE

[H3C-Ethernetl1/0/1] traffic-statistic inbound ip-group 3030 rule 1

T EVE RIS, R4 traffic-redirect F traffic-statistic 43TV & 5 E ) M
HEUH, SO ACL FEhfEoh permit BRI 2%

2.5 ARG EE LD

2.5.1 AMEX

Data Detect Server %t %, il Ethernetl/0/20 #: ANAZHepl, sk
B TAE H sk a) By id i 3% 1 Ethernetl/0/1 5 Ethernet1/0/2 ffjLL HTTP J7xii ]
Internet ¥4 SC 404545 21355 11 Ethernet1/0/20, 3R J5 45 B S0 4% 4543 17 i L
.
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2.5.2 HME

Data Detect Server

E1/0/20

E1/0/1

E1/0/2

PC1
10.0.0.10 /
0012-2990-2440 /
/

PC 2

10.0.0.11
0012-a990-2441

E2-5 BERRIGEME

253 REXER

# IO B A H I B

<H3C> system-view
System View: return to User View with Ctri+Z.
[H3C] time-range a00l1 8:30 to 18:00 working-day

# 52 X ACL 3030, f T4 H i [a] Bt ik HTTP J5 2015 il Internet (R SCEAT 402
[H3C] acl number 3030
[H3C-acl-adv-3030] rule O permit tcp destination 10.0.0.1 O destination-port

eq 80 time-range a001
[H3C-acl-adv-3030] quit

# ¥4 11 Ethernetl/0/20 it & 455 H 1w 1.

[H3C] interface Ethernet 1/0/20
[H3C-Ethernetl1/0/20] monitor-port
[H3C-Ethernetl1/0/20] quit

# {ruf 1 Ethernet1/0/1 il Ethernet1/0/2 [t & is51%, it ACL 3010 #EATi/ IR
A, FEUCHECiZ ACL IR SCEE4 21 H 13w 1 Ethernetl/0/20.

[H3C] interface Ethernet 1/0/1
[H3C-Ethernetl1/0/1] mirrored-to inbound ip-group 3010 rule 0

monitor-interface
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%5 2% QACL 7 pd B 254

[H3C-Ethernetl1/0/1] quit

[H3C] interface Ethernet 1/0/2

[H3C-Ethernet1/0/2] mirrored-to inbound ip-group 3010 rule 0
monitor-interface

it EE R, ] mirrored-to dr 2 BEATHBHRIN, (O ACL 314 permit
AR U 2K

2.6 BLEEIEEM

P L PR T 20

(1) fEEiH BRI ACL A, BRI —4% ACL H 22/ UC eI e AS He bl
IREAT PR sE (¥, S3600 F A1 LUK ASHAL I VE RCIT A 56 N R A2k B P B
H7EE L ACL I & T DCRCY, % DC R B AN 1

(2) BA R 8 MBI, BAF 7 FIBAF O RACHARIRFRAE. 2 R
SP+WRR FAFHBE VAR, B 23 1 IR R A Se G0 56 TR BERLUE 0 0 1R AS,
NS AR SORIERS, AR TR BAFIREAT WRR 8 i R H
SP+WFQ BAFH FESIERIT, 18 2344 B ™ A A S ARG T BE A1 9 b O KIBAA,
BAS PRGOSO IERE, A TR BT WFQ 1Z .

(3) WA LT LAECE 2 ANBHG P 1, (HERENC B AMBHR H s . #iEEE H
Ry R T R BRI, AN b 45 s A, 5 D0 TT R4 5 1E b
%

(4) W R4 S AEVCECSh{E A permit (1) ACL BN : traffic-limit, traffic-priority.
traffic-redirect. mirrored-to.

(5) XFFrgk ACL 1 TCP/UDP i 15 fUCHL: S FFRLEHAERT N eq.

(6) AT )2 ACL, AL HAE format-type (145 802.3/802.2. 802.3. ether _ii.
snap) Z#.

(7) @ RSO R H 2 15 tagged, R SCHEZ A - tag.

(8) FCEH T L ACL I, (s i BE IR B B i 2% LR N L

o WALEA T VLAN-VPN Ljjfig, ACHAL N AL PR SCHR 747 1 |2 VLAN tag,
1 JZ VLAN tag /7 4 715,

o WRME—UGI EFFIE T VLAN-VPN ZhiE, ACHbL Py A BRSO AT 2 )2
VLAN tag, 2 JZ VLAN tag /7 8 N7,

MRS DL B RN
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QACL

o
4

QACL H TR i 5 %545

R2-1 ERAMNEESURRKRBE

Py B iy AL Vl}g;lz\gN TheERTHY | fE&E VLAI{\lﬁ \gilzl TheERRY
ARP 0x0806 16 20
RARP 0x8035 16 20
IP 0x0800 16 20
IPX 0x8137 16 20
AppleTalk 0x809B 16 20
ICMP 0x01 27 31
IGMP 0x02 27 31
TCP 0x06 27 31
UDP 0x17 27 31

2.7 5| ACL iNByEEIhEE

Fg g1 ACL FU ) Zh REALHE :

Telnet/SNMP/WEB %5 F f #2ill, Hi+h Telnet H /2 nJ 5] | ACL 2000~4999,
SNMP/WEB i J" 1] 5| H] ) ACL 2000~2999;

e i S S IC L 5 A ACL, T LS| ACL 2000~3999;
(s B g 51 ACL, Wl EA5|H ACL 2000~3999;

BoRUEHS ACL FR g i It, ] LL5 1) ACL 2000~3999;

BoRIULHS ACL BN FIB 10, LA [H] ACL 2000~3999;

TFTP % " i TFTP k%5 #5451 ACL BiW), Wy LL5| A ACL 2000~3999,

51 A8 ACL B T g (045 -

802.1x My (4= Jm M i RgJ5 802.1x T & ACL FiNI);

SEBETNAE (W ERE, {EATAT UG 0 F A& ACL AL, i ACL 3998 5 3999 &
ROCNERES BT g 5, AP G

DHCP Snooping (1 f 5 7T #73 H R & ACL FL);

Uiy 1R B (MO BLAF LB R ISR & ACL RN ) s

MAC + IP i 18 5E (fEui 1 G E 9058 SKms 5 & ACL L)

A% QInQ (FEi AL E R QInQ J&, AR/ L& ¥75 Bl F A& ACL FEIU);
Voice VLAN (7 i 11§ B¢ Voice VLAN J-/74E OUIMAC I 11 ACL R
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5 3 % WEB Cache ¢ [f iL/H fitl & 25 45

3% WEB Cache E & [n] B AU fit B 2545

1R :
H #T/2 S3600-El £ 7| vA K 3L % % WEB Cache £ &%) g,

3.1 WEB Cache = 7 o) BL B i & 245

3.1.1 AMEKX

AT IR I 3157, ELABREEN T

S3600 A HMUE R 2 F] (AL, AR Al Release 1510;

Wid #1138 i % - Ethernetl/0/1 #EANACHeHL, J& T VLAN 10, K BtA
192.168.1.1/24;

W1 o - Ethernetl/0/2 #: AL #ell, J& T VLAN 20, M B
192.168.2.1/24;

AT S s ) Ethernetl/0/3 FEANACH AL, J& T VLAN 30, K BA
192.168.3.1/24;

WEB Cache Server izl i 1 Ethernet1/0/4 ¥z NAZ#:L, J&T VLAN 40,
Bt A 192.168.4.1/24. WEB Cache Server (1) IP Hihik %y 192.168.4.2, MAC
fik 4 0012-0990-2250.

BR R s L) WEB Cache 5 [0 BhAE, Kriidgafi ] WA IR BEER /)
HTTP 4R S04 E 2 1 3] WEB Cache Server, /b 38 W E B S 10k 17, [RIE
P R I DR I A R P S
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3.1.2 HM[E

VLAN 40
WEB Cache Server
192.168.4.2
0012-0990-2250

E1/0/4

E1/0/1
E1/0/3
E1/0/2
VLAN 10 VLAN 20 VLAN 30
e WA EELELT)

[E3-1 fit & WEB Cache EE [2EM &

313 BEESE

# 0N A1 & K VLAN 10, L& VLAN 10 #2111 1P #idl k 192.168.1.1.

<H3C> system-view

System View: return to User View with Ctri+Z.
[H3C] vlan 10

[H3C-vlan10] port Ethernet 1/0/1

[H3C-vlanl10] quit

[H3C] interface Vlan-interface 10
[H3C-VIan-interfacelO] ip address 192.168.1.1 24
[H3C-Vlan-interfacelO] quit

# BT R E 1T JE ) VLAN 20, BlE VLAN 20 #2101 1P #ihk 4 192.168.2.1.

[H3C] vlan 20

[H3C-vlan20] port Ethernet 1/0/2

[H3C-vlan20] quit

[H3C] interface Vlan-interface 20
[H3C-VIan-interface20] ip address 192.168.2.1 24
[H3C-Vlan-interface20] quit

# O AT Y VLAN 30, FiRE VLAN 30 #2101 IP #ihl >k 192.168.3.1.

[H3C] vlan 30
[H3C-vlan30] port Ethernet 1/0/3
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5 3 % WEB Cache ¢ [f iL/H fitl & 25 45

[H3C-vlan30] quit

[H3C] interface Vlan-interface 30
[H3C-Vlan-interface30] ip address 192.168.3.1 24
[H3C-Vlan-interface30] quit

# )7 WEB Cache Server ii/&] VLAN 40, BtE VLAN 40 #0101 1P Hitlk A
192.168.4.1.

[H3C] vlan 40

[H3C-vlan40] port Ethernet 1/0/4

[H3C-vlan30] quit

[H3C] interface Vlan-interface 40
[H3C-Vlan-interface40] ip address 192.168.4.1 24
[H3C-Vlan-interface40] quit

# il H WEB Cache 5 [/ L RE, 4 VLAN 10.VLAN 20 F1 VLAN 30 #: 2 f#) HTTP
R OC 4 7 2] WEB Cache Server.

[H3C] webcache address 192.168.4.2 mac 0012-0990-2250 vlan 40 port Ethernet
1/0/4

[H3C] webcache redirect-vlan 10

[H3C] webcache redirect-vlan 20

[H3C] webcache redirect-vlan 30

HEE L, A%l WEB Cache Server JiTJ& (] VLAN 40 ({3 15125 WEB
Cache 5 [1 /] VLAN 10. VLAN 20 F1 VLAN 30 {4 LA %54 T UP RZS, 450
WEB Cache & [W] I HE NS ARK .
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B x

B L B 802 IXIIBE N B oottt 1-1
1.2 802, IXTAT AT 1evevveveeeiteteteee ettt ettt ettt ettt ettt ettt et ettt e bttt et et et r e arnas 1-1

1.2 PR PE SZIERE I oottt 1-1
2R g =11 OO 1-1

1.2.2 B DRI R FITIE ettt 1-1

L.2.3 VERETEI oottt sttt ettt ettt eaeais 1-2

B 2 B B B A D N oo, 2-1
2.1 802 IXHIFETHAEIL T AT oveeeeeeeeee ettt ettt ettt ettt n ettt n e, 2-1
I B b [ P2 = NG G 1 = RO 3-1
3Ll TR Z0HT oottt ettt 31

B2 ZHBHIE oottt n s 3-2

BB I 2D BB ettt ettt ettt n et tens 3-2
B3 L ATHHL I T oottt ettt 3-2

3.3.2 RADIUS Server EIEEE (BACAMS 1.20 ARUERR B oo 3-5

B33 AT TPC EIEEAE oo 3-11

B34 BUELE R oottt 3-16

3.3.5 WIS HEAE o oveeeeeeee e 3-16
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802.1x £ A fit & 2551

FehliE: 802.1x, AAA

W OE:. AXFEENFLURMAEHNLEIS02.1x T Ae7E EAAA W h i) v HBCE, X B R 2
802.1x%& P AHHL. AAAIREHBEAE, 2HEH T HFHARBRESR.

45083E: AAA (Authentication, Authorization and Accounting, AIF. FZRFIHE)



H3C ki LA 9 A8 3T i 70 it 2 22 451
802.1x 1 802.1x MifgAt

1= 802.1x IhReN4B

0 iR:
AZ P8y 802.1x h LiE B -F H3C S3600. H3C S5600. H3C S3100. H3C S5100.
H3C S3100-52P. E352&E328. E126 #= E152 iX— & 7| ¥A K P 3HEAL,

1.1 802.1x f&j4r

|EEE 802 WisiE SUIW SRt I AR AGALE, —oked, LR P 3N R st v]
Sy T S 5 e - B (ST G I ISR o 22D o 2 N = B A G VW & 2 SR PA/N
NG, WS PSR P B I N AT I RIS, e T 0k
i 1 BT R g AN I K

802.1x PSR — ik Ty 1 1) M 45 45 A 454 (Port Based Network Access Control)
e 802.1x A —FpkE T3 U H P U e g iU, TR eA . R kg%
BRI AR LB m 2 A T RGBT R ENE R . S KNS ISE
L P )12 SRR 5

1.2 et FER
121 2RRE

o JFRAJEIY 802.1x Rtk

o WHEINMZH

o WE G R BT 5 R IEIREL
o JITFHEREN S TAE

o FIIFERATE ) FINIED)RE

1.2.2 isOME THEE

e JFia%iH dotlx

e  [ilE Guest VLAN i

o PCE N H ARV L

o RSN A EE T 1 5 T MAC)

o Ui HEASEHIA CGREIFA AEEHAL HE)D
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802.1x

#1% 802.1x UIfe 4

1.2.3 FEEmM

St R AS AR
AREE S

HA4RTTR dotlx Hih)n, dotlx MIBCE A =A%

FEJA ] dotdx ZHRERT, w) ANCE B B LUK M5 1) dotdx k24, Hixet
BEEIFAER SRR dotlx Zhfig)a, SEfiheE 1 dotlx AR RS HCR AL

M1 dotlx ThRE)S, ASHLHL FHCE 1) dotlx AH OGS HUI B R ¥ >4 dotlx Djhe
HPRBN)E, LARTET XL dotdx AHOCHE B MR AR
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802.1x 2% MEMSN

F2E MEWLNTH

2.1 802.1x tHXINREELE M S

TSN 802.1x WAk, TEMEE AN AL IAUEAZAUIRSS B AN AT I
L .

o HRAHI G LRUEF T PC AT IERA A b o

o ATHML: TFEHEAT 802.1x FLE R AAA HICHLE .

o NIEMZRURSS A5 7 EUHAT IEMINCE .

N AAS AL T ) 802.1x ML E Ar 4, FLARC Bl 2 WA DG Tt -

FR2-1 802.1x HHXINEEEEH S

IEE we 15t AR
Wik
IPr4)rif 802.1x FifE | dotlx BT R, 2R 802.1x it
REMET Wik
dotlx [ interface interface-list] | B4 1HHL N, 3 H ) 802.1x Fi
JT R FR 802.1x RFHE ——— YRR, R im R4 &
i AL R 802.1x KV I, 802.1x KA
dotlx NECE A R R
Ak
dot1x port-method BRATIGSL T, 802.1x fE¥G 11 13
BRI AP0 | { macbased | portbased } TR A macbased.
[ interface interface-list ] 18 1] Guest VLAN Tl 2 i
“f portbased 4 A F5 il 77 xC
Alik
, HETEUL T, Guest VLAN Ufig
e | dotlx guest-vlan vlan-id N :
IFIH Guest VLAN it [ interface interface-list ] MeFRMPRE . AL Guest
VLAN ff] vian-id 24 7 356 CL4 01
jei
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802.1x 3 A R 25 A AIE N

FIE HAINY MR AN UEN H

1R :
TR AT 6%, BRE M aN RI T2 &EAMA £54, X2 A H3C S3600 4 7 4%
M (B A A Release 1510) 44,

3.1 Mg 2R

JREAR Y P A 3 A B A LA i 1 L B P B N AT UGIE, DAFSHR R X A Y
DRIRAIUTI), TR M4 N SR e B sk 3-8 .
F3-1 MEH A
R 2% 25 5K HXRERERE
FANH P2, A TAUEA BV i b 2% JA 5 802.1x 4k
FP AGBILAGE RS, HUARSZ BT 1) 4% VLAN 10 | J3 A Guest VLAN Zfig.

MRS, AT RAYT A M 4% VLAN 100 )74 VLAN F R E

7t RADIUS Server | B 1F 27 5 . 55 FR
S

A Bk g IP 5 Mac #7485 MACH+IP 455 DhRE &
TELEIN'E 20 Z0ol)G, MRSCERamb VI s | 8 W E A D)W ke

BEA T TE R 5, AL T LLFDE AR A
2]

T3 0 50 ot A, FeUs 1) B 2% (147 58 2M

Pe T e 2% L Jn T PR IE DD RE
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802.1x

A5 3w A 254 A ATE R

3.2 HM[E

Update Server

Ethernet 1/0/1
VLAN 10

Ethernet 1/0/3
VLAN 1

Supplicant

E3-1

33 BEEXE

3.3.1 XM ERECE

# W'E RADIUS 7% cams, WE &S5,

<H3C> system-view

[H3C] radius scheme cams

Authentication Server

Ethernet 1/0/4

Ethernet 1/0/2
VLAN 100

Internet

il o fiz R 28 B [

[H3C-radius-cams] primary authentication 192.168.1.19

[H3C-radius-cams] primary accounting 192.168.1.19

[H3C-radius-cams] secondary authentication 192.168.1.20

[H3C-radius-cams] secondary accounting 192.168.1.20
# WHE RS HIMIE Radius Ik 554528 B ARSI a5 2 /524 expert, 5711 2% Radius Jiik

G5 45 A8 HARSCIV N 25 2% 4 expert.

[H3C-radius-cams] key authentication expert

[H3C-radius-cams] key accounting expert

#BLE I A 0 sl A 4% o

[H3C-radius-cams] user-name-format with-domain

# Al 452574 extended.

[H3C-radius-cams] server-type extended
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HONCE B A T AR RE
[H3C-radius-cams] accounting-on enable
# € X ISP i abc, JFACE MR RADIUS J5 % cams.

[H3C] domain abc
[H3C-isp-abc] radius-scheme cams
[H3C-isp-abc] quit

# K ISP 4 abe B E N B4s ISP 4.

[H3C] domain default enable abc

# A VLAN R R

[H3C-isp-abc] vlan-assignment-mode integer
# e NG A Guest VLAN L fig

[H3C] vlan 10
[H3C-Ethernetl1/0/3] dotlx port-method portbased
[H3C-Ehternetl1/0/3] dotlx guest-vlan 10

# 4 H 802.1x

[H3C] dotlx

# dii LR A dotlx

[H3C-Ethernet1/0/3] dotlx

# ML display fiy% AT LLEE KT 802.1x, AAA IS HILE .

[H3C] display dotlx interface ethernetl/0/3
Global 802.1x protocol is enabled

CHAP authentication is enabled

DHCP-launch is disabled

Proxy trap checker is disabled

Proxy logoff checker is disabled

Configuration: Transmit Period 30 s, Handshake Period 15 s
ReAuth Period 3600 s, ReAuth MaxTimes 2
Quiet Period 60 s, Quiet Period Timer is disabled
Supp Timeout 30 s, Server Timeout 100 s

Interval between version requests is 30s
Maximal request times for version information is 3

The maximal retransmitting times 2

Total maximum 802.1x user resource number is 1024

Total current used 802.1x resource number is O

Ethernetl/0/3 1is link-up
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802.1x protocol is enabled

Proxy trap checker is disabled
Proxy logoff checker is disabled
Version-Check is disabled

The port is an authenticator
Authentication Mode is Auto

Port Control Type is Port-based
ReAuthenticate is disabled

Max number of on-line users is 256

Authentication Success: 0, Failed: 0
EAPOL Packets: Tx 0, Rx O
Sent EAP Request/ldentity Packets : 0O
EAP Request/Challenge Packets: O
Received EAPOL Start Packets : O
EAPOL LogOff Packets: 0
EAP Response/ldentity Packets : O
EAP Response/Challenge Packets: O

Error Packets: 0O

Controlled User(s) amount to O

[H3C] display radius scheme cams

SchemeName =cams Index=1 Type=extended
Primary Auth IP =192.168.1.19 Port=1812
Primary Acct IP =192.168.1.19 Port=1813
Second Auth IP =192.168.1.20 Port=1812
Second Acct IP =192.168.1.20 Port=1813

Auth Server Encryption Key= expert

Acct Server Encryption Key= expert

Accounting method = required

Accounting-On packet enable, send times = 15 , interval = 3s
TimeOutValue(in second)=3 RetryTimes=3 RealtimeACCT(in minute)=12
Permitted send realtime PKT failed counts =5

Retry sending times of noresponse acct-stop-PKT =500

Quiet-interval (min) =5

Username format =with-domain
Data flow unit =Byte

Packet unit =1

unit 1 :

Primary Auth State=active, Second Auth State=active

Primary Acc State=active, Second Acc State=active
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[H3C] display domain abc

The contents of Domain abc:
State = Active
RADIUS Scheme = cams
Access-limit = Disable
Vlan-assignment-mode = Integer
Domain User Template:
Idle-cut = Disable
Self-service = Disable

Messenger Time = Disable

3.3.2 RADIUS Server FByECE (KL CAMS 1.20 trAERRA D

CAMS VIEMZAL. T3R5 ARG E, 2 BUR DU 4Lk G vl 2 s
QARG RA BRI R A MBI E

ASCHTIR CAMS ZEA 1 M AR5 # Ry V1.20 CRRHERRD
1. %Pk CAMS BR& 28
(1) EERETmE A LM P 4. #6085 CAMS s 4

CAMSEC B EIET &

E3-2 CAMS ZETUHE

(2) BRI e v E s
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= e SR
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© 2004 M REIEAEIRA ] MAEAE - RE—TIEFL

E3-3 CAMS BT H

2. BT B RAE

(1)  BEATH SRS B
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YAW&iE: SSH (Secure Shell, %&424M5%) . RSA (Rivest Shamir Adleman)
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UET5 50 " WEJr 0
ssh user
4 ssh
BIg SSH H - Iffe username authentication-type
UNTIEY default f1 ssh user
., | ssh user authentication-type M5k
i%isﬂgﬁif username a2 RIS, HAAE =
“*%JE‘J\‘F " | authenticatio | ANFHK, SSH A HIAE
i WIES | n-type J5 LA ssh user
* password authentication-type 4

T & ok 7

3. SSH AR % i

FXRAFIEE RSA 2MAINE

F2-4 H3C ZX##17E S SSH IREH/BRAF LA E RSA N HINERNHERE RS

I8 e 15% Bf
AHTEES N “K 2-2 HI3CAHAL 7 M SSHIR S I 1) A L g 47
ssh —H
authenticatio
ﬁ'JE SSH %F‘ n-type default @%é rﬁﬁF! /%g}ﬁ ﬁﬁ é
e E AN | rsa SSH Hl ) JF Hscf e ik
UF = . UE 3
ssh user "
username =i ssh o
B SSH H 7 JFe 2 authentication-type
YGE 7 default il ssh user
) authentication-type [UES
B SSH H SONGN
SRR | veomame | T FINALE, HILE
E3—INFJ5 | authenticatio TI_J[F SSH M HIE
X n-typ rsa 2L ssh user
- authentication-type 4
FATHC A 7

rsa peer-public-

key keyname

public-key-code begin

BN RSA A FHNE

FER N BRI, P2
(8] R LA 24, R m] LU ]
SEREAR S N AR, PTACE

FLF
i (A BT A B
YRR IR 7N R4 e
TR H A FL% A - e
; 1 . 1B HALER, RS A DIRATF
N H SR EH _ =
g, IR [EE] A L2 | public-key-code end LB A B
B AL, B :
15 2 40 peer-public-key end -
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SSH

ke we 1t BA
J) SSH H 4 A4 | ssh user username assign wik
'{lz:»'%ﬁ rsa_key keyname %W\ﬁj\@ﬂﬁ@iﬁi U'\U‘L)Lﬁlﬂﬁ
RATC I 2 51 R 1

4. SSH fR55 28 im K S NELE RSA 2 4H1AIE
#F2-5 H3C ZX##lFc Y SSH fRF B RA S NEE RSA 2AIAEF B E HS

e we LA
NIBCETES N K 2-2 HICATHNL 78 4 SSHIR S5 N 1) 2~ LBl B i 47
ssh A
authenticatio s .
g E A A rsa SSH P it HEfH 2N
E 7 2 UFJ
ssh user W
username Zissh
Bl SSH H 1 ifR e authentication-type
AT default A1 ssh user
authentication-type P4
BULSSHT" | ssh user 4 A, HAE
JERII R | usemame | OREng SSH B IAGE
RN | authenticatio | w0
i n-type rsa 772U ssh user
* authentication-type #ir4
)T A v
MAHIAFH TN rsa peer-public-key keyname ATk
SSH H ) RSA A% | import sshkey filename
o _ Wik
. . ssh user username assign
i SSHHMATAH | [oN O ame LUSRABIN, WL
RO E I 2 51 R 1

2.3 H3C

KT Y SSH B P imATHEE

M AT SSH %) i AR 55 S s E AN, R LABCE SSH %) Skt BT vy 17 (¥ SSH

i

[ 55 i 1 SCHF I UGAIE
AR B SR E UOAIE, W SSH &)™ i i Uy ) e g% ds i, 1% ) S
e B Al 55 s B A LA BRI T AT AR PR AR L DT 1) 1% Mk 55 e, I AEZ
S RAFIZ TN A S N IR Us % M55 s, it DL DRAF 1 ERL A Bk
UNTREA S
URBEEASCRF 1 UOAUE, 4% S 5T 0 IR 55 s v (K ENL A I, %)
SRR 2 AR 55 #s o P AL 20 SoRs BT [ (10 55 4 s 1) LA PG AR
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SSH 2 MEMSNH

{4

AL, TR RE BT ) AR 55 4 o ) SEAL A BHAA R, DUEER P et 207 i) £ e
G AT AL .
2.3.1 H3C XZ## 7Y SSH B Funt I &id 2

$2-6 H3C X##lF Y SSH B Fim it Ay il B 12

T | EELH N JiE SSH | .
pe | PREE | ol REAH iy | O
" s,
S i 232 2.

. 37 SSH

SSH | iz FIRE Mg | T | E A
Client | 2.3.2 1. - B B SR f{g;’;% Hﬁi%’%ﬁrﬁj EH I
T ARFTEASE | (I 232 3.

i) B

W 2-6, £E% ) IANSCRE E UGMEIIC B R, T ZESSHE ) i RISSHIR 55 4

i AR AH LA 6

KHF THEAHIS R

o {ERZS unflifH] display rsa local-key-pair public fir4 EoR A 815 .

o CHRAPIBIRT TRCE B i, TR S 5 %S A v A AR R R A4,
DU 5 8 e N7 R It DL ORAF IR IR 55 2 1) E LA PR IE 2 IR 55 25

2.3.2 SSHERFIREER®S

1. H3C X#H 7t Y SSH BRI A LB EHS
F2-7 H3C Ml 7T Y SSH X it AR ES S

BRI we L AR
HANRGME system-view
9 SSH % Fimg e Vi 1P Huli | ssh2 source-ip ip-address gk
. S P e ssh2 source-interface .
4 SSH % L I H interface-type interface-number ik

2. THEERINER SSH Z Pim AL &
%2-8 H3C Z##l7EE SSH ZE P ifmFE IAMER B E G S

>

1BRIE s 5L EA

4

AHPEES N “2.3.2 1. HICAZHNL 78 2 SSHE ™ i Y A JLRC B &7

HANRGME system-view
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SSH

BE we L AR
CipeA
- e Ptk
?\ﬁ;SH BPMLRHE ssh client first-time enable BB EEILR, &
N SCHFH UGAEE
ssh2 { host-ip | host-name } %\ﬁim -
[ port-num | [ prefer_kex { dh_group1 | &HCHEHK)EZ)
o | dh_exchange_group } | SSH & /7 nig MU 5%
#Ar SSH % FuiAfiRSs | prefer_ctos_cipher {des | aes128} | | sesbel~ridds, i4s
PR )i prefer_stoc_cipher {des | aes128 } | | e pys i 45 2
prefer_ctos_hmac {shal|shal_96 | | suw gy mxipes
md5 | md5_96 } | prefer_stoc_hmac ggi%g;f;gz
shal|shal 96 | md5|md5 96}]* N -
{shatl|shal 6 mdS[mdS 983 1™ | i wmac s

3. AEFEMEAXAF IR ERS R imAAF SSH ERiRHIELE
32-9 H3C X##Ft X SSH B im AL FHFE RIMEFH KA F LR E A AR SSH MELE

#B1E we il
NIBCETEZ U “2.3.2 1. H3CKI AL I8 H SSHE 7 i (1) A JLHC L Ay 27
HARGEME system-view -

W SSH % AL 4 N i

B UGAE undo ssh client first-time BB TEMT, %
BESHER/SINTH

BEN R ICE IR rsa peer-public-key keyname ik

WA ALK | public-key-code begin -
TR N B AR I

We ' e 25 A i 1] RSA A
i

HIEHN RSA A A

FAFZ AT LAY
IR CEIES AT
ZRSER N K, P

B AHBIE %
AN A w1
INBEI A e
. s EHAENR, REH
B A SR, . = e
1 A public-key-code end igﬁﬁﬂﬁH’JAéﬂ
1B H A SR, 1B :
SRS peer-public-key end -
Ali%
M i A SR

TR 7 i L4 2 B
F 8 55 s F) AL B
e

ssh client { server-ip | server-name }
assign rsa-key keyname

VGAIERS, b3k
HHATiZ BB AT, 7
B IR 55 B i A
i B F %P vty
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SSH

BE we AR
ssh2 { host-ip | host-name } Mﬁm ~
[ port-num ] [ prefer_kex {dh_groupl | %R EHREE)
| dh_exchange_group }| SSH % /7w MR %%
ST SSH % Mk S5 | prefer_ctos_cipher {des | aes128} | | seubal~ridds, 45
28 i 1) 3% 2 prefer_stoc_cipher {des [aes128 } | | gz pyifiiji 4% ¢
prefer_ctos_hmac {shal|shal_96 | | susyaesm mrprs
md5 | md5_96 } | prefer_stoc_hmac gfﬁ Hgﬁiﬁ;f;g&
shal|shal_96 | md5|md5_96}]* N S
{ | %6 | 96 }] A% HMAC 59%
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SSH 3T LA

F3E fAoE 2

1R :
Se A Fe B AR5 A% ) 64 S3600 £ 7 vA KM KLY Release 1510.

3.1 SSH HLAVF & 25|

3.1.1 S3600 37T H SSH AR 552 FH K A password TAERT B FL & =445

1. tAMEK

P AN ASBECRAIE 22 42 1 X 44 0 RE 6 S BN AS ML, hy B R R Ml AR K
5 BAc ey 2e 4, A FHSSHARSEILEL H (1, KM passwordihiF. @il 3-1/R,
PCZiji (SSH Client) [HIZfT 37 #:SSH2.0 (1% ) i, 528#Hl (SSH Server)
T A IR

2. AW [E

192.168.0.2/24
VLAN-Interface 1

192.168.0.1/24 .
SSH Client Switch

[E3-1 SSH Server 5 password TAIE AT BYBC & 28 W &

3 EESE

e SSH %S #simid &

# AERTHNL LA VLAN 10, JE A0 1P bk, F % P imidE i) SSH kS
E s (|

<H3C> system-view

[H3C] interface vlan-interface 1

[H3C-Vlan-interfacel] ip address 192.168.0.1 255.255.255.0
[H3C-Vlan-interfacel] quit

# 4l RSA BT
[H3C] rsa local-key-pair create
# BB ERIGIERE A AAA TAE.

[H3C] user-interface vty 0 4
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SSH 7 3

>

Fic #2541

{4

[H3C-ui-vty0-4] authentication-mode scheme
# WCEH O ESCRE SSH PRI

[H3C-ui-vty0-4] protocol inbound ssh
[H3C-ui-vty0-4] quit

# QI client00l, BEILINIE®G N abe, Bl SSH, REVI I (1)1 &4
A 3.

[H3C] local-user client001

[H3C-luser-client001] password simple abc

[H3C-luser-client001] service-type ssh level 3

[H3C-luser-client001] quit

# $82 H1) cliento0l fIAIE 77304 password TALIE

[H3C] ssh user client001 authentication-type password

e  SSHZE Nl E

# %) i EAHLACE. 1P Mk

2 s LHU 1P Mk Z R AL B ¥ VLAN 32 R 1P Huhb A7 T [F— AN B, 1X
HEEN “192.168.0.2” .

# HNL Y SSH RSS2 i )4 B2

SSH & A E. (LA Putty0.58 451D

(1) 4777 PuTTY.exe Fe/¥, HBLUIR %)™ b M B 51 o
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SSH

:_\'\ PulTY Configuration

Categony:
= Sezsion ~ Bazic ophions far your PuT T zession
L_u:ugglng Specify your connection by host name or 1P address
= Terminal
Host Mame [or P addresz) Poit
K.eyboard
Bell [192.168.0.1] | |22 |
Features Protocol:
= Window () Baw (O Telmet (O Rlogin (3 55H
A
PREAEnNCE Load, zave or delete a stored zession
Behaviour
Tranzlation Saved Seszionz
Selection | |
Colours :
Default Settings
= Connection @]
Prosy
Rlogin
=-55H
Kex Cloge window an exit;
i'_‘l";h O ddways () Never (%) Only on clean exit
Tunnels
(o 1 s

E3-2 SSH ZE ik ERE

7t “Host Name (or IP address) 7 SCAHE#iy A\ SSH R4 251 IP Huhik.

(2)

HL il SSH % /7 v IC B 5t 1 A2 1 H s #E ( “ Category ” ) I Hz B X
( “Connection” ) Hif#] “SSH” , HILANE 3-3(K) FL1f .
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SSH

:_‘Q PuTITY Configuration

Categaony:
=) Session - Optionz contraling S5H connections
L.u:ugglng [rata to zend o the server
=) Terminal Bremot i
Kepboard Bemote command:
Bell |
Features Protocal options
=) Windaw &
Appearance [] Dan't allozate a peeudo-terminal
B ehaviour [ Dan't start a shell or command at al
Translation [] Enable compression
Selection Preferred 55H protocal version:
Calaurs 1 only il ) 2 only
=) Connection ) )
Data E ncryption options
Prasy Encryption cipher zelection policy:
Telhet AES [S5H-2 only)
Blowfizh
IDES e
- warn below here -
Kex DES
Auth
=1 [(]Enable legacy use of single-DES in 55H-2
Tunnels ht
e ) ones

E3-3 SSH X FimftESRmEm (2)

7t “Protocol options” X, %+ “Preferred SSH protocol version” Z%{[1{H
2.

(3) fEH 34, Hiidi<Open>4z4l, HILWFT/RAISSHE Fm S, i FiE#: 11
SR H P P 4 client001, % fdabce.

3-4



H3C A LA PR A e b1 L 75 e 5 52491
SSH o3 FLEZ

£ 192.168.0.1 — PulTY

E3-4 SSH B FimfRm

3.1.2 S3600 3Z#t 72 SSH AR S5 22 F X A RSA T\ IERT B D & =445

1. tAMEK

PR ANASBE R UE 22 4 1) R 45008 T2 8 S B AS AL, kg B KB M A s
GRATH I A, EHSSHARSEILH 1, JERARSAWIE. Wik 3-5017k, PC
iy (SSH Client) IE47 3 RFSSH2.0 (% /o4, H28#il (SSH Server)
AT AHE R

2. (A E

192.168.0.2/24
VLAN-Interface 1

192.168.0.1/24 _
SSH Client Switch

[&3-5 SSH Server 3 RSA TAERTRYEC & 2B M 5]

3 EMESE

e SSH % %8 &
# ERHAL LA VLAN #2100, FE AL 1P b, F 4% P i) SSH kS
Za bk,

<H3C> system-view

[H3C] interface vlan-interface 1
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SSH 7 3

>

Fic #2541

{4

[H3C-Vlan-interfacel] ip address 192.168.0.1 255.255.255.0
[H3C-Vlan-interfacel] quit

# "E N RSA BN .

[H3C] rsa local-key-pair create

# WA 0 LRSS AAA AR,
[H3C] user-interface vty 0 4

[H3C-ui-vty0-4] authentication-mode scheme

# BCE R ESORF SSH P

[H3C-ui-vty0-4] protocol inbound ssh

# BLE I REVI ) 1 AT 2 20 N 3.

[H3C-ui-vty0-4] user privilege level 3
[H3C-ui-vty0-4] quit

# QI client001, JFHEE ML AN RSA ALk,

[H3C] ssh user client001 authentication-type rsa

AR :

X EEZ KA SSHE P %48 ] SSHE P 5% 2k & i, RSA B4A%T, 5145 4 &89 RSA
ARG B A SR, AN A SR AT FTPITFTP # R B 2R - 385%, L
4 4 public. H #BBEiEHAILEP HRE.,

# EMR 55 d i M SCPE public o N i A4, 2814408 Switch001.

[H3C] rsa peer-public-key SwitchOOl import sshkey public

# )17 client001 #i5E 2+ 1 Switch001.

[H3C] ssh user client001 assign rsa-key Switch001

o SSHZ%JEIACE

# LERCEYIT (BLPUTTYGen A

(1) &84T PuTTYGen.exe, M AR EHHINS o LA ZHFL LS “ SSH2(RSA)”
siifi<Generate>, 7oA E BN .
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SSH O 37 i E A

f PuTTY Eey Generator

Fi1le Key Conwersions Help

ey
Mo key.

Actions

Generate a public/private key pair ﬁenerate

Load an exizting private key file

Save the generated key

Parameters

Type of key to generate:
{2 55H-1 [R54] () 55H-2 RSA, () 55H-2 DSA

Murber of bits in a generated key: 1024

El3-6 EMEFmESR (L

==
0 F=E:

JE 5 A AT e AR T E RS R AR, RAFEAESHRT TR EGETREEF
AR M, TNRBRLNE TG, THATEFES4, LA 3-7.
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SSH O 37 i E A

f PulITlY Eey Generator

Fi1le Eey Conwer=zionz Help

Key
Please generate some randomness by moving the mouse over the blank area.

Actions

Generate a public/private key pair
Load ah existing private key file

Save the generated key

Fararneters

Tupe of key to generate:

MHurmber of bits in a generated key: I:I

E3-7 EERPHEZER (2

BN R, Aidi<save public key>, i ALEME AN SO public, SR .

o PulIIY Eey Generator

File Key Converzionz Help

Ky
Public kev for pasting into Open35SH authorized_keys file:

ssh-iza

AdAABIMzaCT yeZEAAAABIOAAAIEAmBR el TKCK SOHA0200FB 40EqwiH qleca
LQZE I RZwyH 7R AL A1 eyBFMGLAY M pAiothoiR i AM SO TET MMR 3L 95
wOE +ehf 9T f20hBH 22bG AR 2qual g T ReMgik 2w F A/ Kpl21 28 gbz4 2un2t T2 p+ 22 30

= rza-key-21061218
K.ey fingerpnt: | zsh-rza 1024 36:21:Oefb: 46: 9606 42:94:c8:he: 18:6a 90: aa
F.ey comment: |rsa-ke_l,J-2DDB'l 214

Key passphrasze: |

Confirm pagzphrage: |

Actions

Generate a public/private key pair
Load an existing private key file
Sawve the generated key Save public key ] [ Save prvate key ]
Farameters

Type of keyto generate:
() 55H-1 [AS4&) {(®) 55H-2 RSA () 55H-2 DSA

MHurmber of bits in a generated key: 1024

E3-8 EMEFImER (D
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[F3, ritfi<save private key>fFfif fAtH, 3 HE S HE, &R A ORAF B AT ] PR T
HE IR, sidi<Yes>, ARSI, thibSh private.ppk, sl ORAT

PuTTYgen Warning x|

;'r' Are you sure you want ko save this key
[+ without & passphrase to protect it?

El3-9 HMEFmER (4

1R
B h A R EAART G, B R A 0 4R AR AT FTPITFTP 7 X B4 3] IR 45 5% .
XEEEAERRIRS LR EE T TSRS R P % E .,

# T SSH MRS 2% i 1) 42
SSH % i RS E (LA Putty0.58 445D
(1) FIFFPUTTY.exefd)y, HILUIE 3-107 7~ )% 7 i BL & S 10

:_\'\ PulTY Configuration

Categony:
= Sezsion ~ Bazic ophions far your PuT T zession
L_u:ugglng Specify your connection by host name or 1P address
= Terminal
Host Mame [or P addresz) Poit
K.eyboard
Bell [192.168.0.1] | |22 |
Features Protocol:
= Window () Baw (O Telmet (O Rlogin (3 55H
A
PREIANCE Load, save or delete a stored session
Behaviour
Tranzlation Saved Seszionz
Selection | |
Colours

Detault Settings
=~ Connection Laad

[ Load |
1oy
Telnet
Rlogin
= 55H
(=5

Cloge window an exit;

il:l,l;h 0 OrAways (O Never (5 Only on clean exit

Tunnels

(oo [ oo

E3-10 SSH E PR ER® (L

[E:S

7t “Host Name (or IP address) 7 SCAHEF#iy A\ SSH R4 251 IP bk,
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SSH

o 3 H BCEA

(2)

,\1 PuTTY Configuration

Categaon:
=) Sessian /_\ Options cantraling S5H connections
L_u:uggmg [rata to zend o the serer
[=)- Terminal
Kephoard Remnte command:
Bell |
IS Frotocol aphions
= Wwindow
Appearance [] Dan't allocate a preudo-terminal
Behaviour [] Dan't start a shell ar command at al
Translation [] Enable compression
Selection Preferred 55H protocal version:
Calaurs 1 only 1 2 only
=) Connection ) )
Data E ncryption options
Prasy Encryption cipher zelection policy:
Telhet AES [S5H-2 only)
Blowfizh
IDES e
- Dguéarn below here
Auth
gl [T Enable legacy use of single-DES in S5H-2
Tunnels ht

Aol SSH % T i L A T A H sk (¢ Category 7 ) H IR EE 45 B IR
( “Connection” ) ] “SSH” , HILWIK 3-11/ F 1 .

| Open H

Cancel

E3-11 SSH E PR ER® (2

7E “Protocol options” X1+, EFE “Preferred SSH protocol version” Z4[11E

A 2o
(3)

Fiifi “SSH” "N “Auth”

3-10
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SSH

:_\ PulIY Configuration

Categony:
[=I- Sezsion ~ Optiohs controling SSH authentication
o T L.oglglng Authentication methods
E"Ez:huar ; I ] ttempt TIS o ErptoCard.auth [SSHH]
Bell Attempt "keyboard-interactive" auth [S5H-2]
Wi Zeatures Authentication parameters
= m.&?searance [] #llowe agent forwarding
Behaviour [] &llows atternpred changes of uzemame in S5H-2
Translation Private key file for authentication:
Selection |E:‘»key'\private.ppk | [ Browse...
Colours
=) Connection
Data
Prowmy
Telnet
Rlogin
[=- 55H
ke
Auth
®11
Tunnelz bt

[ Open ] [ LCancel

El3-12 SSH Z iR ERE (2)

Hiidi<Browse...>4% 4], HH SCAFEPEE o GRS R0 E 2R 55 d i 1) 2 B0 R R AL
BISCHE, JEEEETR]

(4)

3-11
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o 192.168.0.1 - PuITY

login ient001
Luther ing with public key "rsa-key-Z0070404"

E3-13 SSH & inFfm|

3.1.3 S3600 XM 7L SSH & P im 5% A password TAIERT B BC & 21

1. AR E3k
2 7 T R AT M LA R S B 5 — AL, T SR e 1 X AN BE AR IE 22 4, 0 o
K PR 5 M CRAIE B A S A e () 2 A, A SSHRSEIRIE H 111, IR FH passwordik
e & 3-147k:
. AL SwitchA 1E4 SSH & i, FHRIEAT SSH &k H /444 client001.
. THHL SwitchB 1E ) SSH Jilki4s-4%, 1P Mty 10.165.87.136.
2. HME

Switch B Switch A

SSH Server VLAN-Interface 1 SSH Client
10.165.87.137 /24

WVLAN-Interface 1
10.165.87.136./24

[E3-14 SSH X A A password TAERT AL B 20 W [E

3 EBESE

o B & SwitchB
# AEACHRHL A VLAN 4510, JFR IR 1P Ml R0 % ) e RR K SSH k55
ar Ik
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SSH

>

5 3 H BCEA

{4

<H3C> system-view

[H3C] interface vlan-interface 1

[H3C-Vlan-interfacel] ip address 10.165.87.136 255.255.255.0
[H3C-Vlan-interfacel] quit

# "E N RSA BN .

[H3C] rsa local-key-pair create

# WA 0 LR AAA AR,
[H3C] user-interface vty 0 4

[H3C-ui-vty0-4] authentication-mode scheme

# BCE B ESCRE SSH RN

[H3C-ui-vty0-4] protocol inbound ssh

[H3C-ui-vty0-4] quit

# QUL P cliento01, & HINIE#AS Y abe, Bk SSH, REVI M ) &4
A 3.

[H3C] local-user client001

[H3C-luser-client001] password simple abc

[H3C-luser-client001] service-type ssh level 3
[H3C-luser-client001] quit

# $8e H) client001 [1iAIE 77 A password.
[H3C] ssh user client001 authentication-type password

o fic & SwitchA

#AEASHAL FAIEE VLAN £2 1, 9F 4 500 1P bk, 45 24 SSH iRk %s 43 i) SSH
% i ik o

<H3C> system-view

[H3C] interface vlan-interface 1

[H3C-Vlan-interfacel] ip address 10.165.87.137 255.255.255.0
[H3C-Vlan-interfacel] quit

# 37 3R %4 10.165.87.136 (1 SSH %,

[H3C] ssh2 10.165.87.136
Username: client001

Trying 10.165.87.136 ...

Press CTRL+K to abort
Connected to 10.165.87.136 ...

The Server is not authenticated. Do you continue to access it?(Y/N):y

Do you want to save the server®"s public key?(Y/N):n

Enter password:
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* Copyright(c) 2004-2007 Hangzhou H3C Tech. Co., Ltd. All rights reserved.*

* Without the owner™s prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *
<H3C>

3.1.4 S3600 XX#HlFEE SSH & FPimFr A RSA IAIERT BYEC & 25451

1. tAMEK

M P B A L R S B ) — B AL, W S e 1 X AN B DR IE 2 4, O TR
R PR 8 b AR B (5 B A ey e 4k, A FHSSHRSEELE H 1, FRHRSANIIE.
& 3-15F1 7k

. WL SwitchA 154 SSH % i, HRIEAT SSH &% H F 44 4 client001.
. AL SwitchB 154 SSH Jilk454%, 1P k4 10.165.87.136.

2. A [E

Switch B Switch A
SSH Server VLAN-Interface 1~ SSH Client
10.165.87.137./24

VLAN-Interface 1
10.165.87.136./24

[El3-15 SSH & Fim F RSA TAIERTBYEL & 2H M [E

3 EESE

o fid & SwitchB

# LA LA VLAN 1, JF 0 HAM I 1P Mk, 14 % 7 i 42 i) SSH i d%
Ak

<H3C> system-view

[H3C] interface vlan-interface 1

[H3C-Vlan-interfacel] ip address 10.165.87.136 255.255.255.0
[H3C-VIan-interfacel] quit

# A RSA %8 .

[H3C] rsa local-key-pair create

# BCEH 0 AR AAA IR,
[H3C] user-interface vty 0 4

[H3C-ui-vty0-4] authentication-mode scheme

# VB0 ECRE SSH L.
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>

Fic #2541

{4

[H3C-ui-vty0-4] protocol inbound ssh

# BUE M REVS ) I A 2 4000 A 3.

[H3C-ui-vty0-4] user privilege level 3
[H3C-ui-vty0-4] quit

# QI client001, JHEE LT A RSA AL,

[H3C] ssh user client001 authentication-type rsa

1 RA
XEEES SSHE P54 R RSA B4AT, 7% RSA MAMIEF LR EIRER
W, AREBEFEANLEF % E .

# {ERST A imbe B % ) I ) A, $RE AP FRN Switch001.

[H3C] rsa peer-public-key Switch001

RSA public key view: return to System View with "peer-public-key end".
[H3C-rsa-public-key] public-key-code begin

RSA key code view: return to last view with "public-key-code end".
[H3C-rsa-key-code] 3047

[H3C-rsa-key-code] 0240

[H3C-rsa-key-code] C8969B5A 132440F4 OBDB4ESE 40308747 804F608B
[H3C-rsa-key-code] 349EBD6A BOC75CDF 8B84DBE7 DS5E2C4F8 AED72834
[H3C-rsa-key-code] 74D3404A 0B14363D D709CC63 68C8CEO0 57COEE6B
[H3C-rsa-key-code] 074COCA9

[H3C-rsa-key-code] 0203

[H3C-rsa-key-code] 010001

[H3C-rsa-key-code] public-key-code end

[H3C-rsa-public-key] peer-public-key end

[H3C]

# JJH1) client001 4 5E 22 8] Switch001.

[H3C] ssh user client001 assign rsa-key Switch001

e MiCE SwitchA

#AEASHAL LA VLAN £ 11, JF 4 0GP Mk, 45 4 SSH ik 55 # it i) SSH
% i ik

<H3C> system-view

[H3C] interface vlan-interface 1

[H3C-Vlan-interfacel] ip address 10.165.87.137 255.255.255.0
[H3C-VIan-interfacel] quit

# Al RSA XS

[H3C] rsa local-key-pair create
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# R RSA BHLAAEdE (X H B8 RSA EHLASEE )

<H3C> display rsa local-key-pair public

Time of Key pair created: 05:15:04 2006/12/08
Key name: H3C_Host
Key type: RSA encryption Key

Key code:
3047
0240
C8969B5A 132440F4 OBDB4ESE 40308747 804F608B
349EBD6A BOC75CDF 8B84DBE7 D5E2C4F8 AED72834
74D3404A 0B14363D D709CC63 68C8CE00 57COEE6B
074C0CA9
0203
010001

<[i%>

2 3ERR:

F’ A R EAE, F B RSA THNALIEF TR E 3| IR %55, F7R
SEREE T MR PR E.

%ﬁ @ﬂ

PRIB S

# AT B R4S %% 10.165.87.136 [ SSH i4:#:.

[H3C] ssh2 10.165.87.136
Username: client001

Trying 10.165.87.136 ...

Press CTRL+K to abort
Connected to 10.165.87.136 ...

The Server is not authenticated. Do you continue to access it?(Y/N):y

Do you want to save the server®"s public key?(Y/N):n

* Copyright(c) 2004-2007 Hangzhou H3C Tech. Co., Ltd. All rights reserved.*

* Without the owner®s prior written consent,

* no decompiling or reverse-engineering shall be allowed.

*

*
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<H3C>

3.1.5 S3600 AKX #HLFEE SSH & FimF KA A IFE AR Y B & 24451
1. tAMEK
M P B AT N R G S B ) B AL, W SR X AN BE DR IE 2 4, O TR
PR M CRAE B R A5 S AT e 22 4, I SSHARSEHLE H 1. an i 3-16fT7:
. WL SwitchA 154 SSH % i, HRIEAT SSH &1 H F 44 4 client001.
. AL SwitchB 154 SSH Jilk454%, 1P k4 10.165.87.136.
o KM RSAWNIESX, UUHEeM.
2. A E

Switch B Switch A
SSH Server VLAN-Interface 1 SSH Cliant
1016587 137./24

YLAN-Interface 1
1016687 136./24

El3-16 SSH & i e & 48 M [

3 EBMESE

o B & SwitchB
# LEAZHNL QIR VLAN #2100, IS0 RC 1P Mk, 150 %) simiE % 1 SSH kSS
ar Ik

<H3C> system-view

[H3C] interface vlan-interface 1

[H3C-Vlan-interfacel] ip address 10.165.87.136 255.255.255.0
[H3C-Vlan-interfacel] quit

# 1 1l RSA #91%t

[H3C] rsa local-key-pair create

# BCE 0 AR AAA .
[H3C] user-interface vty 0 4

[H3C-ui-vty0-4] authentication-mode scheme
# BOE M I SCRE SSH MY
[H3C-ui-vty0-4] protocol inbound ssh

# BEE M REVT ) A A 220 3.
[H3C-ui-vty0-4] user privilege level 3
[H3C-ui-vty0-4] quit

# GEH /7 client001, 452 Ak X8 RSA AIE.
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[H3C] ssh user client001 authentication-type rsa

1 RA
XEEES A SSHE P 54 R RSA B4AT, 74 RSA NMAMIEF LR EFRES
S, A RBEBIFANE P #ELE.

# {ERST A im e B 2% ) I ) A, $RE AP Switch001.

[H3C] rsa peer-public-key Switch001

RSA public key view: return to System View with "peer-public-key end".
[H3C-rsa-public-key] public-key-code begin

RSA key code view: return to last view with "public-key-code end".
[H3C-rsa-key-code] 3047

[H3C-rsa-key-code] 0240

[H3C-rsa-key-code] C8969B5A 132440F4 OBDB4ESE 40308747 804F608B
[H3C-rsa-key-code] 349EBD6A BOC75CDF 8B84DBE7 DS5E2C4F8 AED72834
[H3C-rsa-key-code] 74D3404A 0B14363D D709CC63 68C8CEO0 57COEE6B
[H3C-rsa-key-code] 074COCA9

[H3C-rsa-key-code] 0203

[H3C-rsa-key-code] 010001

[H3C-rsa-key-code] public-key-code end

[H3C-rsa-public-key] peer-public-key end

[H3C]

# 7 client001 752 2% Switch001.

[H3C] ssh user client001 assign rsa-key Switch001

[REEY: P
SR X G FGAGERT, IR £ B350 RSA TAUMAMIE BT F THE 5 A b
BRE P %,

# ok S5 aim it RSA EHLAPIEHE GX B A Box RSA LA PIESER D) .

[H3C] display rsa local-key-pair public

Time of Key pair created: 09:04:41 2000/04/04
Key name: H3C_Host
Key type: RSA encryption Key

Key code:
308188
028180
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C9330FFD
FC2D15ES8
EOEA01A2
5C3615C3
024ECF2C
BAF53AF3
C289B7DD
0203
010001

<M&>

2E2A606F
1996422A
4EOF2FF7
E5B3DCI91
28A6A454
63B1FB17
2BEOF7AD

o fic & SwitchA
#AEASHAL LA VLAN $2 11, 4 L0 RC 1P Mk, 45 4 SSH ik 55 # i i) SSH

2 S AL

<H3C> system-

view

3BFD5554 8DACDFB8
OFB6A2A6A A94A207E
B1D31505 39F02333
D41900F0 2AE8B301
C27449E0 46EB1EAF
FO1E4933 OOBE2EEA

[H3C] interface vlan-interface 1

[H3C-Vlan-interfacel] ip address 10.165.87.137 255.255.255.0

[H3C-Vlan-interfacel] quit

# "E N RSA BN .

[H3C] rsa local-key-pair create

# W% RSA EHLAPIEE OX B IER RSA EHLAPIEIE )

<H3C> display rsa local-key-pair public

4D754E86
1E25F3F9
E443EE74
E55B1420
8A918D33
A272CD78

Time of Key pair created: 05:15:04 2006/12/08

Key name: H3C_Host

Key type: RSA encryption Key

Key code:
3047
0240

C8969B5A 132440F4 OBDB4ESE 40308747 804F608B
349EBD6A BOC75CDF 8B84DBE7 D5E2C4F8 AED72834
74D3404A 0B14363D D709CC63 68C8CEO0 57COEE6GB

074C0OCA9
0203
010001

<M&>
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O {5 RB .
Bk REANE, FEK RSA IHANAKIEF LR EF|RES K%, 2 RIRS
e

r’»}‘: T
BomftE e T B P sm B R

# WA B UOAE

[H3C] undo ssh client first-time

O {5RR .
K R EFGFOAGER, F 24 SSH IR 4% 5% 49 RSA ZAVNAMIEF TR ES|E

P .

# 125 ) e B S5 as i I A9, 488 AP PR Switch002.

[H3C] rsa peer-public-key Switch002

RSA public key view: return to System View with "peer-public-key end".
[H3C-rsa-public-key] public-key-code begin

RSA key code view: return to last view with "public-key-code end".
[H3C-rsa-key-code] 308188

[H3C-rsa-key-code] 028180

[H3C-rsa-key-code] C9330FFD 2E2A606F 3BFD5554 8DACDFB8 4D754E86
[H3C-rsa-key-code] FC2D15E8 1996422A OF6A2A6A A94A207E 1E25F3F9
[H3C-rsa-key-code] EOEA01A2 4EOF2FF7 B1D31505 39F02333 E443EE74
[H3C-rsa-key-code] 5C3615C3 E5B3DC91 D41900F0 2AE8B301 E55B1420
[H3C-rsa-key-code] 024ECF2C 28A6A454 C27449EO0 46EB1EAF 8A918D33
[H3C-rsa-key-code] BAF53AF3 63B1FB17 FO1E4933 OOBE2EEA A272CD78
[H3C-rsa-key-code] C289B7DD 2BEOF7AD

[H3C-rsa-key-code] 0203

[H3C-rsa-key-code] 010001

[H3C-rsa-key-code] public-key-code end

[H3C-rsa-public-key] peer-public-key end

[H3C]

# AR ) i LA 8 R I IR S5 A  ) EAL AP PR
[H3C] ssh client 10.165.87.136 assign rsa-key Switch002
# 7 3 45 #% 10.165.87.136 1] SSH i&E#: .

[H3C] ssh2 10.165.87.136
Username: client001

Trying 10.165.87.136 ...

Press CTRL+K to abort
Connected to 10.165.87.136 ...
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1.1.1 B7SEBANSEATY

1. BTSHH

PR, WL, A LA, GG AR BN . R T
G EN T T

2.RIP

P BT LU AR oL, XF i i as (1) CPU SN AE PR BEAS R ARBRURS, 3& &b /N 2%
W A BE R 1 s JC I AU R AR it e A 0 el R B e S i R P S 1)
BRI, T RER S I Y 25 B U

3. OSPF

FOE LERR 2%, Xk thas i) CPU LA PEREEOR By, 1A Rh R 4% . i8R
FER, AR MR s PR (0 e SRR XA o), S o SR P

4. BGP

Mo LLAC R %, RIBATHE AS Z 18] (it il o AT AR S0 AT K IR 6 SRS 42
i, AR ER S d A B BAT e REvE . RRUEE. AT RENE.

1.1.2 7SR WL A PRI A

#1-1 H3C RIIZ A ZHFF RS A LTI R

iz dz2Ryi80d
RIP OSPF BGP
RS
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1.2 BcEt5r

W RR:
o ZALE 35 HVA S5600 £ 7! ZIRHLA fi .
° %@i&ﬁ/1%?'@51’%‘%“)’17&%}1x%#%ﬁ;‘%‘ﬂﬂ‘ﬁ"él’\/?\‘%ﬂﬂ}

1.2.1 BEEESEN

F1-2 BEEESEN

BEES ¥ 2H 15 BA
AR S i 1.2.2
RIP Jil & 1.2.3
OSPF [it & 1.2.4
BGP il & 1.2.5

1.2.2 BSHKHEE
%13 BEHSHE
1R1E ®% i3 8

HARZIE | system-view

ip route-static ip-address { mask |

mask-length } { interface-type Ik
it L A B interface-number | next-hop } SR ENLTR, R80T LLIRE 3
R [ preference preference-value ] [reject | | =4y b5 & dy 28 15 5% 1 T W %
blackhole ] [ detect-group group i
number ] [ description text ]
1.2.3 RIPEB.E&
#1-4 RIPEREERS
BEES 15 BA EA
RIP ZEA M Wik 1.2.3 1.
BeE RIP [MEEA L fie Jic B I TARRAS LIPS 1.2.3 2.
e B RIP ffR A Ak 1.2.3 3.
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H

1 Bl

BEEES 15t AR HHERE
C 4 11 F B o 2 CIpv 1.2.3 4.
ALE RIP (Mg RS CIpv 1.2.3 5.
A8 11 RIP $2 EHLES th Al ik 1.2.3 6.
i RIP 2% 5 2 LB RIP $MS s R A R b AT I8 | wrike 123 7.
FLHE RIP PR A5 2 Cips 1.2.3 8.
HC ' RIP ZEAN[FlH: LV 2 )i 5540 040 | Wl 1.2.3 9.
BE'E RIP [R5 NN A & CIpv 1.2.3 10.
il & RIP & B 4% CIpv 1.2.3 11.
He E K23 1 ik 1.2.3 12.
AR RIP ¥ 2% o RIP-1 45 SCIK) & e & Cips 1.2.3 13.
Fe & RIP-2 ) SCAIIAIE T 50 A 1.2.3 14.
Tie B RIP 4B nf ik 1.2.3 15.
1. RIP EAXEE
%*1-5 B RIP, FEETERIMEIERE RIP
R1E we 15 R
HWARGEAE system-view
A3 RIP JEHEA RIP #L] rip Wik

FEFRE M B B AR RE RIP

network network-address

BRI, EOEH RIP

2. EBEEOMITERS

*1-6 MEZOMITERS

BRIE we bz
HWARFEAE system-view
. NN interface interface-type
BN interface-number
SV BRI RIP JEFHRSC | rip input ——
FVFFE DR RIP SR IC | rip output BUR LR, foVEEE L R
SVFBE LR RIP rip work I RIP $3
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3. B E RIP Bk A S
*1-7 BLE RIP RAS

BRAE W it AR
ARG system-view

interface interface-type
interface-number

BEAFZ AL

b3k
B, Ol RIP-1 A
RIP-2 [Pl 3¢, Hki% RIP-1 4k 3.
MECE B RA S RIP-2 1, [F]
AT LR s S M 3% 7 5

rip version {1]2

HiE B FSATH RIP A [broadcast | multicast]}

4. BEBEEOMMMNEEE
%£1-8 REBHEOMMMESE

BE we WA
HARFZIE system-view
" - interface interface-type
AR interface-number
nlik
B A BRI ; . -
lﬁ;’uﬁ Ef;?& U fip metricin value BT, RIP 7 el 30 4
‘ S0 T B I ey 2 BB R O
Al
154 1 AE R A % H S . .
ﬁiﬁé{? I tip metricout value BRI, RIP AR AR T4

S ED B b AR 1

5 BERPHKHEES
#1-9 BEE RIP HIRHBES

BRIE we 158 AR
HWARGEIAE system-view -
HEA RIP LK rip -
it RIP-2 E5hE %4 | summary LIk |
AT, RIP-2 )5 H B3RS 6k
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6. 2 1F RIP EUWEH A

£1-10 1 RIP EW EH KA

HRAE we i3t BA
ARG system-view
HEA RIP LK rip
AR LS th undo host-route Bk
RS L R, VRS g AL

7. xR SR R AR BT
F1-11 REXMNZWHELHRIEERESHTIIE

1BRAE we WiEA

HANRGME | system-view

HEARIPHME | rip
filter-policy { acl-number | ip-prefix Wik
ip-prefix-name [ gateway ip-prefix-name] | ,. . ... ,

o | route-policy route-policy-name } A %%T;RI? AXXHL%WE@

BB | imoort B p 13 B AT L

TR {1 gateway 211 fn 41
filter-policy gateway ip-prefix-name Sk B I 8 e ik &
import A {1 ¢ v A5 B HEAT AL
filter-policy { acl-number | ip-prefix
ip-prefix-name } export [ protocol ] Wik

TR AT B HH A

= BT o g [ process-id ] BB, RIP AN & A )
filter-policy route-policy % A BT I vk
route-policy-name export

8. Bt & RIP thil &%
%1-12 BLE RIP it kR
1BRAE we WiEA
HEANRG K system-view
#H A RIP FLE rip

BE RIP PRI ILSE 2

preference value

BN 100
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9. BtE RIP EARREZEOZERES M2
*1-13 BEEE RIP ZEFREZEOZBREEM HIE

BRIE W ]
ARG system-view

HA RIP FLE

rip

B E RIP 7EAN [R5 1 2 6]t

A

traffic-share-across-interf
ace

ik
HAENT,
traffic-share-across-interf
ace b TRMPIRA

10. RIP S ASMEREEHIER
#1-14 B E RIP 3INMBEEAER

1R1E we iR
HEANRG system-view
HEN RIP H1L & rip
eI ANEA R | default cost value i
AR 1
import-route protocol Dk
51 A 1 L eeerioy oSt YAl brocessia marinasIn
route-policy-name J* ospf # HH I H
11. fic & RIP EBT 8§
#*1-15 & RIP ERY &R
#BRIE we iR
ARG system-view

PN RIP MLE

rip

FC & RIP EIN d& FE

timers { update
update-timer | timeout
timeout-timer } *

B FE R, Update @I 2345 : 30
b, Timeout E I 2${H: 180 b

12. BEEKFESE

31-16 BLEKTESE

BRIE we iR
HWARGEAE system-view
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Bl

1 Bl

1RIE we

AR

interface interface-type

ENZIBLE interface-number
SRS 53 rip split-horizon BATEILT, B % RIP I

AR5 1

13. Bt & RIP-1 iR CHIEHEE

#1-17 B E RIP-1 X EEHE

BR1E me Wt BR
HARGMIE system-view
A RIP FLE rip

X RIP-1 /3Lt iTRr & | checkzero

Ba 0L, RIP-1 #E4T 2 75

14. B2 & RIP-2 3R CEIAIEA R

#1-18 BLE RIP-2 i XAIAIEA T

BRIE W iR
HWARFEAE system-view

interface interface-type
interface-number

BEAFZ AL

rip authentication-mode
AL RIP-2 3N | { simple password | md5
UFE 7 5 { rfc2453 key-string |
rfc2082 key-string key-id } }

I A E MDS5 A LE, W) 2R & MD5

FAEARIER

o rfc2453 KM L FTFEH RFC2453
JHE BRSO X

o rfc2082 R L FTFH RFC2082
JH 2 R SO X

15. it & RIP 4B /@

F+1-19 BLE RIP 48

BRIE we AR
HARFZIE system-view

#HA RIP FLE rip
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aall W A
& 4 . WERAEA SR AL IR SO B % Fis AT
& RIP 48 )& peer ip-address RIP. TR L iEs RIP HAT
WHEOLT, RIPATH el bk k& sr

1.2.4 OSPFELE

£1-20 OSPFEE]LS

BEEES 1t AR B E
i & OSPF A Lhfig Wik 1.2.4 1.
fic & OSPF [f1X 851 GIpZs 1.2.4 2.
WiC B OSPF 4 1 b 44 6 7Y Ak 1.2.4 3.
e & OSPF IR £ KM | it & NBMA P45 (1141 Ciped 1.2.4 4.
fil & OSPF #: 1) DR k5t 4 Cipvd 1.2.4 5.
i & OSPF I K& Ali% 1.2.4 6.
FiC & OSPF 2 1) i HH 2R AT 3 0k GIpZs 1.2.4 7.
il OSPF [ = . | MCT OSPF [{ e T [P 1.2.4 8.
Fe WL OSPF P i fi k4 M | 1.24 9.
WiC B OSPF 547 it th i 45 3 Cipd 1.2.4 10.
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route-policy-name export

BTG OL R s ANRE X SR
f1 ¢ £ ST

13. fii & BGP RH R 5728

%1-54 B.E BGP B R 5188

BRAE g EER
HARFZIE system-view
HEN BGP 41 H bgp as-number

1-24



H3C {ikifi LA 94 A4 AL i 20 e 5 52 7]

H

1 Bl

1RIE

A
AP <

15t AR

E R A LA Ay 6 o SO 5% »
FHoRewS AR LA DAy i 1 B
(K

peer group-name
reflect-client

SRATEOUT , BOA O
VIR Y & R

fERE ) HLZ 8 eSS

reflect between-clients

Ak
BAENOUR, RVFR IR
f 3 £ St

P % B S s (R B 1D

reflector cluster-id
cluster-id

Al ik
BB OLUR, RN ) A
A AL ID A&
B ID

14. Bic & BGP BxE8

%1-55 BLE BGP Bx22

1.2.6 HRHAKRKEE

B®AE i A
HEANRG K system-view
X BGP fL K bgp as-number
N confederation id
A LI 1D as-number Wik
BGP Bt 13 . e
A fee— A confederation BBl N, A E B 1D,
AL T peer-as ARERETHENFARARSR
©TEHE RS as-number-list
federati “E
, v e - confederation
EEE%EE@,%@/H— nonstandard @%%\[\%—%‘F’ EEEE"JEK%—%
RFC1965 — %
F1-56 HHAKKEERS
FEEESH 15 AR ML E
fiL'E IPv4 Ml grgR 51 % Al ik 1.2.6 1.
Ao &t k2R Bl E AS H1251% nlik 1.2.6 2.
[ REI RN RS Al ik 1.2.6 3.
G152 2% Fh 5K W 0)Svis 1.2.6 4.
JiC E B P SR fit & if-match 711 Al ik 1.2.6 5.
fic & apply T 1P 1.2.6 6.
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1 Bl

1. B2 B IPv4 it g5 %

$%1-57 BE IPv4 BT 5%

BRAE we ]
ARG system-view

M IPvA HbI 54551 %

ip ip-prefix ip-prefix-name

[ index index-number ]

{ permit | deny } network len

[ greater-equal greater-equal |
less-equal less-equal ]

BAETOLT , AN e ik Hr 4%
HFR.

2. BLE AS i&12%3%

#1-58 BLE AS BIEFIR

BR1E we i3t AR
HWARFEAE system-view
ip as-path-acl acl-number i
Bl E AS H125% { permit | deny } BBTERR, WA X AS B

as-regular-expression

(EYIES

3. R EFAKE MY

#1-59 MERAKEETIR

1R1E we A
HARFZIE system-view
ip community-list
basic-comm-list-number T3k
rEitkmwmsik | e Ay AR e ke sop
no-export-subconfed | g k53
no-advertise | no-export J*
ip community-list Tk
Tic 5 25 20 [ R 91 2 adv-comme-list-number B, KAE BGP

{permit | deny }
comme-regular-expression

CHERTIE

4. B XK

31-60 €I R KRG

BRIE we il
HARFZIE system-view
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1 Bl

#BRAE we i3t BB
route-policy Wik
B B b 5 s route-policy-name { permit |

deny } node node-number

A TTOLT , AR S

5. it & if-match Ff]

#1-61 EE If-match Fa]

VCTE % SRS 1 1P Mtk v [

#BRAE we 1t AR

HWARFEAE system-view

route-policy
HEN B £h 3w AL route-policy-name { permit |

deny } node node-number
VAL BGP # i1 B ¥ AS # | if-match as-path T
1238k as-path-number

if-match community
VLHC BGP {5 B A8 | { basic-community-number Tk
5 [whole-match ] |

adv-community-number }

Clpvs

if-match { acl acl-number |
ip-prefix ip-prefix-name }

BB OLR , ASVCHC S i 26
1 1P Huhilk- v

Al ik

DCC B o £ G 1 6 eh O if-match cost value NI !
(1 #6 £h T4
if-match interface ik
DEC % b G H 3 interface-type BUA TSR, UG 1

interface-number

(¥t 2

DEACE 5 R — Bk

if-match ip next-hop { acl
acl-number | ip-prefix
ip-prefix-name }

Ak
A TTOUT  AULECEE 5 B
Bk

VL OSPF 6 i 3 B i
i,

if-match tag value

Al 1k
BT, AULE OSPF
% H A 5 AR g ek

6. BL & apply FHl

%<1-62 BLE apply FaI

1BR1E we i3t BB
ARG system-view
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1 Bl

HR1E we i
route-policy
HEN B £h o e AL route-policy-name { permit |

deny } node node-number

£ BGP #1115 &1 as-path

apply as-path as-number-1

b o o [ as-number-2 nik
RAVATINANFGE ) AS 5 [ as-number-3 ... ]]
apply community { none |
o g [aa:nn]
E/fiep B i {5 R R E A 4 [ no-export-subconfed | Al ik
T no-export | no-advertise J*
[ additive ] }
e B et apply ip next-hop N
TE 7 AR S — Bkl ip-address AT ik
B ¥ BGP ¥ s S AL | apply local-preference A
e local-preference
Al

P A % A5 R T A 1R apply cost value BB R, RRCE S

¢ £h T4
o S 5 apply cost-type [ internal | N
P i 17 R A i AR 2 external | CIEe
w2 e o | @PPIY origin {ligp | egp

HC . BGP i 5 L i e st as-number | incomplete } CIpd
CIpv

(LS AEER EYENIO ATRE apply tag value BT, ABCE OSPF
e e A B I b ac ik

1-28



H3C {ikifi LA 94 A4 AL i 20 e 5 52 7]
i o5 2 5 MR 24

H2E LRI E 2

Wi RA
WA Fe F 2545 vh S5600 £ 71 AR

2.1 BEVECE 24

2.1.1 FSIKHMAAE
1. A EK

(1)  FRHT

HEANTY T P 2% T BAT R AN R TR RENS T, M2 A TR o AR, A
Ay AR KR M AT B4 T BRAESNAT 1 B s AN SR sl i i
AR it SR R A AT, T AR s e SRS R 46 2 T FLE

(2) LR
WA AR, vk dn B 2-10 s M 45 3 40 18

Host A

1.15.2/24

1.1.1.1/24

Switch A Switch B

.1.1.2/24 1.1.42/24

Host C Host B

El2-1 FH7SEE AL & 2615140 W [

2. BESRE
AZHHL R C B D R
# WCE LUK AL Switch A A% i
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<SwitchA> system-view

[SwitchA] ip route-static 1.1.3.0 255.255.
[SwitchA] ip route-static 1.1.4.0 255.255.
[SwitchA] ip route-static 1.1.5.0 255.255.

# W LUK AL Switch B I A%

<SwitchB> system-view

[SwitchB] ip route-static 1.1.2.0 255.255.
[SwitchB] ip route-static 1.1.5.0 255.255.
[SwitchB] ip route-static 1.1.1.0 255.255.

# WE LUK M AZ #el Switch C FR S .

<SwitchC> system-view
[SwitchC] ip route-static 1.1.1.0 255.255.
[SwitchC] ip route-static 1.1.4.0 255.255.

THL LA &AL IR:

255.
255.0
255.0

255.0
255.0
255.0

255.
255.

#AEEHLA BRCERE MY 1.1.5.1, EAKHL & # .
#AEEN B EECERA KA 1.1.4.1, HAKEE I,
#7EENL C LRCHE NN 1.1.1.1, HAKE & .

2 R T AT AL DA K R A e L 1) 2 i 9 P L3

2.1.2 RIP BAEIfl &

1. tAME K

(1) R

FENTY TP P28 T BT RN L IR RENS T, W ER B LA/ e 7T BB

F A& N 244 $h Ak, FRAR A T4y TAFE & .

HAE P 753K SR P S8 A8, 1B HE RIP s BSOS B0 7 19 2 2 [R] T3

(2) PSR
A sk, vt B 2-2Fr s M 28 40 0 I
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Vlan-int 2 | |
Switch A
Ethernet
Vlan-int 1
Switch C Switch B
VanntJ I I I Vlan-int 3
& #Euo IP ik P o IP 3tk
Switch A Vlan-intl 110.11.2.1/24 Switch B Vlan-int1  110.11.2.2/24
Vlan-int2 155.10.1.1/24 Vlan-int3  196.38.165.1/24
Switch C Vlian-intl 110.11.2.3/24
Vlan-int4 117.102.0.1/16

2. BESE

E2-2 RIP B8 it & 2H W [&]

AR

ATFHEE, RI1HT 5 RIPABR MR, ERTTIREZN, FAARAKHN
MRS ER TAE, H& VLAN 0 P bk €28 E TR,

(1) HdE Switch A
# i E RIP,

<SwitchA> system-view
[SwitchA] rip

[SwitchA-rip] network
[SwitchA-rip] network

(2) & Switch B
# U E RIP.

<SwitchB> system-view
[SwitchB] rip
[SwitchB-rip] network

[SwitchB-rip] network

(3) Mt Switch C
# L& RIP,

<SwitchC> system-view
[SwitchC] rip
[SwitchC-rip] network

110.11.2.0
155.10.1.0

196.38.165.0
110.11.2.0

117.102.0.0
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[SwitchC-rip] network 110.11.2.0
2.1.3 OSPF HY DR H#EIf &
1. AT K

(1) wko

S P R BRI SRR M S, Sl OSPF SeBLM%6 2 T, i T R of
B MR %57, 754 DRIBDR B GRG0 W4 AR, PRAL PR 20 Lb B3 .
T4 hPERE AR B 4 4511305 DR/BDR %2,

B sk M AR, B i PR S ST P R

2) MM

AP sk, B 1 2-3FT R M

Switch A Switch D
DR
Vlan-intl Vlan-intl
Vlan-intl Vian-int1
BDR
Switch B Switch C
& Mo IP Ho bt Router ID o4 kK
Switch A Vlan-intl 196.1.1.1/24 1.1.1.1 100
Switch B Vlan-intl 196.1.1.2/24 2.2.2.2 0
Switch C Vlan-intl 196.1.1.3/24 3.3.33 2
Switch D Vlan-intl 196.1.1.4/24 4.4.4.4 1

E2-3 BLE OSPF &Y DR jZ#FH M E

2. RESR
# IiC & Switch A

<SwitchA> system-view

[SwitchA] interface Vlan-interface 1
[SwitchA-Vlan-interfacel] ip address 196.1.1.1 255.255.255.0
[SwitchA-Vlan-interfacel] ospf dr-priority 100
[SwitchA-Vlan-interfacel] quit

[SwitchA] router id 1.1.1.1

[SwitchA] ospf

[SwitchA-ospf-1] area O

[SwitchA-ospf-1-area-0.0.0.0] network 196.1.1.0 0.0.0.255

# fid & Switch B

<SwitchB> system-view
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[SwitchB] interface Vlan-interface 1
[SwitchB-VIan-interfacel] ip address 196.1.1.2 255.255.255.0
[SwitchB-VIan-interfacel] ospf dr-priority O
[SwitchB-VIan-interfacel] quit

[SwitchB] router id 2.2.2.2

[SwitchB] ospf

[SwitchB-ospf-1] area O

[SwitchB-ospf-1-area-0.0.0.0] network 196.1.1.0 0.0.0.255

# i & Switch C

<SwitchC> system-view

[SwitchC] interface Vlan-interface 1
[SwitchC-VIan-interfacel] ip address 196.1.1.3 255.255.255.0
[SwitchC-Vlan-interfacel] ospf dr-priority 2
[SwitchC-Vlan-interfacel] quit

[SwitchC] router id 3.3.3.3

[SwitchC] ospf

[SwitchC-ospf-1] area O

[SwitchC-ospf-1-area-0.0.0.0] network 196.1.1.0 0.0.0.255

# fid & Switch D

<SwitchD> system-view

[SwitchD] interface Vlan-interface 1

[SwitchD-VIan-interfacel] ip address 196.1.1.4 255.255.255.0
[SwitchD-VIan-interfacel] quit

[SwitchD] router id 4.4.4.4

[SwitchD] ospf

[SwitchD-ospf-1] area O

[SwitchD-ospf-1-area-0.0.0.0] network 196.1.1.0 0.0.0.255

7t Switch A 1217 display ospf peer K27~ OSPF 2 )&, V& Switch A =4~
BB

A IR AR 2 full, DR Switch A 552 (AR A4 5T 1 148 B2 Switch
ARt Switch C A28 55 W 2 Hh 1R T A ACBLIE AR 82, A BE 23 70 78 24 2% (1) DR A
BDR) . Switch A JEM%Z () DR, 1fi Switch C /& BDR. & )48 m#k &
DRother GXEMAEAIBEAL DR, WA BDR) &

# ¥4 Switch B L5644k 200

<SwitchB> system-view

[SwitchB] interface Vlan-interface 1

[SwitchB-VIan-interfacel] ospf dr-priority 200

7t Switch A 11217 display ospf peer K27~ OSPF £t J&, & Switch B L5
g% 7y 200; {HEIEAE DR.
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925 A E A

HAEMIAER DR REMS L TG, DR A48, Sefi Switch A, 7 Switch D
1217 display ospf peer fir & 1] BoR4B)E, R ASKZE BDR [ Switch C ih T
DR, 3 H. Switch B BLfEi A T BDR.

A 2% TR A A BB RS E G XTI, Switch B ity DR (ILE4N
200) , Switch Ak 7 BDR (562N 1000 o S A bl 1 58T 5 31
XAEAR &R —MHr K DR/BDR £ %

2.1.4 OSPF [EEiERLE

1. HMEK

(1) KM

MM 451817 OSPF SEBLM 4 Bl W45 A = AR, — /TR, AN
WXk (Areal. Area2) . 5@ X (Area2) JoikGa 1 Xk HEAHE,
Al 54— A X (Area 1) N Ay Bk S & T IX I8 E B B
Wm X S (Area 2) figl 5 55 Fh A X I8 H Jd

HRA P 7 3K SO P s A8, P ok Sl X 4 (Area 2) 5+ X ik
B &R

(2) ML
WP sk, Bt K& 2-4F s Mg 3 A

Switch A Areal Switch B
Vlan-int2
Virtual link
. Vlan-intl
Vlan-intl
Area 0 AT
&% #o IP #bik Router ID
Switch A Vlan-intl 196.1.1.2/24 1.1.1.1
Vlan-int2 197.1.1.2/24 -
Switch B Vlan-intl 152.1.1.1/24 2.2.2.2
Vlan-int2 197.1.1.1/24

E2-4 BLE OSPF EH:ILHME

2. BESE

(1) Ad'E OSPF R:AThAE
# i E Switch A,

<SwitchA> system-view
[SwitchA] interface vlan-interface 1
[SwitchA-VIan-interfacel] ip address 196.1.1.2 255.255.255.0
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[SwitchA-VIan-interfacel] quit

[SwitchA] interface vlan-interface 2
[SwitchA-VIan-interface2] ip address 197.1.1.2 255.255.255.0
[SwitchA-VIan-interface2] quit

[SwitchA] router id 1.1.1.1

[SwitchA] ospf

[SwitchA-ospf-1] area O

[SwitchA-ospf-1-area-0.0.0.0] network 196.1.1.0 0.0.0.255
[SwitchA-ospf-1-area-0.0.0.0] quit

[SwitchA-ospf-1] area 1

[SwitchA-ospf-1-area-0.0.0.1] network 197.1.1.0 0.0.0.255
[SwitchA-ospf-1l-area-0.0.0.1] quit

[SwitchA-ospf-1] quit

# i & Switch B.

<SwitchB> system-view

[SwitchB] interface Vlan-interface 1
[SwitchB-VIlan-interfacel] ip address 152.1.1.1 255.255.255.0
[SwitchB-Vlan-interfacel] quit

[SwitchB] interface Vlan-interface 2
[SwitchB-VIlan-interface2] ip address 197.1.1.1 255.255.255.0
[SwitchB-Vlan-interface2] quit

[SwitchB] router id 2.2.2.2

[SwitchB] ospf

[SwitchB-ospf-1] area 1

[SwitchB-ospf-1-area-0.0.0.1] network 197.1.1.0 0.0.0.255
[SwitchB-ospf-1-area-0.0.0.1] quit

[SwitchB-ospf-1] area 2

[SwitchB-ospf-1-area-0.0.0.2] network 152.1.1.0 0.0.0.255
[SwitchB-ospf-1-area-0.0.0.2] quit

# 7~ Switch A i) OSPF % tH%% .

[SwitchA] display ospf routing

OSPF Process 1 with Router ID 1.1.1.1
Routing Tables

Routing for Network

Destination Cost Type NextHop AdvRouter Area
196.1.1.0/24 10 Stub 196.1.1.2 1.1.1.1 0.0.0.0
197.1.1.0/24 10 Net 197.1.1.1 2.2.2.2 0.0.0.1

Total Nets: 2
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Intra Area: 2 |Inter Area: 0 ASE: O NSSA: O

1L RA

© T Area2 X H 5 Area0 A #4814, Frvk Switch A 4934 b & F 5 A Area2 ¥ 493&

28

(2) BOEMBEIERE.

# L E Switch A

[SwitchA] ospf

[SwitchA-ospf-1] area 1
[SwitchA-ospf-1-area-0.0.0.1] vlink-peer 2.2.2.2
[SwitchA-ospf-1-area-0.0.0.1] quit
[SwitchA-ospf-1] quit

# i & Switch B,

[SwitchB-ospf-1] area 1
[SwitchB-ospf-1-area-0.0.0.1] vlink-peer 1.1.1.1
[SwitchB-ospf-1-area-0.0.0.1] quit

# 7~ Switch A i) OSPF % tH% .

[SwitchA]ldisplay ospf routing

OSPF Process 1 with Router ID 1.1.1.1
Routing Tables

Routing for Network

Destination Cost Type NextHop AdvRouter
196.1.1.0/24 10 Stub 196.1.1.2 1.1.1.1
197.1.1.0/24 10 Net 197.1.1.1 2.2.2.2
152.1.1.0/24 20 SNet 197.1.1.1 2.2.2.2

Total Nets: 3
Intra Area: 2 Inter Area: 1 ASE: O NSSA: O

AT LAE ], Switch A L4223 T Area2 [fi# H 152.1.1.0/24.
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2.1.5 BiE BGP EtEEE 14

1. AMEK

(1)

kAT

TR PN KA AS, AS F1ia1T BGP Hhill. BEE AS MBI K, IBGP *f

FRSIERN,

HIT BGP {5 (K119 2% R ISIRBE 2 S8 0. ™ iy AN S i v 46 A

PEREZAAT T, HIU IBGP W& A%TE, FRIk BGP X[ # & CPU Al M 25 T Y5 1 #E
M sk, LN BGP H ¥ RS0 hE W @ T sz Bl ik

(2)

¥ 2 Lkl

MR A, sk dn B 2-5 0 M 25 4 40 18

AS 1001

AS 200

Switch A

VLAN-int 10

AS 1002
Switch B 35"2

Switch E

VLAN -int 30

AS 1003

VLAN-int 20

Switch C

IP 3b.4k
172.68.10.1/24
10.1.1.1/24
172.68.10.2/24
172.68.10.3/24
172.68.1.1/24
156.10.1.1/24
172.68.1.2/24
156.10.1.2/24
8.1.1.1/24

E2-5 BLE B ARG ERE M E

K& #u
Switch A Vlan-int 10
Vlan-int 50
Switch B Vlan-int 10
Switch C Vlan-int 10
Vlan-int 20
Vlan-int 30
Switch D Vlan-int 20
Switch E Vlan-int 30
Vlan-int 40
(3) FCE N

Switch D
AS 100

AS

100

200

¥ AS 100 R 73 A =T HIG RS, 40404 AS 1001, AS 1002, AS 1003:
AS 1001, AS 1002, AS 1003 Z|i]iz417 EBGP;
AS 1001, AS 1002, AS 1003 P &Bg: 4%,
AS 100, AS 200 2 [i]iz1T EBGP.

2. BESE

# Bl & Switch A,
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<SwitchA> system-view

[SwitchA] bgp
[SwitchA-bgp]
[SwitchA-bgp]
[SwitchA-bgp]
[SwitchA-bgp]
[SwitchA-bgp]
[SwitchA-bgp]
[SwitchA-bgp]
[SwitchA-bgp]

1001

network 10.1.1.0 255.255.255.0

confederation id 100

confederation peer-as 1002 1003

group confedl1002 external

peer 172.68.10.2 group confed1002 as-number 1002
group confed1003 external

peer 172.68.10.3 group confed1003 as-number 1003
quit

# i & Switch B.

<SwitchB> system-view

[SwitchB] bgp
[SwitchB-bgp]
[SwitchB-bgp]
[SwitchB-bgp]
[SwitchB-bgp]
[SwitchB-bgp]
[SwitchB-bgp]

1002

confederation id 100

confederation peer-as 1001 1003

group confed1001 external

peer 172.68.10.1 group confed1001 as-number 1001
group confed1003 external

peer 172.68.10.3 group confed1003 as-number 1003

# It & Switch C.

<SwitchC> system-view

[SwitchC] bgp
[SwitchC-bgp]
[SwitchC-bgp]
[SwitchC-bgp]
[SwitchC-bgp]
[SwitchC-bgp]
[SwitchC-bgp]
[SwitchC-bgp]
[SwitchC-bgp]
[SwitchC-bgp]
[SwitchC-bgp]

1003

confederation id 100

confederation peer-as 1001 1002

group confed1001 external

peer 172.68.10.1 group confed1001 as-number 1001
group confed1002 external

peer 172.68.10.2 group confed1002 as-number 1002
group ebgp200 external

peer 156.10.1.2 group ebgp200 as-number 200
group ibgpl003 internal

peer 172.68.1.2 group ibgpl003

# i & Switch D,

<SwitchD> system-view

[SwitchD] bgp
[SwitchD-bgp]
[SwitchD-bgp]
[SwitchD-bgp]

1003

confederation id 100

group ibgpl1003 internal

peer 172.68.1.1 group ibgpl003

# I & Switch E.

<SwitchE> system-view
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[SwitchE] bgp 200

[SwitchE-bgp] network 8.1.1.0 255.255.255.0

[SwitchE-bgp] group ebgpl00 external

[SwitchE-bgp] peer 156.10.1.1 group ebgpl00 as-number 100
[SwitchE-bgp] quit

# 7k Switch E 1) BGP % ik

[SwitchE] display bgp routing

Flags: # - valid ~ - active 1 - internal
D - damped H - history S - aggregate suppressed
Dest/Mask Next-Hop Med Local-pref Origin Path
#~ 8.1.1.0/24 0.0.0.0 0 100 1GP
#~ 10.1.1.0/24 156.10.1.1 0 100 1GP 100

Routes total: 2
# 7k Switch A [1) BGP # 13,

[SwitchA] display bgp routing

Flags: # - valid ~ - active 1 - internal
D - damped H - history S - aggregate suppressed
Dest/Mask Next-Hop Med Local-pref Origin Path
1 8.1.1.0/24 156.10.1.2 0 100 I1GP (1003) 200
#~10.1.1.0/24 0.0.0.0 0 100 I1GP

Routes total: 2
R4 W fEG BT LU 1, F BIG REE AR A 15 . b TBCRIAMBI B iE
REMES (Bl Switch BED FECHAE N — BB RS, Ahese BN+
E?ﬁ?\éb %‘4@\0
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2.1.6 B.E BGP iRH R 572%

1. AMEK

(1) TR

FH A A K AS, AS HiEfT BGP hill. PEE AS MK, IBGP Xt
SERBCR S, H T BGP lAE 1M 4% R IsINRE 2 . FH P A A I A AR
PERESCIETS, HIUk IBGP X &5 fA% s, [k BGP X ¥4 CPU F1M 4% Tt (1 #E
AN, ZAS Y, IBGP X AR 8] $5 R 3 4 HLEE

R P T KA 2538558, P BGP i i e S 2% 7 i 2 H - /7K.

(2) MR

WP sk, vk K 2-6 T~ Mg dh b I .

Router
Reflector

VLAN-int100

Switch A

VLAN -int3

VLAN-int2

AS 100
Switch B AS 200 Switch D

K& o IP ¥k AS
Switch A Vlan-int 100 1.1.1.1/8 100

Vian-int 2 192.1.1.1/24
Switch B Vlan-int 2 192.1.1.2/24

Vlan-int 3 193.1.1.2/24
Switch C Vlan-int 3 193.1.1.1/24 200

Vlan-int 4 194.1.1.1/24
Switch D Vlan-int 4 194.1.1.2/24

E2-6 B E BGP B%H & 5185 Ao 4E W &
(3) it E M

o AS 100 5 AS 200 x}45 ik [njiz4T EBGP, i 1.0.0.0/8 M E;
e  AS200 XAk [HIZAT IBGP, AS MZHH M % R MR Fh 454 v de i 4%
YE R % B e, HAth e & AE A& L.

2. BEELR

(1) A& Switch A

<SwitchA> system-view
[SwitchA] interface Vlan-interface 2

[SwitchA-VIan-interface2] ip address 192.1.1.1 255.255.255.0
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[SwitchA-VIan-interface2] interface Vlan-interface 100
[SwitchA-VIan-interfacelO0] ip address 1.1.1.1 255.0.0.0
[SwitchA-VIan-interfacelO0] quit

[SwitchA] bgp 100

[SwitchA-bgp] group ex external

[SwitchA-bgp] peer 192.1.1.2 group ex as-number 200
[SwitchA-bgp] network 1.0.0.0 255.0.0.0

(2) HcE Switch B
# BCE VLAN #2014 1P stk

<SwitchB> system-view

[SwitchB] interface Vlan-interface 2
[SwitchB-VIan-interface2] ip address 192.1.1.2 255.255.255.0
[SwitchB-VIan-interface2] quit

[SwitchB] interface Vlan-interface 3
[SwitchB-VIan-interface3] ip address 193.1.1.2 255.255.255.0
[SwitchB-VIan-interface3] quit

# L E BGP X254k,

[SwitchB] bgp 200

[SwitchB-bgp] group ex external

[SwitchB-bgp] peer 192.1.1.1 group ex as-number 100
[SwitchB-bgp] group in internal

[SwitchB-bgp] peer 193.1.1.1 group in

(3) Hc'® Switch C
# BL'E VLAN #2016 1P bk

<SwitchC> system-view

[SwitchC] interface Vlan-interface 3
[SwitchC-VIan-interface3] ip address 193.1.1.1 255.255.255.0
[SwitchC-VIan-interface3] quit

[SwitchC] interface vlan-Interface 4
[SwitchC-VIan-interface4] ip address 194.1.1.1 255.255.255.0
[SwitchC-VIan-interface4] quit

# Bl 'E BGP X AR S % 1 [ i 2%

[SwitchC] bgp 200

[SwitchC-bgp] group rr internal
[SwitchC-bgp] peer rr reflect-client
[SwitchC-bgp] peer 193.1.1.2 group rr
[SwitchC-bgp] peer 194.1.1.2 group rr

(4) H'® Switch D
# BL'E VLAN #2016 1P bk
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<SwitchD> system-view

[SwitchD] interface Vlan-interface 4
[SwitchD-VIan-interface4] ip address 194.1.1.2 255.255.255.0
[SwitchD-VIan-interface4] quit

# i H BGP W &54k,

[SwitchD] bgp 200

[SwitchD-bgp] group in internal

[SwitchD-bgp] peer 194.1.1.1 group in

7f Switch B -/ display bgp routing iy &% A BGP % H & . 71 &: SwitchB
HIE T 4% 1.0.0.0 AELES

7t Switch D -] display bgp routing fiy4 &% BGP i H1#. H&: Switch D
WANE M 4% 1.0.0.0 MAFLES

2.1.7 B.E BGP &2k

1. AR EKR

(1) HwHRDH

B P S AN AS 4L, BN AS Tl Rt BGP S M4 i, Hrp—Ay AS 81T

OSPF.

ke #EHIA AS 200 $1] AS 100 15 Kk 4%

AR 5K, AR N T L —

o JLFE BGP ) MED J& 4% Hil 8 . AS 200 2| AS 100 I 4% A #5 4

e  i.#% BGP I{) LOCAL_PREF J&PE#% ¥4l N AS 200 $ AS 100 It %% A %
o

(2) M HK

MR Pk, Bk e 2-7 s 4 i 4
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AS 100
VLAN-int4

Vlan-int101 Switch B

Caall VLAN-int2

VLAN-int5

VLAN -int3 Switch D
VLAN -int3
Switch A
Switch C

&S Hna [=20¢73 AS
Switch A Vlan-int 101 1.1.1.1/8

Vlan-int 2 192.1.1.1/24 100

Vlan-int 3 193.1.1.1/24
Switch B Vlan-int 2 192.1.1.2/24

Vlan-int 4 194.1.1.2/24
Switch C Vlan-int 3 193.1.1.2/24 200

Vian-int 5 195.1.1.2/24
Switch D Vlan-int 4 194.1.1.1/24

Vlan-int 5 195.1.1.1/24

E2-7 EcE BGP H¥{ZikFAILA M E

(3) AL RME

e AS 100 5 AS 200 X%k 2 [Mi21T EBGP, i f 1.0.0.0/8 M

e AS 200iz1T OSPF SZIILM £ 1 i ;

e Switch D 55 Switch B, Switch D 5 Switch C X} % {A2 [a]iz1T IBGP;

o1& Switch A FJV ikl w5 SORAT IR HE B (5 L MED J& 7%, #54 Switch
D & s E N AS 100 Bk #4424 Switch D— Switch C—Switch A.

e {E Switch C LMY ik i 5m&, B HUk Ak {5 B LOCAL_PREF &1, %
il Switch D & H (5 kN AS 100 W5k 442 % :  Switch D—Switch C—
Switch A,

2. BEELR

(1) & Switch A
# MC'E VLAN $2 L 1P Hihk

<SwitchA> system-view

[SwitchA] interface Vlan-interface 2
[SwitchA-VIan-interface2] ip address 192.1.1.1 255.255.255.0
[SwitchA-Vlan-interface2] quit

[SwitchA] interface Vlan-interface 3
[SwitchA-VIan-interface3] ip address 193.1.1.1 255.255.255.0
[SwitchA-Vlan-interface3] quit

[SwitchA] interface Vlan-interface 101
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[SwitchA-VIan-interfacelOl] ip address 1.1.1.1 255.0.0.0
[SwitchA-VIan-interfacelOl] quit

# JH3)) BGP,

[SwitchA] bgp 100

# 145 1.0.0.0/8 1% B it Hif KL
[SwitchA-bgp] network 1.0.0.0

# W0 BT A

[SwitchA-bgp] group ex192 external

[SwitchA-bgp] peer 192.1.1.2 group ex192 as-number 200
[SwitchA-bgp] group ex193 external

[SwitchA-bgp] peer 193.1.1.2 group ex193 as-number 200
[SwitchA-bgp] quit

# filgd ACL 2000, i H rHihEy 1.0.0.0/8 [#)5% dfs Bam i .

[SwitchA] acl number 2000

[SwitchA-acl-basic-2000] rule permit source 1.0.0.0 0.255.255.255
[SwitchA-acl-basic-2000] rule deny source any
[SwitchA-acl-basic-2000] quit

# Ot SR apply_med_50, VUECHEA 0 R, il hfs Sidik ACL 2000
g, jwE H MED {54 50,

[SwitchA] route-policy apply _med 50 permit node 10
[SwitchA-route-policy] if-match acl 2000
[SwitchA-route-policy] apply cost 50
[SwitchA-route-policy] quit

# G g B H SRS apply_med_100, VUECEEACH o, a3k {5 it ACL 2000
Kt yg, ¥ E H MED {H4 100.

[SwitchA] route-policy apply_med_100 permit node 10
[SwitchA-route-policy] if-match acl 2000
[SwitchA-route-policy] apply cost 100
[SwitchA-route-policy] quit

# 0P R AT SRR ex193 (AR fA 193.1.1.2) [ A5 BN FH B Hh O
apply_med_50; X} R A 5 AR ex192 G254k 192.1.1.2) (K% {5 BN 4%
rh 1% apply_med_100.

[SwitchA] bgp 100

[SwitchA-bgp] peer ex193 route-policy apply_med_50 export
[SwitchA-bgp] peer ex192 route-policy apply_med_100 export
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(2) HcE Switch B
# il & VLAN 10 1P Huhk,

<SwitchB> system-view

[SwitchB] interface vlan 2

[SwitchB-VIan-interface2] ip address 192.1.1.2 255.255.255.0
[SwitchB-VIan-interface2] quit

[SwitchB] interface Vlan-interface 4
[SwitchB-VIan-interface4] ip address 194.1.1.2 255.255.255.0
[SwitchB-VIan-interface4] quit

# I & OSPF.

[SwitchB] ospf

[SwitchB-ospf-1] area O

[SwitchB-ospf-1-area-0.0.0.0] network 194.1.1.0 0.0.0.255
[SwitchB-ospf-1-area-0.0.0.0] network 192.1.1.0 0.0.0.255
[SwitchB-ospf-1-area-0.0.0.0] quit

[SwitchB-ospf-1] quit

# J05) BGP, GUEENTEERLL, I 1) 5 SRS It 2544

[SwitchB] bgp 200

[SwitchB-bgp] undo synchronization

[SwitchB-bgp] group ex external

[SwitchB-bgp] peer 192.1.1.1 group ex as-number 100
[SwitchB-bgp] group in internal

[SwitchB-bgp] peer 194.1.1.1 group in

[SwitchB-bgp] peer 195.1.1.2 group in

(3) M Switch C
# M 'E VLAN 1 1P Huhik .

<SwitchC> system-view

[SwitchC] interface Vlan-interface 3
[SwitchC-VIan-interface3] ip address 193.1.1.2 255.255.255.0
[SwitchC-VIan-interface3] quit

[SwitchC] interface Vlan-interface 5
[SwitchC-VIan-interface5] ip address 195.1.1.2 255.255.255.0
[SwitchC-VIan-interface5] quit

# )14 OSPF,

[SwitchC] ospf

[SwitchC-ospf-1] area O

[SwitchC-ospf-1-area-0.0.0.0] network 193.1.1.0 0.0.0.255

[SwitchC-ospf-1-area-0.0.0.0] network 195.1.1.0 0.0.0.255
[SwitchC-ospf-1-area-0.0.0.0] quit
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[SwitchC-ospf-1] quit
# J53) BGP, GUHXTAEARAL, I 1) 6 S5 AR LS ot 4544

[SwitchC] bgp 200

[SwitchC-bgp] undo synchronization

[SwitchC-bgp] group ex external

[SwitchC-bgp] peer 193.1.1.1 group ex as-number 100
[SwitchC-bgp] group in internal

[SwitchC-bgp] peer 195.1.1.1 group in

[SwitchC-bgp] peer 194.1.1.2 group in

(4) & Switch D
# M A VLAN 41 IP Hhik .

<SwitchD> system-view

[SwitchD] interface Vlan-interface 4
[SwitchD-VIan-interface4] ip address 194.1.1.1 255.255.255.0
[SwitchD-VIan-interface4] quit

[SwitchD] interface Vlan-interface 5
[SwitchD-VIan-interface5] ip address 195.1.1.1 255.255.255.0
[SwitchD-VIan-interface5] quit

# )14 OSPF,

[SwitchD] ospf

[SwitchD-ospf-1] area O

[SwitchD-ospf-1-area-0.0.0.0] network 194.1.1.0 0.0.0.255
[SwitchD-ospf-1-area-0.0.0.0] network 195.1.1.0 0.0.0.255
[SwitchD-ospf-1-area-0.0.0.0] network 4.0.0.0 0.255.255.255
[SwitchD-ospf-1-area-0.0.0.0] quit

[SwitchD-ospf-1] quit

# )5 BGP, QU AFAARLL, I 1) 0 A AA LA IR A5 44

[SwitchD] bgp 200

[SwitchD-bgp] undo synchronization
[SwitchD-bgp] group in internal
[SwitchD-bgp] peer 195.1.1.2 group in
[SwitchD-bgp] peer 194.1.1.2 group in

AERE B AR, B i) BGP A6 75 21247 reset bgp all 4.

o I MIARE S, 1T Switch C 2# 3/ #% 1 1.0.0.0 f¥) MED J& % tt Switch B
RIS/, Switch D A%k B Switch C i 11 1.0.0.0.

o WURFENE Switch AR, RELE Switch A [f) MED J& 1k, ififE Switch C I
e B A M e 2

# {4k ACL 2000, ftif H kA 1.0.0.0/8 (1 i fs B .
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[SwitchC] acl number 2000
[SwitchC-acl-basic-2000] rule permit source 1.0.0.0 0.255.255.255
[SwitchC-acl-basic-2000] rule deny source any

[SwitchC-acl-basic-2000] quit

# Q5% th 5K n localpref, 150754 10, VCECHIAC) fifr, an s tifs Sodd
ACL 2000 i€, WIBEE LA N 200.

[SwitchC] route-policy localpref permit node 10

[SwitchC-route-policy] if-match acl 2000

[SwitchC-route-policy] apply local-preference 200

[SwitchC-route-policy] quit

# Q)% 5 localpref, 5SS 04 20, VCECHELA N ovE, BE G S A
Peoegi i’y 100,

[SwitchC] route-policy localpref permit node 20
[SwitchC-route-policy] apply local-preference 100
[SwitchC-route-policy] quit

# O X EEAR 193.1.1.1 (Switch A) B2 I1) i B 45 5N FH % 1 58 localpref

[SwitchC] bgp 200

[SwitchC-bgp] peer 193.1.1.1 route-policy localpref import

BERS, B Switch C 2% 21714 B 1.0.0.0 [f) LOCAL_PREF J& 184 200, Lt Switch
B 2~ 214 H 1.0.0.0 [ LOCAL_PREF J& M {H(Switch B % i it & LOCAL_PREF
&, BRIACH 100) FEOK, Switch D KSR HLI%E K H Switch C 1% 1 1.0.0.0.
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% 3= H ﬂ‘nﬁﬂﬁﬁgfﬂ

BIE KSR EZ

{58

o HUPIABIF S NE SR F M

o FLE FALA o R 7%‘51)%%?” it

o AMLERY| EE 1A S3600. S5600 A 7| ZAEALA ], A ik A RALA .

3.1 LAMEK

3.1.1 FTKROM. WML K B & R

TR

HRM ISP 128, HWH 4 MHIRARS, 72 AS 100. AS 200. AS 300. AS
400. AS 100 A#0E, %3 AS200. AS300. AS 400, HkAbA]Z A%,
AS 200. AS 300. AS 400 koA 2, SHEANM IR ARS . BARTE R :

2.

AS 200. AS 400 A FHA RS M2 304 LU 2%, SRR, 7R 22
P 26 PR AT B4

AS 300 HVG RGP, RSB, 4 TP I B G HF RIP %
PR, T H A RS, B R A AR

AS 200 FHEN T P 7 S ] SE 1 0 R 2%

AS 200. AS 300. AS 400 H¥: NH F # ZEAH L5 ] .

AS 200 ' S200_10 FHER %0 )2 B %

AS 300 ' S300_B N &N R E &

AS 400 £ A\ Ui la) AS 200, AS 300 I B2 il B 1 4 & 4%

AS 300 A AT H 5 ISP L%

P &8 AL X

WK, Wt & 3-1 s k2 b A .
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Wil 3% AT

E3-1 BEEAN

3. ELE KM

e AS100i%# BGP, &t AS200. AS 300. AS 400 2 [A]f{J H.i%. %+ BGP
11 MED Jeg 1% 425 il B0 1) e s 4

e AS 200k OSPF, AS 200 5 AS 100 I i% ¥ % [ i iz 1T OSPF fil BGP.
RS A & sy, SEIVBERR LA, SR MM T SEME. 51\ BGP %
FH IR R FH 3% PR S, 42 S LN IR P A R

e  AS 400 & OSPF, AS 4005 AS 100 H.i% % % [F] 1247 OSPF #il BGP.
SIN BGP i FH I Y FH B E S, 45 LN % B A

e AS 300 ik# RIPv2, AS 300 AS 100 1% % % [F 1247 RIPv2 fl BGP.
SI\ BGP i H i1 FH % H S, 405 N1 % B4 S

o AS 300 FRFASE . RIP. ¥t RIS AH &5 41 77 02N ISP,

o ENMFEPWAETIGP 5 BGP WA H, HT BGP AN 256,
PR ARG e e, TR R IR R B i, F 2B BGP e Sl
T I
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3.1.2 AN ERBI=

#3-1 FRESHEREBMRMEE

FmiES WA
7500 $200/S300
5600 S100_1/S100_2/S400
3600 S200_0/S200_10/S300_A/S300_B/ S400_0
WAR:

o fAAEF,S100 1/S100_2/S400/S200/S300 L+ vAi£ 4 S7500 % 71 vA K A
R, 7T VA4 S5600 % 71 A KM AL,

S300 B T VAL A H 6 35 = B4 M IR AEAX,

3.1.3 REFBITRHHEMIUKRIEXRSE

#3-2 WESESITHRRA I &

WE AR B EH Y Router ID AS

S100 1 BGP(IBGP&EBGP) | 1.1.1.1
S100_2 BGP(IBGP&EBGP) 1.2.1.1 100
$200 BGP(EBGP)/OSPF | 2.1.1.1
S200_0 OSPF 200
S200_10 OSPF/STATIC
S300 BGP(EBGP)/RIPv2 3.1.1.1
S300_A RIPV2/STATIC 300
S300 B RIPV2
S400 BGP(EBGP)/OSPF 41.1.1

400
S400_0 OSPF

3.1.4 (A SEERETE A B AR R AR

S3600 R Y H A4 A Release 1510.
S5600 R 414 H 11 #4hi A Release 1510,
S7500 R H I AF A Release 3130,
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CRE el

32 BBETE

3.2.1 BLEIERE

%*3-3 MEHKERM

B EESH 1% A8 MR E
FEARRFLE @ VLAN, fc# VLAN 0 1P Huhk 3.2.2
RIPV2/OSPF/BGP R Al | RIPv2. OSPF. BGP F:ANL & 3.2.3
RIP L fidems gk &, HOR AT AN B %

RIP i A B -+ 8% Hh 2w R R, Wil fSE hscoixt ISP | 3.2.4
FAI 5 i)
IGP 5 BGP £ Z#HFEE, X IGP 5]

IGP 5 BGP %¢ K. A BGP i 15 BB, W H s, #% | 3.2.5
oINS s B
N T RSB MR, A

% A5 10 e M EHERIZIT OSPF, #&r8EliE#Er | 3.2.6
AR, LIS HE

i IS 6 H Sk uE, &0k BGP 1) MED J& 1t
BGP ] MED J& 1 it & (0, B R S s 1 3.2.7

3.2.2 EAKREE

% VLAN, Jit® VLAN #2100 1P Huhl, W B DG, 152 oS Bm S iy .

3.2.3 RIPV2/OSPF/BGP &AL &

1. RIPvV2 EARE B

AS 300 Ja a4 M & an B 3-2 0
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DU 1o 22 #0785 S 451

% 93T LA E 2
EBGP | VLAN-int 22
AS 300
EB(_SP Komy S300
LAN-int 13
VLAN -int 14
' S300_A
'l
AN -int 665‘"
P
VLAN-int 662
S300_B
VLAN-int 623 VLAN -int 624
RIP
K& #uo IP 33k
S300 Vlan-int 14 206.1.4.2/24
S300_A Vlan-int 14 206.1.4.1/24
Vlan-int 662 166.1.2.1/24
Vlan-int 665 166.1.5.2/24
S300_B Vlan-int 662 166.1.2.2/24
Vlan-int 623 162.1.3.1/24
Vlan-int 624 162.1.4.1/24
[E3-2 AS 300 /5ERLE W E
. it & S300

# JiC M 4 ik 206.1.4.0 (182118 1T
<S300> system-view

[S300] rip

[S300-rip] network 206.1.4.0

# S RIPV2 HIE% R & D BE
[S300-rip] undo summary
[S300-rip] quit

# WL E B 11 Vlan-interface 14 1247 RIPV2,

[S300] interface vlan-interface 14
[S300-VIan-interfaceld4] rip version 2
[S300-VIan-interfaceld4] quit

e [itH S300_A
# 0 E M Huhk ok 206.1.4.0. 166.1.0.0 (3% 11is4T RIP,

<S300_A> system-view

[S300_A] rip

[S300_A-rip] network 206.1.4.0
[S300_A-rip] network 166.1.0.0

# M RIPV2 1% R &I

[S300_A-rip] undo summary
[S300_A-rip] quit
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CRE el

# Bt & 82 11 Vlan-interface 14. Vlan-interface 662 iz4T RIPv2.,

[S300_A] interface vlan-interface 14
[S300_A-Vlan-interfacel4] rip version 2
[S300_A-Vlan-interfaceld4] quit

[S300_A] interface vlan-interface 662
[S300_A-Vlan-interface662] rip version 2
[S300_A-Vlan-interface662] quit

e [id® S300 B
# Ml E P e bk 4 162.1.0.0. 166.1.0.0 [1#: 111847 RIP.

<S300_B> system-view

[S300_B] rip

[S300_B-rip] network 162.1.0.0
[S300_B-rip] network 166.1.0.0

# M RIPV2 1H) 4 2R A D) 6E

[S300_B-rip] undo summary
[S300_B-rip] quit

# Bo B 210 Vlan-interface 623. Vlan-interface 624. Vlan-interface 662 izfT

RIPv2,

[S300_B] interface vlan-interface 623
[S300_B-VIlan-interface623] rip version 2
[S300_B-Vlan-interface623] quit

[S300_B] interface vlan-interface 624
[S300_B-Vlan-interface624] rip version 2
[S300_B-Vlan-interface624] quit

[S300_B] interface vlan-interface 662
[S300_B-Vlan-interface662] rip version 2
[S300_B-Vlan-interface662] quit

2. OSPF £ AR E
AS 200 JaE A N K an B 3-3F s
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% % 3T LEAHLE A
VLAN-int11 | EBGP
AS 200
$200
VL
VLAN-int 12
$200_0 @
VLA
VLAN -i 1
int 661 "'
’I
Cd
s200_10 @B
VLAN-int 621, VLAN -int 622
OSPF
K& #u IP 34k Area
S200 Vlan-int 12 206.1.2.3/24 0
S200_0 Vlan-int 12 206.1.2.1/24 0
Vlan-int 661 166.1.1.1/24 10
S200_10 Vlan-int 661 166.1.1.2/24 10
Vlan-int 621 162.1.1.1/24 10
Vlan-int 622 162.1.2.1/24 10
[E3-3 AS 200 /5&RLE M [E
. fid ‘& S200

# FREIZAT OSPF MY A4E 1 1P HuhbA7 T B 206.1.2.0/24, 11 FT{ER) OSPF

X145 1D 4 0.

<S200> system-view
[S200] ospf
[S200-0spf-1] area O

[S200-o0spf-1-area-0.0.0.0] network 206.1.2.0 0.0.0.255

e il S200_0

# fREEAT OSPF WMl 4 0 1P Hulib A7 T W B 206.1.2.0/24, #:10T{E 1) OSPF

X3 1D 4y 0.

<S200_0> system-view
[S200_0] ospf
[S200_0-ospf-1] area O

[S200_0-ospf-1-area-0.0.0.0] network 206.1.2.0 0.0.0.255
[S200_0-ospf-1-area-0.0.0.0] quit

# 81217 OSPF thilli$z 1 1P HuhbA7 M B 166.1.1.0/24, #: O F{ER OSPF

Xk 1D 24 10,

[S200_0-ospf-1] area 10

[S200_0-ospf-1-area-0.0.0.10] network 166.1.1.0 0.0.0.255

o M S200_10

# fREiz T OSPF Wl ffdz 0 1P Huhbf7 T MW E: 162.1.1.0/24. 162.1.2.0/24.
166.1.1.0/24, #HFT7ER) OSPF X1k ID 24 10,
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i CRE el

<S200_10> system-view

[S200_10] ospf

[S200_10-ospf-1] area 10

[S200_10-ospf-1l-area-0.0.0.10] network 162.1.1.0 0.0.0.255
[S200_10-ospf-1l-area-0.0.0.10] network 162.1.2.0 0.0.0.255
[S200_10-ospf-1l-area-0.0.0.10] network 166.1.1.0 0.0.0.255

AS 400 JRiE 2 M K an B 3-4 77

AS 400 VLAN-int 663 VLAN-int 664

S400_0

VLAN-int 16

S400

OSPF
% & #u IP 31t Area
S400 Vlan-int 16 206.1.6.3/24 0
S400_0 Vlan-int 16 206.1.6.1/24 0
Vlan-int 663 166.1.3.1/24 0.0.1.44
Vlan-int 664 166.1.4.1/24 0.0.1.44
[E3-4 AS 400 &AM E
. fid & S400
# $5 21217 OSPF WX 4z 10 1P MuhbA7 T M Bt 206.1.6.0/24, #: O PT#EH OSPF
X1k ID K 0.

<S400> system-view

[S400] ospf

[S400-o0spf-1] area O

[S400-ospf-1-area-0.0.0.0] network 206.1.6.0 0.0.0.255

o il S400_0

# fREE4T OSPF WMl 4 0 1P Hulib A7 T W B 206.1.6.0/24, #1101 1) OSPF
X4 1D 4 0.

<S400_0> system-view

[S400_0] ospf

[S400_0-ospf-1] area O

[S400_0-ospf-1-area-0.0.0.0] network 206.1.6.0 0.0.0.255
[S400_0-ospf-1-area-0.0.0.0] quit

# TR E1zqT OSPF Wrl 8 10 1P Mk - M B 166.1.3.0/24. 166.1.4.0/24, #:1
FTLER) OSPF X1 ID 4 0.0.1.44.

[S400_0-ospf-1] area 0.0.1.44
[S400_0O-ospf-1-area-0.0.1.44] network 166.1.3.0 0.0.0.255
[S400_0O-ospf-1-area-0.0.1.44] network 166.1.4.0 0.0.0.255
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i
S100_1

$100_2

S200
S300

S400

VLAN-int 11
AS 200

IBGP

EBGP

VLAN-int 23

$200

EBGP

VLAN-int 31

#u

Vlan-int 11
Vlan-int 15
Vlan-int 31
Vlan-int 22
Vlan-int 23
Vlan-int 31
Vlan-int 11
Vlan-int 13
Vlan-int 22
Vlan-int 13
Vlan-int 15
Vlan-int 23

i & S100_1
# Iid & S100_1 (1) Router ID 1.1.1.1.

<S100 1> system-view

[S100_1] router id 1.1.1.1

# J53) BGP, At AS 5% 100,

[S100_1] bgp 100
# 0% IBGP X 451K4] 100; @& EBGP X 454441 200. 400,

VLAN-int 13

IP 3ak

196.1.1.1/24
196.1.3.1/24
196.3.1.1/24
196.2.2.1/24
196.2.3.2/24
196.3.1.2/24
196.1.1.3/24
206.1.3.3/24
196.2.2.2/24
206.1.3.2/24
196.1.3.3/24
196.2.3.3/24

El3-5 FARLA M E

[S100_1-bgp] group 100 internal
[S100_1-bgp] group 200 external
[S100_1-bgp] group 400 external

#45 IP Huhl o 196.3.1.2 XA NN IR 45 4A 4] 100 H, AS 5% 100; 1P $itkh

196.1.1.3 XA I B X 454K4] 200 #1, AS 5% 200;

LRI BN AR L] 400 H, AS 524 400,

[S100_1-bgp] peer 196.3.1.2 group 100
[S100_1-bgp] peer 196.1.1.3 group 200 as-number 200
[S100_1-bgp] peer 196.1.3.3 group 400 as-number 400

# 175 F)35 196.1.3.0. 196.3.1.0. 196.1.1.0 MBI i .

3-9

Router ID
1.1.1.1

1211

2111

3.1.1.1

4111

OSPF

$100_2

EBGP | VLAN-int 22

AS 300
S300

AS

100

200

300

400

; IP HiHkoh 196.1.3.3 %)
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[S100_1-bgp] network 196.1.3.0
[S100_1-bgp] network 196.3.1.0
[S100_1-bgp] network 196.1.1.0

# fil & EBGP. IBGP FIAHLAE it (P Se 40 #4200,
[S100_1-bgp] preference 200 200 200

o [l S100_2

# I S100_2 [f) Router ID 1.2.1.1,

<S100 2> system-view

[S100_2] router id 1.2.1.1

# Ji5)) BGP, A AS 524 100,

[S100_2] bgp 100

# Qg IBGP X 454441 100; g EBGP Xf 454441 300, 400,

[S100_2-bgp] group 100 internal
[S100_2-bgp] group 300 external
[S100_2-bgp] group 400 external

#45 1P Mokl 4 196.3.1.1 XA I IR 454441 100 H, AS 5% 100; 1P itk
196.2.2.2 SR I B 254441 300 1, AS 5% 300; ; IP Hihikhy 196.2.3.3 X

SN BN A L] 400 1, AS 524 400,

[S100_2-bgp] peer 196.3.1.1 group 100
[S100_2-bgp] peer 196.2.2.2 group 300 as-number 300
[S100_2-bgp] peer 196.2.3.3 group 400 as-number 400

# 145 335 196.2.2.0. 196.2.3.0. 196.3.1.0 M B[ 1.

[S100_2-bgp] network 196.2.2.0
[S100_2-bgp] network 196.2.3.0
[S100_2-bgp] network 196.3.1.0

# fil & EBGP. IBGP FIAMAE it (P 56 404 4 200.
[S100_2-bgp] preference 200 200 200

o [il¥ S200

# it & S200 ) Router ID 2.1.1.1,

<S200> system-view

[S200] router id 2.1.1.1

# Ji5)) BGP, A AS 524 200,
[S200] bgp 200

# {1t EBGP %4441 100, 300.

[S200-bgp] group 100 external
[S200-bgp] group 300 external
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#45 IP Huhlk o 196.1.1.1 XA NN IR 45 4R 4] 100 H, AS 5% 100; 1P $itkh
206.1.3.2 XA B0 EEA 4 300 1, AS 524 300.

[S200-bgp] peer 196.1.1.1 group 100 as-number 100
[S200-bgp] peer 206.1.3.2 group 300 as-number 300

# 145 235 192.1.1.0. 206.1.3.0 MBI o

[S200-bgp] network 192.1.1.0
[S200-bgp] network 206.1.3.0

# fiL & EBGP. IBGP FIAME stk th 1 5 20 #5 4 200.
[S200-bgp] preference 200 200 200

o [itH S300

# il & S300 (1) Router ID 3.1.1.1.

<S300> system-view
[S300] router id 3.1.1.1

# )33 BGP, ZAHh AS 524 300,
[S300] bgp 300
# {2 EBGP X444 4 100. 200.

[S300-bgp] group 100 external
[S300-bgp] group 200 external

#45 IP Huhl o 196.2.2.1 XA N IR 45 4R 4] 100 H, AS 5% 100; 1P $itkh
206.1.3.3 XA I BI04 444 200 H1, AS 524 200,

[S300-bgp] peer 196.2.2.1 group 100 as-number 100
[S300-bgp] peer 206.1.3.3 group 200 as-number 200

# 18 75 F)35 206.1.3.0. 196.2.2.0 MBI o

[S300-bgp] network 206.1.3.0
[S300-bgp] network 196.2.2.0

# fiL & EBGP. IBGP FIAME stk th 1 5 20 # 4 200.
[S300-bgp] preference 200 200 200
e & S400

# fit & S400 i) Router ID 24 4.1.1.1.

<S400> system-view

[S400] router id 4.1.1.1

# JHi5)) BGP, A AS 524 400,
[S400] bgp 400

# {7 EBGP XJ%#/441 100_1. 100_2.

[S400-bgp] group 100_1 external
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[S400-bgp] group 100_2 external

# 85 1P hhkoh 196.1.3.1 XFARAA NI A BS54 100_1 1, 1P Huhkoh 196.2.3.2
SR I BIXF 454K 40 100_2 1, AS S#(4 100,

[S400-bgp] peer 196.1.3.1 group 100_1 as-number 100
[S400-bgp] peer 196.2.3.2 group 100_2 as-number 100

# 1075 F)35 196.1.3.0. 196.2.3.0 M B8 i o

[S400-bgp] network 196.1.3.0
[S400-bgp] network 196.2.3.0

# Iil'E EBGP. IBGP FIA M A= il d1 148 26 248 k200,

[S400-bgp] preference 200 200 200

3.2.4 RIP+ESIEH +IEHRIREE

1. HMFEK

& 3-6ff17~, S300_A/S300_Biz{TRIPvV2. 4 T #i#1S300 Bil il RIP24:>) #1)
iR, fLVFS300_BIr S300_AK A HI {5 B, 245 1ES300_BH: i S300_A K AR
4% {5 B . S300_BFIS300_ AFIHR SC#E il ik B4 4 by s B

2. HM
EBGP | VLAN-int 22
AS 300
: S300
LAN-int 13
VLAN -int 14
S300_A
-
AN-int 66;”’
o"
' VLAN-int 662
S300_B
VLAN-int 623, VLAN -int 624
RIP
& #uo IP .3tk
S300_A Vlan-int 662 166.1.2.1/24
S300_B Vlan-int 662 166.1.2.2/24
Vlan-int 623 162.1.3.1/24
Vlan-int 624 162.1.4.1/24

E3-6 RIP+E7SEEH A KIEECEHME

3. BESE

# Q454 2000 1) ACL, JE48JT A IR 3C.

<S300_B> system-view
[S300_BJacl number 2000
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[S300_B-acl-basic-2000] rule deny source any
[S300_B-acl-basic-2000] quit

# 7E RIP JEFE, 62U % i /5 SN F ACL 2000,

[S300_B] rip
[S300_B-rip] filter-policy 2000 import

#ICESAE A, N8k IP #blkh 166.1.2.1,

[S300_B] ip route-static 0.0.0.0 0.0.0.0 166.1.2.1 preference 60

3.25 IGP 5 BGP X Efii &

1. AMEK

i K 3-7171, S400/S200 iZ17OSPFHIBGP, S300 LiZ17RIPv2 fIBGP. A
TARESNASHI W &2 S BIHLE ASIH M4 304, FLEIGPSBGPAC ., st
5. fEIGPHIABGP ) #E N %t g, A0 I NHTSEIPHIE K 4 1 (1) 2% £ -
162.1.1.0/24 . 162.1.2.0/24 . 162.1.3.0/24 . 162.1.4.0/24 . 166.1.3.0/24 .
166.1.4.0/24.

2. A E

VLAN-int 16

OSPF

VLAN-int 15 VLAN-int 23

EBGP

AS 100

S100_1 ECh

VLAN -int 31

$100_2

EBGP | VLAN-int 22
AS 300
S300

VLAN-int11 | EBGP
AS 200
S200

EBGP
VLAN-int 13

VLAN-int 12 VLAN-int 14

E3-7 IGP 5 BGP X EELEHME

.EBELE

. 1F S200 FAdE IGP 5 BGP &2 1.
# BGP 5| \ OSPF

<S200> system-view

[S200] bgp 200

[S200-bgp] import-route ospf 1

[S200-bgp] quit

# € CHT 4513 ospf_import, R VFHTZR IP il 162.1.3.0/24, 162.1.4.0/24.
166.1.3.0/24. 166.1.4.0/24 ()it i {5 ELELL
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[S200] ip ip-prefix ospf_import index 10 permit 162.1.3.0 24
[S200] ip ip-prefix ospf_import index 20 permit 162.1.4.0 24
[S200] ip ip-prefix ospf_import index 30 permit 166.1.4.0 24
[S200] ip ip-prefix ospf_import index 40 permit 166.1.3.0 24

# QK 3RS ospf_import, DLECHEACH fuir, & X if-match 4], fuiri b H
f stk 55 T 2551 2% ospf_import VGRG0 b Sl

[S200] route-policy ospf_import permit node 10

[S200-route-policy] if-match ip-prefix ospf_import

[S200-route-policy] quit

# OSPF 5| A\ BGP, J % 5% ospf_import.

[S200] ospf
[S200-0ospf-1] import-route bgp route-policy ospf_import

. 1F S300 FECE IGP 5 BGP A8 1
# BGP 5| A\ RIP.

<S300> system-view

[S300] bgp 300

[S300-bgp] import-route rip

[S300-bgp] quit

# & XHIZRAER rip_import, SUYFRTZE IP Hihthy 162.1.1.0/24. 162.1.2.0/24.
166.1.3.0/24. 166.1.4.0/24 [¥) % dfs Bim il .

[S300] ip ip-prefix rip_import index 10 permit 162.1.1.0 24
[S300] ip ip-prefix rip_import index 20 permit 162.1.2.0 24
[S300] ip ip-prefix rip_import index 30 permit 166.1.3.0 24
[S300] ip ip-prefix rip_import index 40 permit 166.1.4.0 24

# Q8 % i SRS rip_import, DRECAACH eiF, @ X if-match 1), fiFs s H 1
Huhk 5 R0 25412 rip_import VTR b5 Bl .

[S300] route-policy rip_import permit node 10
[S300-route-policy] if-match ip-prefix rip_import
[S300-route-policy] quit

# RIP 5| N BGP, M H ¥ h 51 rip_import.

[S300] rip

[S300-rip] import-route bgp route-policy rip_import
e  {E S400 LicE IGP 5 BGP AL L.

# BGP 5|\ OSPF.

<S400> system-view

[S400] bgp 400
[S400-bgp] import-route ospf 1
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[S400-bgp] quit

# & ATZ 53R ospf_import, ARVERTZE IP #hhl>h 162.1.1.0/24, 162.1.2.0/24.
162.1.3.0/24. 162.1.4.0/24 i s KiEd .

[S400] ip ip-prefix ospf_import index 10 permit 162.1.1.0 24
[S400] ip ip-prefix ospf_import index 20 permit 162.1.2.0 24
[S400] ip ip-prefix ospf_import index 30 permit 162.1.3.0 24
[S400] ip ip-prefix ospf_import index 40 permit 162.1.4.0 24

# B b RS ospf_import, VULECELACH v, & X if-match 1A, RVFEEH H
(M 3k 5 BT 25841 % ospf_import VL ) % 145 s i .

[S400] route-policy ospf_import permit node 10

[S400-route-policy] if-match ip-prefix ospf_import

[S400-route-policy] quit

# OSPF 5| A\ BGP, M H]% 0% ospf_import.

[S400] ospf
[S400-ospf-1] import-route bgp route-policy ospf_import

3.2.6 BHAEHEE

1. HMFEK

1 & 3-8Jr7%, S200_10 FSediik th# 4. S200_10 5S200_0 X [Hiz41TOSPF,
% oy i, S200_10 5S300_AZ [HIFL E E A B i, % O S . 4
S200_10 IWEHHICVE TAEN, A3TIA &0l . MERBHKEESN, A
A IR s . L AS200_ 10 SR 1, 7ES300 A b E FRA
PEH, K XE S B IARIRIPV2,

2. A
AS 200
200 EBGP
VLAN-int 13
VLAN-int 12
$200_0
f -
VLAN-Lmﬂig_f
VLAN -int 661 ,"
L d
f"
$200_10
VLAN-int 621, VLAN -int 622 VLAN-int 623,
OSPF RIP
K& o IP ¥k AS
S300_A Vlan-int 665 166.1.5.2/24 300
S200_10 Vlan-int 665 166.1.5.1/24
Vlan-int 621 162.1.1.1/24 200
Vlan-int 622 162.1.2.1/24

E3-8 HHENEEEWM
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3. BEESE
# fE S200_10 FACEE ARG, Nk 1P bkl 166.1.5.2, BEMLLH N
200,

<S200_10> system-view
[S200_10] ip route-static 0.0.0.0 0.0.0.0 166.1.5.2 preference 200

# 7t S300_A FRCEFAMH, HMHLEY 162.1.1.0/24, 162.1.2.0/24, T—k
IP kK 166.1.5.1, HELE A 200.

<S300_A> system-view
[S300_A] ip route-static 162.1.1.0 255.255.255.0 166.1.5.1 preference 200
[S300_A] ip route-static 162.1.2.0 255.255.255.0 166.1.5.1 preference 200

# 1F RIP HERE 5 NF S M H o

[S300_A] rip
[S300_A-rip] import-route static

3.2.7 BGP 8y MED E$E &

1. AR EKR

an K 3-9F77x, MS400 #S200_10 ik L H1S100_1 ¥k, MS400 #S300_BI7)
W HS100 2 %%, & BGP &M MMEDE L 8Li% H #x .
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2. A E

& H#n IP 3 ik AS

S200_10 Vlan-int 621 162.1.1.1/24 200
Vlan-int 622 162.1.2.1/24

S300 B Vlan-int 623 162.1.3.1/24 300
Vlan-int 624 162.1.4.1/24

S400 0 Vlan-int 663 166.1.3.1/24 400
Vlan-int 664 166.1.4.1/24

E3-9 BGP 8y MED B4AL E4AM &
3. BB

e S100 1MEE
# 58 UHTZR 5% as200_1, RUFRTSE 1P Hikikh 162.1.1.0/24 [#1 8% th {5 il it

<S100_1> system-view

[S100_1] ip ip-prefix as200_1 index 10 permit 162.1.1.0 24
# 5 XHT %3 as200_2, ARUFHTSE 1P Hilikh 162.1.2.0/24 (#% t 15 Eal i
[S100_1] ip ip-prefix as200 2 index 10 permit 162.1.2.0 24
# € XHT 73 as300_1, UFRTZ IP il h 162.1.3.0/24 {1 i fs Bl i .
[S100_1] ip ip-prefix as300_1 index 10 permit 162.1.3.0 24
# 3¢ RIS as300_2, AVFRTSL IP HbhEY 162.1.4.0/24 [y i {5 BB .

[S100_1] ip ip-prefix as300_2 index 10 permit 162.1.4.0 24
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# 7€ HTZ8 413 other,  FLVFITAT B thi 7 Bl it
[S100_1] ip ip-prefix other index 10 permit 0.0.0.0 O less-equal 32

# B g as200, VTS 10, VURECHEA K . R K A R e
2454 as200_1 iF3€, W E H MED {824 100,

[S100_1] route-policy as200 permit node 10

[S100_1-route-policy] if-match ip-prefix as200_1

[S100_1-route-policy] apply cost 100

[S100_1-route-policy] quit

# UL 1SR as200, RPN 20, VLRCREACY SEVF. 0 R s Bl o iy
28414 as200_2 i 3E, WBE I MED {H75 100,

[S100_1] route-policy as200 permit node 20

[S100_1-route-policy] if-match ip-prefix as200_2

[S100_1-route-policy] apply cost 100

[S100_1-route-policy] quit

# Q% RIS as200, AT SN 30, VCECAEACH faif. an i ti 15 B iy
2353 as300_1 i yE, NIuE I MED {24 200

[S100_1] route-policy as200 permit node 30

[S100_1-route-policy] if-match ip-prefix as300_1

[S100_1-route-policy] apply cost 200

[S100_1-route-policy] quit

# QA SRS as200, 19 AUF S5 A 40, VUECHECH Rvr. Bk 45 B i wr
28414 as300_2 i g, Wi EIL MED {E4 200,

[S100_1] route-policy as200 permit node 40

[S100_1-route-policy] if-match ip-prefix as300_2

[S100_1-route-policy] apply cost 200

[S100_1-route-policy] quit

# QN RIS as200, AT 50N 50, VCECHEACH AavE, SSVERTA 0 {5 R
i .

[S100_1] route-policy as200 permit node 50

[S100_1-route-policy] if-match ip-prefix other

[S100_1-route-policy] quit

# 0 RATEE R AFRL 400 (LT L2 KA g v 4544 196.1.3.3) 1Y i BN H
3% as200.

[S100_1] bgp 100

[S100_1-bgp] peer 400 route-policy as200 export

e S100 2 KL E
# 58 LT A as200_1, RVFRTSE IP Hihikh 162.1.1.0/24 1%t {5 HiE
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<S100 2> system-view
[S100_2] ip ip-prefix as200_1 index 10 permit 162.1.1.0 24

#5E T4 as200_2, RVFRATSE IP kit 162.1.2.0/24 1% {5 SaE
[S100_2] ip ip-prefix as200_2 index 10 permit 162.1.2.0 24

# 5E R4 as300_1, RVFRTZE IP Hilikh 162.1.3.0/24 % s L iE
[S100_2] ip ip-prefix as300_1 index 10 permit 162.1.3.0 24

# 5E AT 4% as300_2, RVFRATSE IP ikl 162.1.4.0/24 1% {5 B
[S100_2] ip ip-prefix as300_2 index 10 permit 162.1.4.0 24

# € HTA 53 other,  FoVFFTA I #s A5 S

[S100_2] ip ip-prefix other index 10 permit 0.0.0.0 O less-equal 32

# QAR SRR as300, 17 AT S A 10, VURECHLh fRifr. S b4 Rl it iy
25| as200_1 kg, WeEH MED {84 200,

[S100_2] route-policy as300 permit node 10
[S100_2-route-policy] if-match ip-prefix as200_1
[S100_2-route-policy] apply cost 200
[S100_2-route-policy] quit

# AEERE SR as300, VAT S A 20, VUECHERA . S8 {3 R it i
5132 as200_2 i yE, Wik E I MED {64 200,

[S100_2] route-policy as300 permit node 20

[S100_2-route-policy] if-match ip-prefix as200_2

[S100_2-route-policy] apply cost 200

[S100_2-route-policy] quit

# Q% R as300, AT SN 30, VCECAEACH favr. an St 15 B iy
28413 as300_1 i &, MIBEH MED {575 100,

[S100_2] route-policy as300 permit node 30

[S100_2-route-policy] if-match ip-prefix as300_1

[S100_2-route-policy] apply cost 100

[S100_2-route-policy] quit

# Qg% g as300, 1 RUT SN 40, VUECEIACH Aavr. s b1 B E i wi
255 as300_2 gk, WRE H MED {4 100.

[S100_2] route-policy as300 permit node 40

[S100_2-route-policy] if-match ip-prefix as300_2

[S100_2-route-policy] apply cost 100

[S100_2-route-policy] quit

# Q% oG as300, AT SN 50, VCECEEACH AavE, AVEATA N G R
i
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[S100_2] route-policy as300 permit node 50
[S100_2-route-policy] if-match ip-prefix other
[S100_2-route-policy] quit
# O RATG R AFARA]L 400 CSEJTT L& R AT 055K 196.2.3.3) HI#% t {5 5N ] %
i 3l as300.
[S100_2] bgp 100
[S100_2-bgp] peer 400 route-policy as300 export
3.3 TEERE

331 EETELE

1. S100_1

<S100_1> display current-configuration
#
sysname S100_ 1
#
router id 1.1.1.1
#

#
vian 11
#
vlian 15
#
vian 31
#
interface Vlan-interfacell
ip address 196.1.1.1 255.255.255.0
#
interface Vlan-interfacel5
ip address 196.1.3.1 255.255.255.0
#
interface Vlan-interface3l
ip address 196.3.1.1 255.255.255.0
#

#
undo fabric-port Cascadel/2/1 enable
undo fabric-port Cascadel/2/2 enable
#
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interface NULLO

#

bgp 100

network 196.1.3.0

network 196.3.1.0

network 196.1.1.0

undo synchronization

group 100 internal

peer 196.3.1.2 group 100

group 200 external

peer 196.1.1.3 group 200 as-number 200
group 400 external

peer 400 route-policy as200 export
peer 196.1.3.3 group 400 as-number 400
preference 200 200 200

#

route-policy as200 permit node 10
if-match ip-prefix as200_1

apply cost 100

route-policy as200 permit node 20
if-match ip-prefix as200_2

apply cost 100

route-policy as200 permit node 30
if-match ip-prefix as300_1

apply cost 200

route-policy as200 permit node 40
if-match ip-prefix as300_2

apply cost 200

route-policy as200 permit node 50
if-match ip-prefix other

ip ip-prefix as200_1 index 10 permit 162.1.1.0 24
ip ip-prefix as200_2 index 10 permit 162.1.2.0 24
p ip-prefix as300_1 index 10 permit 162.1.3.0 24
ip ip-prefix as300_2 index 10 permit 162.1.4.0 24
ip ip-prefix other index 10 permit 0.0.0.0 O less-equal 32

2.5100_2

<S100_2> display current-configuration
#
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sysname S100_2
#

router id 1.2.1.1
#

#
vian 22
#
vian 23
#
vian 31
#
interface Vlan-interface22
ip address 196.2.2.1 255.255.255.0
#
interface Vlan-interface23
ip address 196.2.3.2 255.255.255.0
#
interface Vlan-interface3l
ip address 196.3.1.2 255.255.255.0
#

#

interface Cascadel/2/1

#

interface Cascadel/2/2

#

undo fabric-port Cascadel/2/1 enable
undo fabric-port Cascadel/2/2 enable
#

interface NULLO
#

bgp 100

network 196.2.2.0

network 196.2.3.0

network 196.3.1.0

undo synchronization

group 100 internal

peer 196.3.1.1 group 100

group 300 external

peer 196.2.2.2 group 300 as-number 300

group 400 external
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peer 400 route-policy as300 export
peer 196.2.3.3 group 400 as-number 400
preference 200 200 200

#

route-policy as300 permit node 10

if-match ip-prefix as200_1

apply cost 200

route-policy as300 permit node 20

if-match ip-prefix as200_2

apply cost 200

route-policy as300 permit node 30

if-match ip-prefix as300_1

apply cost 100

route-policy as300 permit node 40

if-match ip-prefix as300_2

apply cost 100

route-policy as300 permit node 50

if-match ip-prefix other

#

ip ip-prefix
ip ip-prefix
ip ip-prefix
ip ip-prefix
ip ip-prefix

3. S200

as200_1 index 10 permit
as200_2 index 10 permit
as300_1 index 10 permit
as300_2 index 10 permit
other index 10 permit O

<S200> display current-configuration

#
sysname S200
#

#

router id 2.1.1.1

#

#
vlian 11
#
vlan 12
#
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vian 13
#

interface Vlan-interfacell

ip address 196.1.1.3 255.255.255.0
#

interface Vlan-interfacel2

ip address 206.1.2.3 255.255.255.0
#

interface Vlan-interfacel3

ip address 206.1.3.3 255.255.255.0
#

#
bgp 200
network 192.1.1.0
network 206.1.3.0
import-route ospf 1
undo synchronization
group 100 external
peer 196.1.1.1 group 100 as-number 100
group 300 external
peer 206.1.3.2 group 300 as-number 300
preference 200 200 200
#
ospf 1
import-route bgp route-policy ospf_import
area 0.0.0.0
network 206.1.2.0 0.0.0.255
#
route-policy ospf_import permit node 10

if-match ip-prefix ospf_import

ip ip-prefix ospf_import index 10 permit 162.1.3.0 24
p ip-prefix ospf_import index 20 permit 162.1.4.0 24
ip ip-prefix ospf_import index 30 permit 166.1.4.0 24
ip ip-prefix ospf_import index 40 permit 166.1.3.0 24

4. S200_0

<S200_0> display current-configuration
#
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sysname S200_0
#

#
vian 12
#
vlan 661
#
interface Vlan-interfacel2
ip address 206.1.2.1 255.255.255.0
#
interface Vlan-interface661
ip address 166.1.1.1 255.255.255.0
#

#
ospf 1
area 0.0.0.10
network 166.1.1.0 0.0.0.255
#
area 0.0.0.0
network 206.1.2.0 0.0.0.255

5. $200_10

<S200_10> display current-configuration
#

sysname S200_10
#

#
vlan 621 to 622
#
vlan 661
#
vlan 665
#
interface Vlan-interface621
ip address 162.1.1.1 255.255.255.0
#

interface Vlan-interface622

3-25



H3C {ikifi LA 94 A4 AL i 20 e 5 52 7]

H

ip address 162.1.2.1 255.255.255.0
#

interface Vlan-interface661

ip address 166.1.1.2 255.255.255.0
#

interface Vlan-interface665

ip address 166.1.5.1 255.255.255.0
#

#
ospf 1
area 0.0.0.10
network 162.1.1.0 0.0.0.255
network 162.1.2.0 0.0.0.255
network 166.1.1.0 0.0.0.255
#
ip route-static 0.0.0.0 0.0.0.0 166.1.5.2 preference 200
#

6. S300

<S300> display current-configuration
#
sysname S300
#
router id 3.1.1.1
#

#
vlan 13
#
vlan 14
#
vlan 22
#
interface Vlan-interfacel3
ip address 206.1.3.2 255.255.255.0
#
interface Vlan-interfacel4
ip address 206.1.4.2 255.255.255.0
rip version 2 multicast
#
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interface Vlan-interface22
ip address 196.2.2.2 255.255.255.0
#

#
bgp 300
network 206.1.3.0
network 196.2.2.0
import-route rip
undo synchronization
group 100 external
peer 196.2.2.1 group 100 as-number 100
group 200 external
peer 206.1.3.3 group 200 as-number 200
preference 200 200 200
#
rip
undo summary
network 206.1.4.0
import-route bgp route-policy rip_import
#
route-policy rip_import permit node 10
if-match ip-prefix rip_import
#
ip ip-prefix rip_import index 10 permit 162.1.1.0 24
ip ip-prefix rip_import index 20 permit 162.1.2.0 24
ip ip-prefix rip_import index 30 permit 166.1.3.0 24
p ip-prefix rip_import index 40 permit 166.1.4.0 24

7.S300_A

<S300_A> display current-configuration
#

sysname S300_A
#

#
vlan 14
#
vlan 662
#
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vlan 665
#
interface Vlan-interfacel4
ip address 206.1.4.1 255.255.255.0
rip version 2 multicast
#
interface Vlan-interface662
ip address 166.1.2.1 255.255.255.0
rip version 2 multicast
#
interface Vlan-interface665
ip address 166.1.5.2 255.255.255.0
#

#
rip
undo summary
network 206.1.4.0
network 166.1.0.0
import-route static
#
ip route-static 162.1.1.0 255.255.255.0 166.1.5.1 preference 200
ip route-static 162.1.2.0 255.255.255.0 166.1.5.1 preference 200
#

8. S300_B

<S300_B> display current-configuration
#

sysname S300_B
#

#

acl number 2000
rule 5 deny

#

#
vlan 623
#
vlan 624
#
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vlan 662

#

interface Vlan-interface623
ip address 162.1.3.1 255.255.255.0
rip version 2 multicast

#

interface Vlan-interface624
ip address 162.1.4.1 255.255.255.0
rip version 2 multicast

#

interface Vlan-interface662
ip address 166.1.2.2 255.255.255.0
rip version 2 multicast

#

#
rip
undo summary
network 166.1.0.0
network 162.1.0.0
filter-policy 2000 import
#
ip route-static 0.0.0.0 0.0.0.0 166.1.2.1 preference 60
#

9. S400

<S400> display current-configuration
#
sysname S400
#
router id 4.1.1.1
#

#
vlan 15 to 16
#
vian 23
#
interface Vlan-interfacel5
ip address 196.1.3.3 255.255.255.0
#
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interface Vlan-interfacel6

ip address 206.1.6.3 255.255.255.0
#

interface Vlan-interface23

ip address 196.2.3.3 255.255.255.0
#

#
interface Cascadel/2/1
#
interface Cascadel/2/2
#
undo fabric-port Cascadel/2/1 enable
undo fabric-port Cascadel/2/2 enable
#
interface NULLO
#
bgp 400
network 196.1.3.0
network 196.2.3.0
import-route ospf 1
undo synchronization
group 100_1 external
peer 196.1.3.1 group 100_1 as-number 100
group 100_2 external
peer 196.2.3.2 group 100_2 as-number 100
preference 200 200 200
#
ospf 1
import-route bgp route-policy ospf_import
area 0.0.0.0
network 206.1.6.0 0.0.0.255
#
route-policy ospf_import permit node 10
if-match ip-prefix ospf_import
#
ip as-path-acl 1 permit ~100 200$
ip as-path-acl 2 permit ~100 300$
#
ip ip-prefix ospf_import index 10 permit 162.1.1.0 24
ip ip-prefix ospf_import index 20 permit 162.1.2.0 24
ip ip-prefix ospf_import index 30 permit 162.1.3.0 24
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ip ip-prefix ospf_import index 40 permit 162.1.4.0 24
#

10. S400_0

<S400_0> display current-configuration
#

sysname S400_0
#

#

vlan 16

#

vlan 663 to 664
#

#

interface Vlan-interfacel6

ip address 206.1.6.1 255.255.255.0
#

interface Vlan-interface663

ip address 166.1.3.1 255.255.255.0
#

interface Vlan-interface664

ip address 166.1.4.1 255.255.255.0
#

#
ospf 1
area 0.0.1.44
network 166.1.3.0 0.0.0.255
network 166.1.4.0 0.0.0.255
#
area 0.0.0.0
network 206.1.6.0 0.0.0.255
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3.4 BLELRWIE

3.4.1 HHEAKRMK+FHSKRARENIE

<S300_B> display ip routing-table
Routing Table: public net

Destination/Mask Protocol Pre Cost Nexthop Interface

0.0.0.0/0 STATIC 60 0 166.1.2.1 Vlan-interface662
127.0.0.0/8 DIRECT 0 0 127.0.0.1 InLoopBackO
127.0.0.1/32 DIRECT 0 0 127.0.0.1 InLoopBack0
162.1.3.0/24 DIRECT 0 0 162.1.3.1 Vlan-interface623
162.1.3.1/32 DIRECT 0 0 127.0.0.1 InLoopBackO
162.1.4.0/24 DIRECT 0 0 162.1.4.1 Vlan-interface624
162.1.4.1/32 DIRECT 0 0 127.0.0.1 InLoopBackO
166.1.2.0/24 DIRECT 0 0 166.1.2.2 Vlan-interface662
166.1.2.2/32 DIRECT 0 0 127.0.0.1 InLoopBackO
<S300_B> tracert -a 162.1.3.1 166.1.4.1

traceroute to 166.1.4.1(166.1.4.1) 30 hops max,40 bytes packet
1166.1.2.1 18 ms 3 ms 3 ms
2206.1.4.2 9 ms 4 ms 4 ms
3 196.2.2.1 9 ms 9 ms 18 ms
4 196.2.3.3 6 ms 3 ms 4 ms
5 206.1.6.1 14 ms 4 ms 3 ms

3.4.2 IGP 5 BGP %X HE. BI&iE

<S400_0> display ip routing-table
Routing Table: public net

Destination/Mask Protocol Pre Cost Nexthop Interface
127.0.0.0/8 DIRECT 0 0 127.0.0.1 InLoopBackO
127.0.0.1/32 DIRECT 0 0 127.0.0.1 InLoopBackO
162.1.1.0/24 O_ASE 150 1 206.1.6.3 Vlan-interfacel6
162.1.2.0/24 O_ASE 150 1 206.1.6.3 Vlan-interfacel6
162.1.3.0/24 O_ASE 150 1 206.1.6.3 Vlan-interfacel6
162.1.4.0/24 O_ASE 150 1 206.1.6.3 Vlan-interfacel6
166.1.3.0/24 DIRECT 0 0 166.1.3.1 Vlan-interface663
166.1.3.1/32 DIRECT 0 0 127.0.0.1 InLoopBackO
166.1.4.0/24 DIRECT 0 0 166.1.4.1 Vlan-interface664
166.1.4.1/32 DIRECT 0 0 127.0.0.1 InLoopBackO
192.168.0.0/24 DIRECT 0 0 192.168.0.30 Vlan-interfacel
192.168.0.30/32 DIRECT 0 0 127.0.0.1 InLoopBackO
206.1.6.0/24 DIRECT 0 0 206.1.6.1 Vlan-interfacel6
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206.1.6.1/32

DIRECT

0

<S300_A>display ip routing-table

Routing Table: public net

Destination/Mask Protocol Pre Cost

127.0.0.0/8

127.0.0.1/32
162.1.1.0/24
162.1.2.0/24
162.1.3.0/24
162.1.4.0/24
166.1.2.0/24
166.1.2.1/32
166.1.3.0/24
166.1.4.0/24
166.1.5.0/24
166.1.5.2/32
206.1.4.0/24
206.1.4.1/32

DIRECT
DIRECT
RIP
RIP
RIP
RIP
DIRECT
DIRECT
RIP
RIP
DIRECT
DIRECT
DIRECT
DIRECT

o

0

0
0
100
100
100
100

100 1
100 1

0
0
0

0

<S200_10> display ip routing-table

Routing Table: public net

)

Destination/Mask Protocol Pre Cost
200 O

0.0.0.0/0
127.0.0.0/8
127.0.0.1/32
162.1.1.0/24
162.1.1.1/32
162.1.2.0/24
162.1.2.1/32
162.1.3.0/24
162.1.4.0/24
166.1.1.0/24
166.1.1.2/32
166.1.3.0/24
166.1.4.0/24
166.1.5.0/24
166.1.5.1/32
206.1.2.0/24

3.4.3 KHEHEERIE

STATIC
DIRECT

DIRECT
DIRECT
DIRECT
DIRECT
DIRECT
0_ASE
0_ASE
DIRECT
DIRECT
0_ASE
0_ASE
DIRECT
DIRECT
OSPF

0

150
150

150
150

10

1 |G ER AR EEHART

o O o o

<S200_10> display ip routing-table
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127.0.0. InLoopBackO
Nexthop Interface
127.0 InLoopBackO
127.0 InLoopBackO
206.1 Vlan-interfacel4d
206.1.4.2 Vlan-interfacel4
166.1 Vlan-interface662
166.1 Vlan-interface662
166.1 Vlan-interface662
127.0.0.1 InLoopBackO
206.1.4.2 Vlan-interfaceld
206.1.4.2 Vlan-interfacel4
166.1.5.2 Vlan-interface665
127.0.0.1 InLoopBackO
206.1.4.1 Vlan-interfacel4
127.0.0.1 InLoopBackO
Nexthop Interface
166.1.5.2 Vlan-interface665
127.0.0.1 InLoopBackO
127.0.0.1 InLoopBackO
162.1.1.1 Vlan-interface621
127.0.0.1 InLoopBackO
162.1.2.1 Vlan-interface622
127.0.0.1 InLoopBackO
166.1.1.1 Vlan-interface661
166.1.1.1 Vlan-interface661
166.1.1.2 Vlan-interface661
127.0.0.1 InLoopBackO
166.1.1.1 Vlan-interface661
166.1.1.1 Vlan-interface661
166.1.5.1 Vlan-interface665
127.0.0.1 InLoopBackO
166.1.1.1 Vlan-interface661
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Routing Table: public net

Destination/Mask Protocol Pre Cost Nexthop Interface

0.0.0.0/0 STATIC 200 O 166.1.5.2 Vlan-interface665
127.0.0.0/8 DIRECT 0 0 127.0.0.1 InLoopBackO
127.0.0.1/32 DIRECT 0 0 127.0.0.1 InLoopBackO
162.1.1.0/24 DIRECT O 0 162.1.1.1 Vlan-interface621
162.1.1.1/32 DIRECT O 0 127.0.0.1 InLoopBackO
162.1.2.0/24 DIRECT O 0 162.1.2.1 Vlan-interface622
162.1.2.1/32 DIRECT 0 0 127.0.0.1 InLoopBackO
162.1.3.0/24 O_ASE 150 1 166.1.1.1 Vlan-interface661
162.1.4.0/24 O_ASE 150 1 166.1.1.1 Vlan-interface661
166.1.1.0/24 DIRECT 0 0 166.1.1.2 Vlan-interface661
166.1.1.2/32 DIRECT 0 0 127.0.0.1 InLoopBackO
166.1.3.0/24 O_ASE 150 1 166.1.1.1 Vlan-interface661
166.1.4.0/24 O_ASE 150 1 166.1.1.1 Vlan-interface661
166.1.5.0/24 DIRECT 0 0 166.1.5.1 Vlan-interface665
166.1.5.1/32 DIRECT 0 0 127.0.0.1 InLoopBackO
206.1.2.0/24 OSPF 10 20 166.1.1.1 Vlan-interface661

<S200_10> tracert -a 162.1.1.1 166.1.3.1

traceroute to 166.1.3.1(166.1.3.1) 30 hops max,40 bytes packet
1166.1.1.1 10 ms 3 ms 3 ms

2 206.1.2.3 13 ms 3 ms 5 ms

3 196.1.1.1 9 ms 3 ms 4 ms

4 196.1.3.3 12 ms 3 ms 3 ms

5 206.1.6.1 14 ms 5 ms 3 ms

2. HEMRMER LK, XRIENHARERIRBERD.

<S200_10> display ip routing-table
Routing Table: public net

Destination/Mask Protocol Pre Cost Nexthop Interface
0.0.0.0/0 STATIC 200 O 166.1.5.2 Vlan-interface665
127.0.0.0/8 DIRECT 0 127.0.0.1 InLoopBackO
127.0.0.1/32 DIRECT 0 127.0.0.1 InLoopBackO
162.1.1.0/24 DIRECT 0 162.1.1.1

Vlan-interface621

162.1.1.1/32 DIRECT 0 127.0.0.1 InLoopBackO
162.1.2.0/24 DIRECT 0 0 162.1.2.1

Vlan-interface622

162.1.2.1/32 DIRECT 0 0 127.0.0.1 InLoopBackO
166.1.5.0/24 DIRECT 0 0 166.1.5.1

Vlan-interface665

166.1.5.1/32 DIRECT 0 0 127.0.0.1 InLoopBackO
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<S200_10> tracert -a 162.1.1.1 166.1.3.1
traceroute to 166.1.3.1(166.1.3.1) 30 hops max,40 bytes packet

1166.1.5.2 11 ms 3 ms 4 ms
2206.1.4.2 13 ms 3 ms 4 ms
3 196.2.2.1 13 ms 3 ms 6 ms
4 196.2.3.3 11 ms 3 ms 4 ms
5 206.1.6.1 12 ms 3 ms 4 ms

3.4.4 BGP 8 MED & 4 ft & I8

1. EARE MED {ERR R R IR 1E

<S400_0> tracert -a 166.1.3.1 162.1.1.1
traceroute to 162.1.1.1(162.1.1.1) 30 hops max,40 bytes packet
1206.1.6.3 11 ms 3 ms 7 ms

2 196.1.3.1 10 ms 3 ms 8 ms
3196.1.1.3 8 ms 3 ms 3 ms
4 206.1.2.1 13 ms 4 ms 3 ms
5166.1.1.2 13 ms 4 ms 3 ms

<S400_0> tracert -a 166.1.3.1 162.1.3.1
traceroute to 162.1.3.1(162.1.3.1) 30 hops max,40 bytes packet

1206.1.6.3 11 ms 3 ms 3 ms
2 196.1.3.1 14 ms 4 ms 5 ms
3 196.3.1.2 10 ms 8 ms 17 ms
4 196.2.2.2 14 ms 3 ms 3 ms
5 206.1.4.1 13 ms 3 ms 3 ms
6 166.1.2.2 13 ms 3 ms 4 ms

2. XF MED {E#t 1T 6] B 3R ST 945 & %15
# BlE AS B4R UEYIE 1, AVF AS_PATH LL 100 T4, 200 45 o8 i 2% th 45 538

N

o
[S400] ip as-path-acl 1 permit ~100 200$
# WoRULAC AS BRI IESIZE 1 1

<S400> display bgp routing as-path-acl 1

Flags: # - valid N - active 1 - internal
D - damped H - history S - aggregate suppressed
Dest/Mask Next-Hop Med Local-pref Origin Path
#N 162.1.1.0/24 196.1.3.1 100 100 INC 100
200
# 162.1.1.0/24 196.2.3.2 200 100 INC 100
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#° 162.1.2.0/24 196.1.3.1 100 100 INC 100
200
# 162.1.2.0/24 196.2.3.2 200 100 INC 100
200
#~ 166.1.1.0/24 196.1.3.1 0 100 INC 100 200
# 166.1.1.0/24 196.2.3.2 0 100 INC 100 200
#~ 206.1.3.0 196.1.3.1 0 100 I1GP 100 200

# NlE AS BRIy £ 1, Al AS_PATH LL 100 JT44, 300 45 o i % i f5 5.3l
o
[S400] ip as-path-acl 2 permit ~100 300$

# WoRILAC AS BRARIEIESIR 2 1 i

<S400> display bgp routing as-path-acl 2

Flags: # - valid A - active I - internal
D - damped H - history S - aggregate suppressed

Dest/Mask Next-Hop Med Local-pref Origin Path
#N  162.1.3.0/24 196.2.3.2 100 100 INC 100
300
# 162.1.3.0/24 196.1.3.1 200 100 INC 100
300
#N 162.1.4.0/24 196.2.3.2 100 100 INC 100
300
# 162.1.4.0/24 196.1.3.1 200 100 INC 100
300
#N 166.1.2.0/24 196.1.3.1 0 100 INC 100
300
# 166.1.2.0/24 196.2.3.2 0 100 INC 100
300
#N 166.1.5.0/24 196.1.3.1 0 100 INC 100
300
# 166.1.5.0/24 196.2.3.2 0 100 INC 100
300
# 206.1.3.0 196.2.3.2 0 100 IGP 100 300

<S400_0> tracert -a 166.1.3.1 162.1.1.1

traceroute to 162.1.1.1(162.1.1.1) 30 hops max,40 bytes packet
1 206.1.6.3 9 ms 4 ms 3 ms

2 196.1.3.1 13 ms 4 ms 3 ms

3 196.1.1.3 14 ms 4 ms 3 ms

4 206.1.2.1 12 ms 3 ms 3 ms
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5 166.1.1.2 13 ms

<S400_0> tracert -a 166.1.3.1 162.1.3.1

4

ms

3

ms

traceroute to 162.1.3.1(162.1.3.1) 30 hops max,40 bytes packet

1 206.1.6.3 10 ms
2 196.2.3.2 13 ms
3 196.2.2.2 12 ms
4 206.1.4.1 12 ms
5 166.1.2.2 14 ms

35 FEEmM

FERCE SRR R, EERE LU JLAL:

4

w A 0 W

ms

ms

ms

ms

ms

3

a w w o

ms

ms

ms

ms

ms

o X T3CHF Fabric KB, A 3) BGP ZHij 25Kk ] Fabric D¢
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(1) HBcE SAHETH RP Hilk

%1-30 BLE Anycast RP

BRIE me 3t AR
ARG system-view

AN MSDP #1 &

msdp

Bl SA JHEH Y RP Hhhk

interface-number

originating-rp interface-type

CIe

BB, SATHER RP
Huhik g PIM B2 & () RP Ml

LR

£ Anycast RP &l %, C-BSR #= C-RP :/fifie B £ RF k&3340 L.

(2) W& SAHE

Gefy

$1-31 BLE SAHEETR

BRAE we i3t BF

ARG system-view -
B MSDP #L& | msdp -

— ‘\\li QT\‘ 2 3
ﬁzﬁ SA I BZLAT cache-sa-enable ik A - o
Bl BRATET, F3h SATHEZAFHLE
ACE SAHEMZE | peer peer-address HIIE
A sa-cache-maximum sa-limit | ges i 7, SA 47505 (i 2048

(3) HCE SA USRI B A AR AL U

3*1-32 BLE SAEKHEBR A EMTE

= ws 15 Bf
HEANRGMIE system-view
X MSDP LK msdp
1P
JA 3l SA 4 B Z AL ) _
ﬁ; cache-sa-enable EFEGOT, Bhasks SA RS
SA KRS
Ak
JA 5l MSDP X 4544 e o
L SA TR A peer peer-address BRATULT, 8 as W ST 4L TE S
o request-sa-enable IS}, A ) MSDP %2844 %% SA SR B,

MR A5 R —A SA T BRIk
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— %13 ARRYNEhRE R
BRIE g 15 AR
A4t MSDP %25 | peer peer-address ik
Bt SA TR | sa-request-policy [acl | phagdm 7, B i SeH:ek [ % MSDP %
ISP acl-number ] S KO SA TR

(4) TCHE SA R AR IR uE

31-33 BLE SA HERABRTEN N

BR1E we AR
HARGEME system-view
X MSDP K msdp
i t | I
e b 1 R import-source [ ac
B SA T B R g 4Lk acIF-)number] [ BB SR, SA Y L
WA (S, G) Tl

(5) MU EALMOMEL K SA W S I8 LN
#1-34 RMEBUEEL SA KSR TIEMN

BRAE me 5L AR
ARG system-view
X MSDP LK msdp
Ak

X ) SA L | P BEEErtens SORONCY | apient , xppatcsst iy

HATILgE acl-number | HEARMEILIE, MSDP x4
R R T ) SA B

il & R IX S5 2 MSDP %% | peer peer-address liE

PRI B AR AL B/ TTL minimume-ttl ttl-value SATERTR, TTL EMEH 0
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H2E R E 2

2.1 PIM-DM+IGMP+IGMP Snooping &t & %51

2.1.1 X9
FH 7 3 sk 148 5 BSOS #8455, AR H P T RIS, A B 827 58
WALA ] -
(1) & TEEARE BAE 20 %, HostA Al HostB il it # #:31i21T IGMP

Snooping ] SwitchE #£ it 21 7654
(2) AT AEERRRE R B 4L FE R, HostC il HostD H % #: 55 SwitchB
1 SwitchC AHIE FRIAA 19 2% N1 Bl ZH 9 £t , AT AT LASEEL_EATHERR 125100 s
(3)  FNATHMZIIZAT ISR S B BUE RIP, SBAT 414 % (i P2 PIM-DM.

2.1.2 MEHRH

(1) SwitchD it Vian-interface300 #3115 41 &5 Source FIT{E M 4434 8%

(2) SwitchA J#id Vlan-interface100 % [1i%#; SwitchE, il Vlan-interface103
FE 3% H SwitchD;

(3) SwitchB Fll SwitchC iiliid % [ 1) Vlan-interface200 2 IR A RS 4% N1, 43
HiE Tt Vian-interface101 Al Vlan-interface102 4% 1% SwitchD;

(4) £ SwitchA [{] Vlan-interface100 #% 1 247 IGMPV2, 7 SwitchE 450
5 IGMP Snooping F1#£ VLAN100 W73 IGMP Snooping; SwitchB i
SwitchC 5K M4 N1 2 [AtHiZ17 IGMPv2, i’ SwitchB 76 A ifi 4 .
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Jic A 2541

2.1.3 HAME

Source

10.110.5.100/24

K&
Switch A

Switch B
Switch C

Switch D

Switch E

214 BEELE

Ethernet

B3

Hu
Vlan-int100
Vlan-int103
Vlan-int200
Vlan-int101
Vlan-int200
Vlan-int102
Vlan-int300
Vlan-int103
Vlan-int101
Vlan-int102
VIan100

PIM-DM

Vlan-int100

v IGMP querier
lan-intlo

<> 1 Vlan-int200

Switch E

Rec

Ethernet

Ho

Switch C

IP 3.4k
10.110.1.1/24
192.168.1.1/24
10.110.2.1/24
192.168.2.1/24
10.110.2.2/24
192.168.3.1/24
10.110.5.1/24
192.168.1.2/24
192.168.2.2/24
192.168.3.2/24

g o
Ethernet1/0/1
Ethernet1/0/2
Ethernet1/0/1
Ethernet1/0/2
Ethernet1/0/1
Ethernet1/0/2
Ethernet1/0/1
Ethernet1/0/2
Ethernet1/0/3
Ethernet1/0/4

— Host B
pd

eiver

Receiver

B

st C

Host D

Ethernet1/0/1.
Ethernet1/0/2.

Ethernet1/0/3

E2-1 PIM-DM+IGMP+IGMP Snooping 82! fig & 28 (X [&]

<SwitchA> system-view

1. EBERTHMIAY VLAN, VLAN ZEOEH IP #rilit

# W0 & SwitchA ) VLAN. VLAN 211 & 3 1P ik

System View: return to User View with Ctri+Z.
[SwitchA] vlan 100
[SwitchA-vlan100] port Ethernet 1/0/1
[SwitchA-vlan100] quit
[SwitchA] vlan 103
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[SwitchA-vlan103] port Ethernet 1/0/2
[SwitchA-vIan103] quit

[SwitchA] interface Vlan-interface 100
[SwitchA-VlIan-interfacelO0] ip address 10.110.1.1 24
[SwitchA-VIan-interfacelO0] quit

[SwitchA] interface Vlan-interface 103
[SwitchA-VIan-interfacelO3] ip address 192.168.1.1 24
[SwitchA-VIan-interfacelO03] quit

WS E 2-1E A B AL VIan, Viand [ & ILIPHbE,  HAA A Bk FE g o

2. Bl & BB H TN
# 71 SwitchA )5 30 RIP W33, 31 HAF 192.168.1.0 f1 10.110.1.0 M EL 8 RIP.

<SwitchA> system-view

[SwitchA] rip

[SwitchA- rip] network 192.168.1.0
[SwitchA- rip] network 10.110.1.0
[SwitchA- rip] quit

SwitchB. SwitchC F SwitchD [Ffid & 5 SwitchA AL, Fic & i FEmg .

3. BL &R BN

# 1F SwitchA )3l IP 445 i, 77 %8210 1A 3) PIM-DM, Jf-4F Vlan-interface100
B0 FJE3h IGMPY2.

<SwitchA> system-view

[SwitchA] multicast routing-enable
[SwitchA] interface vlan-interface 100
[SwitchA-Vlan-interfacelO00] igmp enable
[SwitchA-Vlan-interfacel00] pim dm
[SwitchA-Vlan-interfacel00] quit
[SwitchA] interface vlan-interface 103
[SwitchA-VlIan-interfacel03] pim dm
[SwitchA-Vlan-interfacel03] quit

SwitchB F1 SwitchC It & 5 SwitchA AL, i & ik FEng .
# ¢ SwitchD a3 sh4 &%k th, I %80 535 PIM-DM.

<SwitchD> system-view

[SwitchD] multicast routing-enable
[SwitchD] interface vlan-interface 300
[SwitchD-VlIan-interface300] pim dm
[SwitchD-VlIan-interface300] quit
[SwitchD] interface vlan-interface 103
[SwitchD-Vlan-interfacel03] pim dm
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[SwitchD-VlIan-interfacel03] quit
[SwitchD] interface vlan-interface 101
[SwitchD-VlIan-interfacelOl] pim dm
[SwitchD-VlIan-interfacelOl] quit
[SwitchD] interface vlan-interface 102
[SwitchD-VlIan-interfacel02] pim dm
[SwitchD-VlIan-interfacel02] quit

# 7E SwitchE |45 )13 IGMP Snooping, J7f VIan100 i )43/ IGMP Snooping.

<SwitchE> system-view
[SwitchE] igmp-snooping enable
Enable IGMP-Snooping ok.
[SwitchE] vlan 100
[SwitchE-vlan100] igmp-snhooping enable
[SwitchE-vlan100] quit

4 BT ENE

PLAE ML FEYR Source [M4IHEAL 224.1.1.1 KA A FEEHE, HostA s #4145 41
224.1.1.1 (MAHFREEE, Fod 2S5 AL R EROR -

(1) T AE A2 I HostA 2 752 e 31 20 #5508k .
# 2% F Switch D | PIM 48 E X R 5.

<SwitchD> display pim neighbor

Neighbor®s Address Interface Name Uptime Expires
192.168.2.1 Vlan-interfacelO1l 02:45:04 00:04:46
192.168.3.1 Vlan-interfacel02 02:42:24 00:04:45
192.168.1.1 Vlan-interfacel03 02:43:44 00:05:44
# #rF SwitchD AR K3 .

<SwitchD>display multicast forwarding-table
Multicast Forwarding Cache Table

Total 1 entries: O entry created by IP, 1 entries created by protocol

00001. (10.110.5.110, 224.1.1.1), iif Vlan-interfacel, 1 oifs,
Protocol Create
List of outgoing interface:
01: Vlan-interfacelOl
Matched 181 pkts(271500 bytes), Wrong If O pkts
Forwarded 130 pkts(195000 bytes)

Total 1 entries Listed

# B F SwitchA R IR K%,
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<SwitchA> display multicast forwarding-table
Multicast Forwarding Cache Table
Total 1 entry: 0 entry created by IP, 1 entry created by protocol
00001. (10.110.5.110, 224.1.1.1), iif Vlan-interfacelOl, 1 oifs,
Protocol Create
List of outgoing interface:
01: Vlan-interfacel00
Matched 451 pkts(676500 bytes), Wrong If O pkts
Forwarded 451 pkts(676500 bytes)

Total 1 entry Listed
Matched 1 entry

# 7 SwitchA i 5 B AL AR5 B

<SwitchA> display mpm group
Total 1 IP Group(s)-
Total 1 MAC Group(s)-

Vlan(id):101.
Total O IP Group(s)-
Total 0 MAC Group(s)-
Router port(s):Ethernetl/0/2
Vlan(id):200.
Total 1 IP Group(s)-
Total 1 MAC Group(s)-
Router port(s):
IP group(s):the following ip group(s) match to one mac group.
IP group address:224.1.1.1
Host port(s):Ethernetl/0/15
MAC group(s):
MAC group address:0100-5e01-0101
Host port(s):Ethernetl/0/15

# 754 SwitchE | IGMP Snooping i il 1] 1 240 76 4115 L .

<SwitchE> display igmp-shooping group
Total 1 IP Group(s).-
Total 1 MAC Group(s).-

Vlan(id):100.
Total 1 IP Group(s)-
Total 1 MAC Group(s)-
Router port(s):Ethernetl/0/2
IP group(s):the following ip group(s) match to one mac group.
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IP group address:224.1.1.1
Host port(s):Ethernetl/0/19
MAC group(s):
MAC group address:0100-5e01-0101
Host port(s):Ethernetl/0/19

WL b E BT LUE H SwitchD A1 SwitchA # T Eff i 7 4%k k£ i, It H
HostA T\l 52 21 20 7% B .

(2) £ SwitchE [-Jid & IGMP Snooping 24L& 4L i) .
# 1t SwitchE -lC B XA 2H 224.1.1.1 (3L 9E D) fE -

<SwitchE> system-view

[SwitchE-acl-basic-2000] rule deny source 224.1.1.1 0
[SwitchE-acl-basic-2000] rule permit source any
[SwitchE-acl-basic-2000] quit

[SwitchE]igmp-snooping group-policy 2000 vlian 100

# 11& SwitchA 4R K LI

<SwitchA> display multicast forwarding-table
Multicast Forwarding Cache Table

Total 1 entry: O entry created by IP, 1 entry created by protocol

00001. (10.110.5.100, 224.1.1.1), iif Vlan-interfacelOl, O oifs,
Protocol Create
Matched 5 pkts(7500 bytes), Wrong If O pkts
Forwarded O pkts(0 bytes)

Total 1 entry Listed

DA I R A5 B B SwitchA S5 156 R A1 A «
# A 76 SwitchE [ATREAME B

<SwitchE> display igmp-shooping group

Total O IP Group(s).-
Total 0 MAC Group(s)-

Vlan(id):200.
Total O IP Group(s)-
Total 0 MAC Group(s)-
Router port(s):Ethernetl/0/19
FENCE T A RRAIL s D Re ), A S I ANBEW R IGMP #3543, IP 414141 MAC
AT 5E I st A I i 15 MR o

(3) 7E SwitchA it & IGMP Z14k41it yETh Rk .

2-6



H3C i LA W) A2 # AL i 3 e P 491

gikiii

o5 2 B ARSI R RC E A

# <M SwitchE F413& 4l JehfE.

<SwitchE> system-view

[SwitchE] undo igmp-snooping group-policy

WLAR:
A T # % T 68 X 4 IGMP Snooping #9284 4812 JEHLIN 5 IGMP 64 404% 403 JE AL 2
I — AN A, X2 4% ] IGMP Snooping #)484%40 it 8 2h 8.

7 SwitchA f] Vlan-interface100 [ azh*f4H#E4 224.1.1.1 L iEshee, & F
SwitchA [ 20 & 1 K 220 .

# £ SwitchA [1] Vlan-interface100 o s H %4 224.1.1.1 i uE T e

<SwitchA> system-view

[SwitchA] acl number 2000

[SwitchA-acl-basic-2000] rule deny source 224.1.1.1 0
[SwitchA-acl-basic-2000] rule permit source any
[SwitchA-acl-basic-2000] quit

[SwitchA] interface Vlan-interface 100
[SwitchA-VlIan-interfacel00] igmp group-policy 2000
[SwitchA-VlIan-interfacelO0] return

# YA SwitchA [413E4 K% .

<SwitchA> display multicast forwarding-table
Multicast Forwarding Cache Table

Total 1 entry: 0 entry created by IP, 1 entry created by protocol

00001. (10.110.5.100, 224.1.1.1), iif Vlan-interfacelOl, O oifs,
Protocol Create
Matched 5 pkts(7500 bytes), Wrong If O pkts
Forwarded O pkts(0 bytes)

Total 1 entry Listed
# 15 F SwitchA 414R4115 ..

<SwitchA> display igmp group
Total O IGMP groups reported on this router

FERCE T AFRA L IETIRES, AN D ASRECE] IGMP R HRC, AR A3k 414E
SE I Sl I Je e o

WLEA:
TAA H IGMP Snooping #9484&483LJEHLIN 5 IGMP &9 28454033 JE LI A ) A8 )
8, P T AL RE 6948 W SU T #ATAR R 6 B E
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2.2 PIM-SM+IGMP+IGMP Snooping i & =51

2.2.1 FKaHh
FH P AL 7 2 B AR R AR BRI, MU B 7 2
AR
(1) b TGS SFE 20 #, HostA I HostB Jlid EHESIIZ1T IGMP

Snooping 1 SwitchE e 20 % 545
(2) AT ATEERRRE B AL IR £ dE . HostC Al HostD H#:i%#:% 5 SwitchB
H1 SwitchC FHIE FRIA M 45 N1 Bl 20 768 , AT o] BLSEBR EATBE B 1) 45407 s
(3) A PIMBECKI SM . BSR BRI 3, S AAMHLLIMIZAT OSPF Hhif.

2.2.2 MEMF

(1) SwitchD it Vlan-interface300 £ 15 41 #J5 Source JIT 71 M 25 3% 4%

(2) SwitchA i Vlan-interface100 £ 113%4; SwitchF, @it Vlan-interface101
$: 3% SwitchD, it Vian-interface102 #1342 SwitchE

(38) SwitchB il SwitchC i i % H 1] Vlan-interface200 # & EH AR M4 N1, 43
HiE L Vian-interface103 Al Vlan-interface104 % 11134 #% SwitchE;

(4) K SwitchD 1 Vlan-interface105 #% 11 SwitchE 1] Vlan-interface102 % I11E
4y C-BSR #l C-RP.

(5) £ SwitchA ] Vlan-interfacel00 ¥ 11 Fiz17 IGMPV2, 7t SwitchF 4> )55
5 IGMP Snooping F1#£ VLAN100 W73 IGMP Snooping; SwitchB i
SwitchC 5K M 4% N1 2 [AtHig 17 IGMPv2, 3l SwitchB 76 A ifi4s .
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2.2.3 HAME

Switch A

Vlan-int100

Receiver

Host B
Receiver

Host C

Host D

Vlan100
Vlan-int102 Switch F
—
. Vlan-int102 z
g Vlan-int300 . K,i Vlan-lnt%03 Vlan-int200
Source £ Vlan-int105 Vlan-int103
L .
Switch D Switch E | Vlan-int104 Switch B _
g
£
10.110.5.100/24 . u
Vlan-int104
VIan—intZOO
PIM-SM
Switch C
#& #n IP bt a4
Switch A Vlan-int100 10.110.1.1/24 Ethernet1/0/1
Vlan-int101 192.168.1.1/24 Ethernet1/0/2
Vlan-int102 192.168.9.1/24 Ethernet1/0/3
Switch B Vlan-int200 10.110.2.1/24 Ethernet1/0/1
Vlan-int103 192.168.2.1/24 Ethernet1/0/2
Switch C Vlan-int200 10.110.2.2/24 Ethernet1/0/1
Vlan-int104 192.168.3.1/24 Ethernet1/0/2
Switch D Vlanint300 10.110.5.1/24 Ethernet1/0/1
Vlanint101 192.168.1.2/24 Ethernet1/0/2
Vlanint105 192.168.4.2/24 Ethernet1/0/3
Switch E Vlanint104 192.168.3.2/24 Ethernet1/0/3
Vlanint103 192.168.2.2/24 Ethernet1/0/2
Vlanint102 192.168.9.2/24 Ethernet1/0/1
Vlanint105 192.168.4.1/24 Ethernet1/0/4
Switch F VIan100 - Ethernet1/0/1.
Ethernet1/0/2.
Ethernet1/0/3

224 BEESE

E2-2 PIM-SM~+IGMP+IGMP Snooping 282 E¢ & 4H [ [£]

1. FEE& XA VLAN. VLAN 3ZEORH IP #ifit

# Ml & SwitchA ¥ VLAN. VLAN #11 A 3 1P Hhulik,

<SwitchA> system-view

System View: return to User View with Ctri+Z.

[SwitchA] vlan 100
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[SwitchA-vlan100] port Ethernet 1/0/1
[SwitchA-vIan100] quit

[SwitchA] vlan 101

[SwitchA-vlan101] port Ethernet 1/0/2
[SwitchA-vlan101] quit

[SwitchA] vlan 102

[SwitchA-vlan102] port Ethernet 1/0/3
[SwitchA-vIan102] quit

[SwitchA] interface Vlan-interface 100
[SwitchA-VIan-interfacelO0] ip address 10.110.1.1 24
[SwitchA-VIan-interfacelO0] quit

[SwitchA] interface Vlan-interface 101
[SwitchA-VIan-interfacelOl] ip address 192.168.1.1 24
[SwitchA-VIan-interfacelOl] quit

[SwitchA] interface Vlan-interface 102
[SwitchA-VIan-interfacel02] ip address 192.168.9.1 24
[SwitchA-VIan-interfacel02] quit

M S MK 2-20 B HAL B AT HALFVLAN,. VLANSE 1 A P b,  EAR B & ok 7
W

2. Bl & BB H TN
# ¢ SwitchA it & Router ID Jfft & OSPF #hi¥ .

<SwitchA> system-view.

[SwitchA]router id 1.1.1.1

[SwitchA]ospf

[SwitchA-ospf-1]area 0O
[SwitchA-ospf-1-area-0.0.0.0]network 10.110.1.0 0.0.0.255
[SwitchA-ospf-1-area-0.0.0.0]network 192.168.1.0 0.0.0.255
[SwitchA-ospf-1-area-0.0.0.0]network 192.168.9.0 0.0.0.255

SwitchB. SwitchC. SwitchD FiI SwitchE [l & 5 SwitchA AL, e B ik FLmg .

3. BEL &R BN

# 7 SwitchA FJEEHHIERH, %80 FJE3) PIM-SM, Jf{F Vlan-interface100
B0 EJE3h IGMPY2,

<SwitchA> system-view

[SwitchA] multicast routing-enable
[SwitchA] interface Vlan-interface 100
[SwitchA-Vlan-interfacel00] igmp enable
[SwitchA-Vlan-interfacel00] pim sm
[SwitchA-Vlan-interfacel00] quit

[SwitchA] interface vlan-interface 101
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[SwitchA-VIan-interfacelOl] pim sm
[SwitchA-VIan-interfacelOl] quit
[SwitchA] interface vlan-interface 102

[SwitchA-VIan-interfacel02] pim sm

LR

R GAEEBEZLENED X ALERBF) IGMP, FAHFEHEHFELT, B30T
IGMP #4420 Lz 478352 IGMPV2, Fivi RE 2B F 4/ E IGMP #95Rk,

Switch B Fll Switch C [t & 55 Switch A #H4EL, Switch D #il Switch E B T AN77 5AE
AN A3 IGMP 4b, He (e &5 Switch A AL, Fic B ok FEmg .

# 7& Switch D ¢ E RP il & I RS-VEH, LA C-BSR 1 C-RP [Hf & .

<SwitchD> system-view

[SwitchD] acl number 2005

[SwitchD-acl-basic-2005] rule permit source 225.1.1.0 0.0.0.255
[SwitchD-acl-basic-2005] quit

[SwitchD] pim

[SwitchD-pim] c-bsr vlan-interface 105 24 2

[SwitchD-pim] c-rp vlan-interface 105 group-policy 2005 priority 2
[SwitchD-pim] quit

# 7E Switch E _FACE RP 15 RS JEH, AN C-BSR Fl C-RP I & .

<SwitchE> system-view

[SwitchE] acl number 2005

[SwitchE-acl-basic-2005] rule permit source 225.1.1.0 0.0.0.255
[SwitchE-acl-basic-2005] quit

[SwitchE] pim

[SwitchE-pim] c-bsr vlan-interface 102 24 1

[SwitchE-pim] c-rp vlan-interface 102 group-policy 2005 priority 1
[SwitchE-pim] quit

# 7 SwitchF -4 5 )3 3l IGMP Snooping, J£7E VIan100 P )i ) IGMP Snooping.

<SwitchF> system-view
[SwitchF] igmp-snooping enable
Enable IGMP-Snooping ok.
[SwitchF] vlan 100
[SwitchF-vlIan100] igmp-snooping enable
[SwitchF-vIan100] quit

4. AL EBR

A ML FEUS Source [\ 3% 4 225.1.1.1 KIEHFEEI, HostA fl HostC A% 1%
2 225.1.1.1 I ZHFREI, RL50 A A He LI B RO .
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(1) Bk EE a2 Kk HostA Al HostC 2 75 e 31 240 35 Bl
# 2% F Switch E | PIM [F45 a2 5 4.

<SwitchE> display pim neighbor

Neighbor®"s Address Interface Name Uptime Expires

192.168.9.1 Vlan-interfacel02 02:47:04 00:01:42
192.168.2.1 Vlan-interfacel03 02:45:04 00:04:46
192.168.3.1 Vlan-interfacelO4 02:42:24 00:04:45
192.168.4.2 Vlan-interfacel05 02:43:44 00:05:44

# A% Switch E [ BSR {5 K.

<SwitchE> display pim bsr-info
Current BSR Address: 192.168.4.2
Priority: 2
Mask Length: 24
Expires: 00:01:39
Local Host is C-BSR: 192.168.9.2
Priority: 1
Mask Length: 24

# 2% Switch E ¥ RP{Z 5.,

<SwitchE> display pim rp-info
PIM-SM RP-SET information:
BSR is: 192.168.4.2

Group/MaskLen: 225.1.1.0/24

RP 192.168.9.2
Version: 2
Priority: 1
Uptime: 00:03:15
Expires: 00:01:14

RP 192.168.4.2
Version: 2
Priority: 2
Uptime: 00:04:25
Expires: 00:01:09

# 7% F Switch A I PIM B 3z AL,

<SwitchA> display pim routing-table
PIM-SM Routing Table
Total 1 (S,G) entries, 1 (*,G) entries, 0 (*,*,RP) entry

(*, 225.1.1.1), RP 192.168.9.2
Protocol 0x20: PIMSM, Flag 0x2003: RPT WC NULL_IIF
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Uptime: 00:23:21, never timeout
Upstream interface: Vlan-interfacelO2, RPF neighbor: 192.168.9.2
Downstream interface list:
Vlan-interfacel00, Protocol Ox1: IGMP, never timeout
(10.110.5.100, 225.1.1.1)
Protocol 0x20: PIMSM, Flag 0x80004: SPT
Uptime: 00:03:43, Timeout in 199 sec
Upstream interface: Vlan-interfacelO2, RPF neighbor: 192.168.9.2
Downstream interface list:
Vlan-interfacel00, Protocol Ox1: IGMP, never timeout

Matched 1 (S,G) entries, 1 (*,G) entries, 0 (*,*,RP) entry
Switch B fil Switch C [-f#1 .7~ 15 55 Switch A 24U,
# 1A SwitchD - PIM #HRE E .

<SwitchD> display pim routing-table
PIM-SM Routing Table
Total 1 (S,G) entry, 0 (*,G6) entry, 0O (*,*,RP) entry

(10.110.5.100, 225.1.1.1)
Protocol 0x20: PIMSM, Flag Ox4: SPT
Uptime: 00:03:03, Timeout in 27 sec
Upstream interface: Vlan-interface300, RPF neighbor: NULL
Downstream interface list:
Vlan-interfacelOl, Protocol 0x200: SPT, timeout in 147 sec
VIan-interfacel05, Protocol 0x200: SPT, timeout in 145 sec
Matched 1 (S,G) entry, 0 (*,G) entry, 0 (*,*,RP) entry

# % Switch E _Ff{) PIM % h %15 8.

<SwitchE> display pim routing-table
PIM-SM Routing Table
Total 1 (S,G) entry, 1 (*,6) entry, 0 (*,*,RP) entry

(*,225.1.1.1), RP 192.168.9.2
Protocol 0x20: PIMSM, Flag 0x2003: RPT WC NULL_IIF
Uptime: 00:02:34, Timeout in 176 sec
Upstream interface: Null, RPF neighbor: 0.0.0.0
Downstream interface list:
Vlan-interfacel02, Protocol 0x100: RPT, timeout in 176 sec
Vlan-interfacel03, Protocol 0x100: SPT, timeout in 135 sec

(10.110.5.100, 225.1.1.1)

Protocol 0x20: PIMSM, Flag Ox4: SPT
Uptime: 00:03:03, Timeout in 27 sec
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Upstream interface: Vlan-interfacelO5, RPF neighbor: 192.168.4.2
Downstream interface list:
Vlan-interfacel02, Protocol 0x200: SPT, timeout in 147 sec
Vlan-interfacel03, Protocol 0x200: SPT, timeout in 145 sec
Matched 1 (S,G) entry, 1 (*,6) entry, 0 (*,*,RP) entry

# % SwitchF |- IGMP Snooping 7l 31| () 20 % 2015 5

<SwitchF> display igmp-snooping group
Total 1 IP Group(s)-
Total 1 MAC Group(s)-

Vlan(id):100.

Total 1 IP Group(s)-

Total 1 MAC Group(s)-

Router port(s):Ethernetl/0/2

IP group(s):the following ip group(s) match to one mac group.
IP group address:225.1.1.1
Host port(s):Ethernetl1/0/19

MAC group(s):
MAC group address:0100-5e01-0101
Host port(s):Ethernetl1/0/19

# #1F SwitchB % i 45 B AR 245 B

<SwitchB> display mpm group
Total 1 IP Group(s).-
Total 1 MAC Group(s).-

Vlan(id):200.

Total 1 IP Group(s)-

Total 1 MAC Group(s)-

Router port(s):

IP group(s):the following ip group(s) match to one mac group.
IP group address:225.1.1.1
Host port(s):Ethernetl/0/24

MAC group(s):
MAC group address:0100-5e01-0101
Host port(s):Ethernetl/0/24

Vlan(id):103.
Total O IP Group(s)-
Total 0 MAC Group(s)-
Router port(s):Ethernetl1/0/10

I DA E SR AE BT LA hostA Fil HostC n] LAz 21 41 £k
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(2) FEBLLENINATIGE.

LAEAE SwitchB 1 & LK Wi [ DINF 5 2 AR 20, DARE G by T3 2 Jgt DA if 5 30
Y FEASHAIN A 1% P BEBAT LR 0, AT ERCT AF Y R 2% 42

# WL E LUK MGG 1 Ethernet1/0/21 It A41#% 41 225.1.1.1.

<SwitchB> system-view
[SwitchB] interface Vlan-interface 200
[SwitchB-Vlan-interface200] igmp host-join 225.1.1.1 port Ethernet 1/0/21

# 77 F SwitchB & 5 S AR 4105 B

<SwitchB> display mpm group
Total 1 IP Group(s).-
Total 1 MAC Group(s).-

Vlan(id):200.
Total 1 IP Group(s)-
Total 1 MAC Group(s).-
Router port(s):
IP group(s):the following ip group(s) match to one mac group.
IP group address:225.1.1.1
Host port(s):Ethernetl/0/21 Ethernetl/0/24
MAC group(s):
MAC group address:0100-5e01-0101
Host port(s):Ethernetl/0/21 Ethernetl/0/24

Vlan(id):103.
Total O IP Group(s)-
Total 0 MAC Group(s).-
Router port(s):Ethernetl1/0/10

L RS BTG B Ethernet 1/0/21 B Z14% 20 225.1.1.1 1 E R Gk
M,

2.3 IGMP Snooping Only fi¢ & =& 41

2.3.1 AMEKR

FEFAEREDUT, B O B R BT MU = R ARG, n LA ANE T
W% _LAR)A 3 IGMP Snooping 4%, IXAEE W] DLSZ LR Le 4] JE Th fE .
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2.3.2 MEMF

(1) W 2-3fR, E—NRA ZRERANA T E MY, Switch Ciliid
Ethernet1/0/3 # 4 #:40#% 5 (Source) , Switch BFISwitch C Iy il i #: 4
A (Receiver) ;

(2) Switch A, Switch B il Switch C |- #{iz1T IGMP Snooping, JH1 Switch A 78
24 IGMP Snooping £ #i #%;

(3) 4 T Biik Switch A #1 Switch B 7E5A ALk He SR IS UL, R 4R SCHE
VLAN W4, 7£ Switch A il Switch B |- %23 8 R Jn4U% RS0 E F ohfig

2.3.3 AME

Querier

Eth1/0/1 @ Eth1/0/2

Switch A

Switch B Eth1/0/1 Eth1/0/1 Switch C

Eth1/0/3 Eth1/0/2

Receiver

Host A Host B Host C 1.1.1.1/24

[El2-3 IGMP Snooping Only Bt &4H W [E

234 BEESE

1. Bc & Switch A

# 4[4 J33) IGMP Snooping-

<SwitchA> system-view

[SwitchA] igmp-snooping enable

Enable IGMP-Snooping ok.

# G VLAN 100, 1% Ethernet1/0/1 il Ethernet1/0/2 ¥4 %% VLAN H, JE7E
% VLAN W J& 3l IGMP Snooping.

[SwitchA] vlan 100

[SwitchA-vlan100] port Ethernet 1/0/1 Ethernet 1/0/2
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[SwitchA-vlan100] igmp-snooping enable
# 7E VLAN 100 P )i 5l IGMP Snooping #xifj#%.

[SwitchA-vlan100] igmp-snooping querier
[SwitchA-vlan100] quit

# JA SR TN AR IR S E T fE

[SwitchA] unknown-multicast drop enable

2. Be & Switch B
# 4= )7 )7 2l IGMP Snooping-

<SwitchB> system-view

[SwitchB] igmp-snooping enable

Enable IGMP-Snooping ok.

# 617 VLAN 100, #3511 Ethernet1/0/1 3| Ethernet1/0/3 73 N %)% VLAN 1, Ji4E
% VLAN W J5 5l IGMP Snooping.

[SwitchB] vlan 100

[SwitchB-vlan100] port Ethernet 1/0/1 to Ethernet 1/0/3

[SwitchB-vlan100] igmp-snhooping enable

[SwitchB-vlan100] quit

# JA SRR SRR LTI RE

[SwitchB] unknown-multicast drop enable

3. Bi & Switch C

# 42 )51 )8 8l IGMP Snooping.

<SwitchC system-view

[SwitchC] igmp-snooping enable

Enable IGMP-Snooping ok.

# {17 VLAN 100, #4511 Ethernet1/0/1 £ Ethernet1/0/3 3 iN£i% VLAN w1, JH1E
% VLAN W J& 3l IGMP Snooping.

[SwitchC] vlan 100

[SwitchC-vlan100] port Ethernet 1/0/1 to Ethernet 1/0/3
[SwitchC-vlan100] igmp-snooping enable

=
A TR

J SwWitchC _E 2 B3 R Fr2A3E R L EF- e, ik T ik 4R35 3R S W & Fn
SwitchC #94 &, 2EMALRI BT B AE W 14 BB B AR AR5 & L.
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4 BB ENE

(1) #F SwitchB IR Bz B
# 754 Switch B _FIEI IGMP R G vHE B o

<SwitchB> display igmp-snooping statistics
Received IGMP general query packet(s) number:16.
Received IGMP specific query packet(s) number:3.
Received IGMP V1 report packet(s) number:0.
Received IGMP V2 report packet(s) number:53.
Received IGMP leave packet(s) number:1.
Received error IGMP packet(s) number:O.

Sent IGMP specific query packet(s) number:1.
Switch B it H| T £ if) 2% 1) IGMP 313 21 £ ) SR 1Y) IGMP )51 5

# & Switch B L% 5 .

<Switch B> display igmp-snooping group
Total 1 IP Group(s).-
Total 1 MAC Group(s).-

Vlan(id):100.

Total 1 IP Group(s).-

Total 1 MAC Group(s).-

Router port(s):Ethernetl/0/1

IP group(s):the following ip group(s) match to one mac group.
IP group address:224.1.1.1
Host port(s):Ethernetl/0/2

MAC group(s):
MAC group address:0100-5e7f-fffe
Host port(s):Ethernetl/0/2

DLW oRE B, Switch B I W& i 37k DL #8311 4 Ethernet1/0/1 Fll ATk
B3 12k Ethernet1/0/2 [1413% 4 224.1.1.1.

(2) TF SwitchA [IAH 5 BorfE B
# & Switch A _FIFI [ IGMP X4 H5E B .

<SwitchA> display igmp-snooping statistics
Received IGMP general query packet(s) number:O.
Received IGMP specific query packet(s) number:0.
Received IGMP V1 report packet(s) number:0.
Received IGMP V2 report packet(s) number:53.
Received IGMP leave packet(s) number:1.

Received error IGMP packet(s) number:0.
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Sent IGMP specific query packet(s) number:1.

Switch A W 2] T FCE 1) IGMP i) 2541 3C
# B F Switch A FRYAIRAE A

<Switch A> display igmp-snooping group

Total 1 IP Group(s).-
Total 1 MAC Group(s).-

Vlan(id):100.
Total 1 IP Group(s).-
Total 1 MAC Group(s).-

Router port(s):
IP group(s):the following ip group(s) match to one mac group.

IP group address:224.1.1.1

Host port(s):Ethernetl/0/1

MAC group(s):
MAC group address:0100-5e7f-fffe

Host port(s):Ethernetl/0/1
DLW osfE B3R, Switch A E 2 & g ke DL AL 0 i 1 24 Ethernet1/0/1 1414k
#1224.1.1.1, T SwitchA 443 7 IGMP Snooping #rifj#s, T LABA # i

2R

(3) #F SwitchC I iR fE
# 1 F Switch C R IGMP SIS HE -

<SwitchC> display igmp-snooping statistics

Received
Received
Received
Received

Received

IGMP general query packet(s) number:10.
IGMP specific query packet(s) number:O.
IGMP V1 report packet(s) number:0.

IGMP V2 report packet(s) number:0.

IGMP leave packet(s) number:.0

Received error IGMP packet(s) number:0.

Sent IGMP specific query packet(s) number:O.
Switch C 3] 7 A 4% 1) IGMP 3k 41 75 4 3
# 1 f Switch C _L4LIR411E &

<Switch C> display igmp-snooping group
Total O IP Group(s).-
Total 0 MAC Group(s)-

Vlan(id):100.
Total O IP Group(s)-
Total 0 MAC Group(s)-
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Router port(s):Ethernetl/0/1

PAE SR 5 BT UG, Switch C _EIFBAT NS AT RALRR R I, AR AL 1 2L
AT AT o ) #, I LA ANEEAE SwitchC b JH Sl R g il SC 5 Dt

2.4 MSDP fit & =& 151

2.4.1 HMEX

IAE B2 AN ATE] PIM-SM 352 8] (19 20 S8 V5 R0 21 A% B B0 i 2046 4%, BT DA Y.
H1 2] MSDP {iX£& PIM-SM 18] RP 2 [H] & 3/ 2 MSDP X 554K K R . A E T RE W 7E
WA R SA TR, ARG R

2.4.2 MEMF

o AN ISP FréEd LK HIA RS0 AS 100 A1 AS 200, #% AS WHERH
OSPF #ATHIK, AS ZIARH BGP AZHe ik {5 5 ;

e PIM-SM1J&7T AS 100, PIM-SM 2 11 PIM-SM 3 J& T AS 200;

o A PIM-SM 744 0 8 1 MHFREL L 2D ANl , NissT
OSPF WX LAk 545 2% i

e ¥ Switch C. Switch D Fl Switch F % H¥] Loopback0 4% 1143 JI i & K % H
PIM-SM 1t C-BSR #l C-RP;

e {£ Switch C 15 Switch D 2 [ali#iik EBGP %17 MSDP X4 {A5¢ & , #£ Switch D
55 Switch F 2 [l ik IBGP #37. MSDP X454k R .
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2.4.3 A E

AS 100 AS 200 Recei

Receiver

Switch G

Vlan-int400
Vlan-int102

PIM-SM 3

Receiver

Vlan-int101

Vlan-int300

Switch D A
Source 2 _(&(19 Switch E

Switch C

LOOpO
PIM-SM 1 PIM-SM 2
MSDP peers
K& #u IP 3k K& #u IP 3k
SwitchA Vlan-int100 10.110.1.2/24 Switch D Vlan-int300 10.110.4.1/24
Vlan-int200 10.110.6.1/24 Vlan-int102 192.168.3.1/24
Vlan-int300 10.110.5.1/24 Vlan-int101 192.168.1.2/24
SwitchB Vlan-int100 10.110.7.1/24 Loop0 2.2.2.2/32
Vlan-int200 10.110.2.2/24 Switch E Vlan-int100 10.110.8.1/24
Vlan-int300 10.110.5.2/24 Vlan-int200 10.110.9.1/24
Switch C  Vlan-int100 10.110.1.1/24 Vlan-int300 10.110.4.2/24
Vlan-int200 10.110.2.1/24 Loop0 2.2.2.2/32
Vlan-int101 192.168.1.1/24  Switch F Vlan-int400 10.110.3.1/24
LoopO 1.1.1.1/32 Vlan-int102 192.168.3.2/24

LoopO 3.3.3.3/32
SwitchG Vlan-int100 10.110.10.1/24
Vlan-int400 10.110.3.2/24

E2-4 MSDP B & =&l

244 FLESE

1. BB XA AYIED IP HodkF0 4% B i

T R 2-410 B S T FIP HO bR e, BT B R

Pic B S N R AS L2 8K ) OSPF W sGIEAT B, #fifR PIM-SM 1 11 Switch A.
Switch B il Switch C Z [A] e £ W 4% 2 H.il, PIM-SM 2 1 +h Switch D FiI Switch E
2 | BERSAE M 2% 2 H 3m, PIM-SM 3 34 Switch F il Switch G 2[R g5 75 M 2% |2 1
I8, FF H AR PIM-SM 35k Py 2548 ML 2 8] B2 A Bh B 47 i b P i S 0 B A% i bh 5687
FLAAT B R
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2. EE R BIRRF N RIBIRA Y
# 1F SwitchC [l & OSPF i)

<SwitchC> system-view.

[SwitchC]ospf

[SwitchC-ospf-1]area 0O
[SwitchC-ospf-1-area-0.0.0.0]network 10.110.1.0 0.0.0.255
[SwitchC-ospf-1-area-0.0.0.0]network 10.110.2.0 0.0.0.255
[SwitchC-ospf-1-area-0.0.0.0]network 1.1.1.1 0.0.0.0

SwitchA. SwitchB. SwitchD. SwitchE. SwitchF il SwitchG [t & 5 SwitchC #H
L, TC R

3. ELELHIEIE Y

(1) Jash 1P 4k, 580 RS PIM-SM, FEArAeafcs ez 0 LA 3h
IGMP.

# 7F Switch A )3 \P 414% 8% 1, 78 %3 1 F )3 3 PIM-SM, J1:7¢ Vlan-interface200
33 IGMP.,

<SwitchA> system-view

[SwitchA] multicast routing-enable
[SwitchA] interface vlan-interface 100
[SwitchA-Vlan-interfacelO0] pim sm
[SwitchA-VlIan-interfacelO0] quit
[SwitchA] interface vlan-interface 200
[SwitchA-VlIan-interface200] pim sm
[SwitchA-VlIan-interface200] igmp enable
[SwitchA-VlIan-interface200] quit
[SwitchA] interface vlan-interface 300
[SwitchA-Vlan-interfacelOl] pim sm

Switch E 1 Switch G _Ff{Jfic & 5 Switch A AL, i B i FEmg
# 7F Switch C a4 IP 13k, FEAERH10 LA 8 PIM-SM.

<SwitchC> system-view

[SwitchC] multicast routing-enable
[SwitchC] interface vlan-interface 100
[SwitchC-Vlan-interfacelO0] pim sm
[SwitchC-Vlan-interfacelO0] quit
[SwitchC] interface vlan-interface 200
[SwitchC-VlIan-interface200] pim sm
[SwitchC-VlIan-interface200] quit
[SwitchC] interface vlan-interface 101
[SwitchC-Vlan-interfacelOl] pim sm
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Switch B. Switch D il Switch F _FHfC E 5 Switch C AL,  Bic B i FEmg o
# {F Switch C ["fic & BSR k& 5%.

[SwitchC-Vlan-interfacel01] pim bsr-boundary
[SwitchC-Vlan-interfacel01] quit

Switch D #l Switch F _I{RCE 5 Switch CAHL, C & i 0K o

(2) Hd'® LoopbackO #1F1 C-BSR. C-RP [{fi &
# 1t Switch C it & LoopbackO #z 1 fll C-BSR. C-RP [Jfi & .

[SwitchC] interface loopback O

[SwitchC-LoopBackO] ip address 1.1.1.1 255.255.255.255
[SwitchC-LoopBackO] pim sm

[SwitchC-LoopBack0] quit

[SwitchC] pim

[SwitchC-pim] c-bsr loopback 0 24

[SwitchC-pim] c-rp loopback O

[SwitchC-pim] quit

Switch D FIIl Switch F L [{)fid & 5 Switch C #H4L, i & ok FEmg .

4. B E BiA RS8R BGP BB, 4% BGP 5 OSPF EfE5IA
# ¢ Switch C FAdE EBGP Wi, 35|\ OSPF &% Hi.

[SwitchC] bgp 100

[SwitchC-bgp] group 100 external

[SwitchC-bgp] peer 192.168.1.2 group 100 as-number 200
[SwitchC-bgp] import-route ospf 1

[SwitchC-bgp] import-route direct

[SwitchC-bgp] quit

# {F Switch D /it & IBGP 1 EBGP i, 35| A\ OSPF % Hi.

[SwitchD] bgp 200

[SwitchD-bgp] group 100 external

[SwitchD-bgp] group 200

[SwitchD-bgp] peer 192.168.1.1 group 100 as-number 100
[SwitchD-bgp] peer 192.168.3.2 group 200

[SwitchD-bgp] import-route ospf 1

[SwitchD-bgp] import-route direct

[SwitchD-bgp] quit

# ¢ Switch F _Ad & IBGP i, 5]\ OSPF #Hi,

[SwitchF] bgp 200
[SwitchF-bgp] group 200
[SwitchF-bgp] peer 192.168.3.1 group 200
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[SwitchF-bgp] import-route ospf 1
[SwitchF-bgp] import-route direct

[SwitchF-bgp] quit

# 7£ Switch C i) OSPF 15| X\ BGP.

[SwitchC] ospf 1

[SwitchC-ospf-1] import-route bgp

[SwitchC-ospf-1] quit

Switch D 1 Switch F _F[{JlCE 5 Switch C AHBL, ic B i 2 o
LA display bgp peer fiv 4 1] LI B A AL Z 1] BGP XA G R il

# 71 Switch C I BGP X264k A HfE E..

[SwitchC] display bgp peer

Peer AS-num Ver Queued-Tx

192.168.1.2 200 4

# #1F SwitchD | BGP X 454K R IM15E B

[SwitchD] display bgp peer

Peer AS-num Ver Queued-Tx

192.168.1.1 100 4
192.168.3.2 200 4

# Y% SwitchF |- BGP X454k X A S H .

[SwitchF] display bgp peer

Peer AS-num Ver Queued-Tx

5. it & MSDP %}k

# ¢ Switch C il & MSDP X} 2544 .

[SwitchC] msdp

Msg-Tx Up/Down State

945 15:41:14 Established

Msg-Tx Up/Down State

953 15:43:32 Established
954 15:41:18 Established

Msg-Tx Up/Down State

948 15:42:23 Established

[SwitchC-msdp] peer 192.168.1.2 connect-interface vlan-interface 101

[SwitchC-msdp] quit

# 7F SwitchD i & MSDP #2544,

[SwitchD] msdp

[SwitchD-msdp] peer 192.168.1.1 connect-interface vlan-interface 101

[SwitchD-msdp] peer 192.168.3.2 connect-interface vlan-interface 102
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[SwitchD-msdp] quit
# 11 SwitchF _EACE MSDP X 4544

[SwitchF] msdp

[SwitchF-msdp] peer 192.168.3.1 connect-interface vlan-interface 102

[SwitchF-msdp] quit

2 PIM-SM 1 4 i ZH 4% Y5 Sourcel KiXZH#E15 SH, PIM-SM 2 1 PIM-SM 3 1
N RIS B B Z 40 3% (5 S . BT display msdp brief fiy4 7] DL AS AL

2 [i] MSDP X554 g Ol i :
# % Switch C I MSDP R 25 {4 3755 Wi i 7 B4 L
[SwitchC] display msdp brief

MSDP Peer Brief Information

Peer®s Address State Up/Down time AS SA Count
192.168.1.2 Up 00:12:27 200 13

# & SwitchD | MSDP X 2544 8 37 75 0 i T 2245 o

[SwitchD] display msdp brief

MSDP Peer Brief Information

Peer®s Address State Up/Down time AS SA Count
192.168.3.2 Up 00:15:32 200 8
192.168.1.1 uP 00:06:39 100 13

# v SwitchF - MSDP X 2544 8 3775 1 i 11 2545 8.

[SwitchF] display msdp brief

MSDP Peer Brief Information

Peer®s Address State Up/Down time AS SA Count
192.168.3.1 UpP 01:07:08 200 8

# 7Y% Switch C - MSDP % 254K [A11E 4045 B,

[SwitchC] display msdp peer-status

MSDP Peer 192.168.1.2, AS 200

Description:

Information about connection status:
State: Up
Up/down time: 00:15:47
Resets: 0O
Connection interface: Vlan-interfacelOl (192.168.1.1)
Number of sent/received messages: 16/16

Number of discarded output messages: O

Reset Count
0

Reset Count

Reset Count
0

Elapsed time since last connection or counters clear: 00:17:51

Information about (Source, Group)-based SA filtering policy:
Import policy: none

Export policy: none
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Information about SA-Requests:
Policy to accept SA-Request messages: none
Sending SA-Requests status: disable
Minimum TTL to forward SA with encapsulated data: O
SAs learned from this peer: 0, SA-cache maximum for the peer: none
Input queue size: 0, Output queue size: 0O
Counters for MSDP message:
Count of RPF check failure: O
Incoming/outgoing SA messages: 0/0
Incoming/outgoing SA requests: 0/0
Incoming/outgoing SA responses: 0/0

Incoming/outgoing data packets: 0/0
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