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FIEE  LDPREMFERMMEIERIRED &I AT EERERMALDP
SREESIMPLS LSP,

FIES

SR—. EFERESIPFi

SRR R EESECEIPHENFNES.

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname Sl

[Sl]interface Vlanif 1

[S1-Vlanifl]ip address 10.0.1.2 24

<Huawei>system-view

Enter system view, return user view with Ctrl+7Z.
[Huawei] sysname R1

[Rl]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]ip address 10.0.1.1 24
[R1-GigabitEthernet0/0/1]quit

[Rl]interface Serial 1/0/0

[R1-Seriall/0/0]ip address 10.0.12.1 24
[R1-Seriall/0/0]quit

[Rl]interface loopback 0

[R1-LoopBackO]ip address 2.2.2.2 24

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R2

[R2]interface Serial 1/0/0
[R2-Seriall/0/0]ip address 10.0.12.2 24
[R2-Seriall/0/0]quit

[R2]interface Serial 2/0/0
[R2-Serial2/0/0]ip address 10.0.23.2 24
[R2-Serial2/0/0]quit

[R2]interface loopback 0
[R2-LoopBack0O]ip address 3.3.3.3 24

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.

[Huawei] sysname R3

2 HUAWEI TECHNOLOGIES
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[R3]interface GigabitEthernet 0/0/2
[R3-GigabitEthernet0/0/2]ip address 10.0.2.1 24
[R3-GigabitEthernet0/0/2]quit

[R3]interface Serial 2/0/0

[R3-Serial2/0/0]ip address 10.0.23.3 24
[R3-Serial2/0/0]quit

[R3]interface loopback 0

[R3-LoopBackO]ip address 4.4.4.4 24

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname S2

[S2]interface Vlanif 1

[S2-V1anifl]ip address 10.0.2.2 24

EEE7hE  IBETUINEE S SaEEE.

SEBZ. OiEHPRXKIi OSPF

FgE10.0.12.0/24, 10.0.23.0/24, 10.0.1.0/24. 10.0.2.0/2491MEZET

OSPFIX10,

[Sl]ospf 1 router-id 1.1.1.1
[Sl-ospf-l]area O
[Sl-ospf-1l-area-0.0.0.0]network 10.0.1.0 0.0.0.255

[Rl]Jospf 1 router-id 2.2.2.2

[Rl-ospf-1l]area O

[Rl-ospf-1-area-0.0.0.0]network 10.0.1.0 0.0.0.255
[Rl-ospf-1-area-0.0.0.0]network 10.0.12.0 0.0.0.255
[Rl-ospf-1l-area-0.0.0.0]network 2.2.2.0 0.0.0.255

[R2]ospf 1 router-id 3.3.3.3

[R2-ospf-1l]area O

[R2-ospf-1-area-0.0.0.0]network 10.0.12.0 0.0.0.255
[R2-ospf-1-area-0.0.0.0]network 10.0.23.0 0.0.0.255
[R2-ospf-1-area-0.0.0.0]network 3.3.3.0 0.0.0.255

[R3]Jospf 1 router-id 4.4.4.4
[R3-ospf-1l]area 0
[R3-ospf-l-area-0.0.0.0]network 10.0.23.0 0.0.0.255

HUAWEI TECHNOLOGIES
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[R3-ospf-l-area-0.0.0.0]network 10.0.2.0 0.0.0.255
[R3-ospf-l-area-0.0.0.0]network 4.4.4.0 0.0.0.255

[S2]ospf 1 router-id 5.5.5.5
[S2-ospf-1]area O
[S2-0ospf-1-area-0.0.0.0]network 10.0.2.0 0.0.0.255

B /e  BEERENBAE , FNEMNrESE.

[R2]ping 10.0.1.2
PING 10.0.1.2: 56 data bytes, press CTRL C to break
Reply from 10.0.1.2: bytes=56 Sequence=1 ttl=253 time=36 ms
Reply from 10. bytes=56 Sequence=2 ttl=253 time=31 ms
Reply from 10.

Reply from 10. bytes=56 Sequence=4 ttl=253 time=31 ms

o o o o
= = =

2
.2: bytes=56 Sequence=3 ttl=253 time=31 ms
2
2

Reply from 10. bytes=56 Sequence=5 ttl=253 time=31 ms
--- 10.0.1.2 ping statistics ---

5 packet(s) transmitted

5 packet (s) received

0.00% packet loss

round-trip min/avg/max = 31/32/36 ms

[R2]ping 10.0.2.2
PING 10.0.2.2: 56 data bytes, press CTRL C to break

Reply from 10.0.2.2: bytes=56 Sequence=1 ttl=253 time=38 ms
Reply from 10.0.2.2: bytes=56 Sequence=2 ttl=253 time=33 ms
Reply from 10.0.2.2: bytes=56 Sequence=3 ttl=253 time=33 ms
Reply from 10.0.2.2: bytes=56 Sequence=4 ttl=253 time=33 ms
Reply from 10.0.2.2: bytes=56 Sequence=5 ttl=253 time=33 ms

--- 10.0.2.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 33/34/38 ms

{{EAdisplay ip routing-tablefp S EEZIEHZEOSPFIZHZE.

[R2]display ip routing-table
Route Flags: R - relay, D - download to fib
Routing Tables: Public

Destinations : 19 Routes : 19

4 HUAWEI TECHNOLOGIES
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Destination/Mask Proto Pre Cost Flags NextHop Interface

2.2.2.2/32 OSPF 10 1562 D 10.0.12.1 Seriall/0/0
3.3.3.0/24 Direct O 0 D 3.3.3.3 LoopBack0
3.3.3.3/32 Direct O 0 D 127.0.0.1 InLoopBack0
3.3.3.255/32 Direct O 0 D 127.0.0.1 InLoopBack0
4.4.4.4/32 OSPF 10 1562 D 10.0.23.3 Serial2/0/0
10.0.1.0/24 OSPF 10 1563 D 10.0.12.1 Seriall/0/0
10.0.2.0/24 OSPF 10 1563 D 10.0.23.3 Serial2/0/0
10.0.12.0/24 Direct O 0 D 10.0.12.2 Seriall/0/0
10.0.12.1/32 Direct O 0 D 10.0.12.1 Seriall/0/0
10.0.12.2/32 Direct O 0 D 127.0.0.1 InLoopBack0
10.0.12.255/32 Direct O 0 D 127.0.0.1 InLoopBack0
10.0.23.0/24 Direct O 0 D 10.0.23.2 Serial2/0/0
10.0.23.2/32 Direct O 0 D 127.0.0.1 InLoopBackO
10.0.23.3/32 Direct 0 0 D 10.0.23.3 Serial2/0/0
10.0.23.255/32 Direct O 0 D 127.0.0.1 InLoopBackO
127.0.0.0/8 Direct O 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct O 0 D 127.0.0.1 InLoopBackO
127.255.255.255/32 Direct O 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBackO

$B=. MPLS LDP fit&

AEZMPLSERHE FECE S FBMPLSHILDP,

[Rl]mpls lsr-id 2.2.2.2

[Rllmpls

Info: Mpls starting, please wait... OK!
[Rl-mpls]mpls 1dp

[R2]mpls 1lsr-id 3.3.3.3

[R2]mpls

Info: Mpls starting, please wait... OK!
[R2-mpls]mpls 1dp

[R3]mpls lsr-id 4.4.4.4

[R3]mpls

Info: Mpls starting, please wait... OK!
[R3-mpls]mpls 1ldp

HUAWEI TECHNOLOGIES 5
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EZMPLSER eSO _ EACEMPLSHILDP,

[Rl1]interface Serial 1/0/0
[R1-Seriall/0/0]mpls
[R1-Seriall/0/0lmpls 1ldp

[R2]interface Serial 1/0/0
[R2-Seriall/0/0]mpls
[R2-Seriall/0/0]lmpls 1ldp
[R2-Seriall/0/0]quit
[R2]interface Serial 2/0/0
[R2-Serial2/0/0]mpls
[R2-Serial2/0/0]lmpls 1ldp

[R3]interface Serial 2/0/0
[R3-Serial2/0/0]mpls
[R3-Serial2/0/0]mpls 1dp

EERMRE , T s LHiTdisplay mpls Idp session®p< , AILAEZIR1FN
R2FIR3ZEINALDPEIEIAE /S "Operational”

[Rl]display mpls ldp session
LDP Session(s) in Public Network
Codes: LAM(Label Advertisement Mode), SsnAge Unit (DDDD:HH:MM)

A '*' before a session means the session is being deleted.

3.3.3.3:0 Operational DU Passive 0000:00:10 41/41

TOTAL: 1 session(s) Found.

[R2]display mpls ldp session
LDP Session(s) 1n Public Network
Codes: LAM(Label Advertisement Mode), SsnAge Unit (DDDD:HH:MM)

A '*' before a session means the session is being deleted.

PeerID Status LAM SsnRole SsnAge KASent/Rcv
2.2.2.2:0 Operational DU Active 0000:00:11 46/46
4.4.4.4:0 Operational DU Passive 0000:00:10 43/43

TOTAL: 2 session(s) Found.

6 HUAWEI TECHNOLOGIES
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[R3]display mpls 1ldp session
LDP Session(s) in Public Network
Codes: LAM(Label Advertisement Mode), SsnAge Unit (DDDD:HH:MM)

A '*' before a session means the session is being deleted.

3.3.3.3:0 Operational DU Active 0000:00:11 46/46

TOTAL: 1 session(s) Found.

%P, LDP &37 LSP

ABCETHE  ZMPLSEEHES CRIEEMABILD PRt SREEFEIZLSP | BIFFE
B AZEILDP LSP,

EEMPLSEHEE FfTdisplay mpls Idp Ispas<s , BTLABZIFTE 4R
EBfiA %2 T LDP LSP,

[Rl]display mpls 1ldp lsp
LDP LSP Information

DestAddress/Mask In/OutLabel UpstreamPeer NextHop OutInterface
2.2.2.2/32 3/NULL 3.3.3.3 127.0.0.1 InLoopO
*2.2.2.2/32 Liberal/1024 DS/3.3.3.3

3.3.3.3/32 NULL/3 - 10.0.12.2 S$1/0/0
3.3.3.3/32 1024/3 3.3.3.3 10.0.12.2 S1/0/0
4.4.4.4/32 NULL/1025 - 10.0.12.2 S1/0/0
4.4.4.4/32 1025/1025 3.3.3.3 10.0.12.2 51/0/0

TOTAL: 5 Normal LSP(s) Found.

TOTAL: 1 Liberal LSP(s) Found.

TOTAL: 0 Frr LSP(s) Found.

A '*' before an LSP means the LSP is not established
A '*' before a Label means the USCB or DSCB is stale

A '*' before a UpstreamPeer means the session is in GR state
A '*' before a DS means the session is in GR state
A '*' before a NextHop means the LSP is FRR LSP

HUAWEI TECHNOLOGIES 7
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[R2]display mpls 1ldp lsp
LDP LSP Information

DestAddress/Mask In/OutLabel UpstreamPeer NextHop OutInterface
2.2.2.2/32 NULL/3 - 10.0.12.1 $1/0/0
2.2.2.2/32 1024/3 2.2.2.2 10.0.12.1 S1/0/0
2.2.2.2/32 1024/3 4.4.4.4 10.0.12.1 S1/0/0
*2.2.2.2/32 Liberal/1024 DS/4.4.4.4

3.3.3.3/32 3/NULL 2.2.2.2 127.0.0.1 InLoopO
3.3.3.3/32 3/NULL 4.4.4.4 127.0.0.1 InLoopO
*3.3.3.3/32 Liberal/1024 DS/2.2.2.2

*3.3.3.3/32 Liberal/1025 DS/4.4.4.4

4.4.4.4/32 NULL/3 - 10.0.23.3 $2/0/0
4.4.4.4/32 1025/3 2.2.2.2 10.0.23.3 52/0/0
4.4.4.4/32 1025/3 4.4.4.4 10.0.23.3 52/0/0
*4.4.4.4/32 Liberal/1025 DS/2.2.2.2

TOTAL: 8 Normal LSP(s) Found.

TOTAL: 4 Liberal LSP(s) Found.

TOTAL: 0 Frr LSP(s) Found.

A '*!' before an LSP means the LSP is not established

'*' before a Label means the USCB or DSCB is stale

A '*' before a UpstreamPeer means the session is in GR state
A '*' before a DS means the session is in GR state
A '*' before a NextHop means the LSP is FRR LSP

[R3]display mpls 1ldp lsp
LDP LSP Information

DestAddress/Mask In/OutLabel UpstreamPeer NextHop OutInterface
2.2.2.2/32 NULL/1024 - 10.0.23.2 $2/0/0
2.2.2.2/32 1024/1024 3.3.3.3 10.0.23.2 52/0/0
3.3.3.3/32 NULL/3 - 10.0.23.2 S$2/0/0
3.3.3.3/32 1025/3 3.3.3.3 10.0.23.2 52/0/0
4.4.4.4/32 3/NULL 3.3.3.3 127.0.0.1 InLoopO0
*4.4.4.4/32 Liberal/1025 DS/3.3.3.3

TOTAL: 5 Normal LSP(s) Found.
TOTAL: 1 Liberal LSP(s) Found.
TOTAL: 0 Frr LSP(s) Found.

A '"*' before an LSP means the LSP is not established
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'*' before a Label means the USCB or DSCB is stale
'*' before a UpstreamPeer means the session is in GR state

'*' before a DS means the session is in GR state

.

'*' before a NextHop means the LSP is FRR LSP

BEERT , ERRSMARE , BB "host” JSTURIAZEIZLDP LSP,

ERMPLSEEHES FISLDP LSPRYftASRERIES mall , (FERBERFHIERE
SEEHBFNIGPRINERAT LA A& 5EZLDP LSP,

[Rl1]mpls
[Rl1-mpls]lsp-trigger all

[R2]mpls
[R2-mpls]lsp-trigger all

[R3]mpls
[R3-mpls]lsp-trigger all

BETNE  EF TR LM Tdisplay mpls Idp Ispds< , JLABZILDP LSP
EN[EAVALAR
[Rl]display mpls 1ldp 1lsp

LDP LSP Information

DestAddress/Mask In/OutLabel UpstreamPeer NextHop OutInterface
2.2.2.0/24 3/NULL 3.3.3.3 2.2.2.2 Loop0
2.2.2.2/32 3/NULL 3.3.3.3 127.0.0.1 InLoopO
*2.2.2.2/32 Liberal/1024 DS/3.3.3.3
*3.3.3.0/24 Liberal/3 DS/3.3.3.3

3.3.3.3/32 NULL/3 - 10.0.12.2 S1/0/0
3.3.3.3/32 1024/3 3.3.3.3 10.0.12.2 S1/0/0
4.4.4.4/32 NULL/1025 - 10.0.12.2 S1/0/0
4.4.4.4/32 1025/1025 3.3.3.3 10.0.12.2 51/0/0
10.0.1.0/24 3/NULL 3.3.3.3 10.0.1.1 GE0/0/1
*10.0.1.0/24 Liberal/1026 DS/3.3.3.3

10.0.2.0/24 NULL/1027 - 10.0.12.2 S1/0/0
10.0.2.0/24 1027/1027 3.3.3.3 10.0.12.2 S1/0/0
10.0.12.0/24 3/NULL 3.3.3.3 10.0.12.1 S1/0/0
*10.0.12.0/24 Liberal/3 DS/3.3.3.3
10.0.23.0/24 NULL/3 - 10.0.12.2 $1/0/0
10.0.23.0/24 1026/3 3.3.3.3 10.0.12.2 S$1/0/0
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TOTAL: 12 Normal LSP(s) Found.

TOTAL: 4 Liberal LSP(s) Found.

TOTAL: 0 Frr LSP(s) Found.

A '*' before an LSP means the LSP is not established

'*' before a Label means the USCB or DSCB is stale

A '*' before a UpstreamPeer means the session is in GR state
A '*' before a DS means the session is in GR state
A '*' before a NextHop means the LSP is FRR LSP

[R2]display mpls 1ldp lsp
LDP LSP Information

DestAddress/Mask In/OutLabel UpstreamPeer NextHop OutInterface
*2.2.2.0/24 Liberal/3 DS/2.2.2.2

2.2.2.2/32 NULL/3 - 10.0.12.1 $1/0/0
2.2.2.2/32 1024/3 2.2.2.2 10.0.12.1 S1/0/0
2.2.2.2/32 1024/3 4.4.4.4 10.0.12.1 S1/0/0
*2.2.2.2/32 Liberal/1024 DS/4.4.4.4

3.3.3.0/24 3/NULL 2.2.2.2 3.3.3.3 Loop0
3.3.3.0/24 3/NULL 4.4.4.4 3.3.3.3 Loop0
3.3.3.3/32 3/NULL 2.2.2.2 127.0.0.1 InLoopO
3.3.3.3/32 3/NULL 4.4.4.4 127.0.0.1 InLoopO
*3.3.3.3/32 Liberal/1024 DS/2.2.2.2

*3.3.3.3/32 Liberal/1025 DS/4.4.4.4

*4.4.4.0/24 Liberal/3 DS/4.4.4.4

4.4.4.4/32 NULL/3 - 10.0.23.3 52/0/0
4.4.4.4/32 1025/3 2.2.2.2 10.0.23.3 52/0/0
4.4.4.4/32 1025/3 4.4.4.4 10.0.23.3 52/0/0
*4.4.4.4/32 Liberal/1025 DS/2.2.2.2

10.0.1.0/24 NULL/3 - 10.0.12.1 S1/0/0
10.0.1.0/24 1026/3 2.2.2.2 10.0.12.1 S1/0/0
10.0.1.0/24 1026/3 4.4.4.4 10.0.12.1 S1/0/0
*10.0.1.0/24 Liberal/1026 DS/4.4.4.4

10.0.2.0/24 NULL/3 - 10.0.23.3 S$2/0/0
10.0.2.0/24 1027/3 2.2.2.2 10.0.23.3 52/0/0
10.0.2.0/24 1027/3 4.4.4.4 10.0.23.3 52/0/0
*10.0.2.0/24 Liberal/1027 DS/2.2.2.2
10.0.12.0/24 3/NULL 2.2.2.2 10.0.12.2 S1/0/0
10.0.12.0/24 3/NULL 4.4.4.4 10.0.12.2 S1/0/0
*10.0.12.0/24 Liberal/3 DS/2.2.2.2
*10.0.12.0/24 Liberal/1027 DS/4.4.4.4
10.0.23.0/24 3/NULL 2.2.2.2 10.0.23.2 52/0/0
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10.0.23.0/24

*10.0.23.0/24
*10.0.23.0/24

3/NULL

Liberal/1026

Liberal/3

4.4.4.4 10.0.23.2

DS/2.2.2.2

DS/4.4.4.4

$2/0/0

TOTAL:
TOTAL:
TOTAL:

A "X

Tkt
Tkt

Tkt

.

Tkt

20 Normal LSP(s)
12 Liberal LSP(s)

0 Frr
before
before
before
before

before

Found.

LSP(s) Found.

Found.

an LSP means the LSP is not established

a Label means the USCB or DSCB is stale

a UpstreamPeer means the session is in GR state

a DS means the session is in GR state

a NextHop means the LSP is FRR LSP

[R3]display mpls 1ldp 1lsp

LDP LSP Information

DestAddress/Mask In/OutLabel UpstreamPeer NextHop OutInterface
2.2.2.2/32 NULL/1024 - 10.0.23.2 $2/0/0
2.2.2.2/32 1024/1024 3.3.3.3 10.0.23.2 52/0/0
*3.3.3.0/24 Liberal/3 DS/3.3.3.3
3.3.3.3/32 NULL/3 - 10.0.23.2 52/0/0
3.3.3.3/32 1025/3 3.3.3.3 10.0.23.2 52/0/0
4.4.4.0/24 3/NULL 3.3.3.3 4.4.4.4 Loop0
4.4.4.4/32 3/NULL 3.3.3.3 127.0.0.1 InLoopO0
*4.4.4.4/32 Liberal/1025 DS/3.3.3.3
10.0.1.0/24 NULL/1026 - 10.0.23.2 S$2/0/0
10.0.1.0/24 1026/1026 3.3.3.3 10.0.23.2 $2/0/0
10.0 0/24 3/NULL 3.3.3.3 10.0.2.1 GE0/0/2
*10.0.2.0/24 Liberal/1027 DS/3.3.3.3
10.0.12.0/24 NULL/3 - 10.0.23.2 S$2/0/0
10.0.12.0/24 1027/3 3.3.3.3 10.0.23.2 S$2/0/0
10.0.23.0/24 3/NULL 3.3.3.3 10.0.23.3 S2/0/0
*10.0.23.0/24 Liberal/3 DS/3.3.3.3
TOTAL: 12 Normal LSP(s) Found.
TOTAL: 4 Liberal LSP(s) Found.
TOTAL: 0 Frr LSP(s) Found.
A '*' before an LSP means the LSP is not established
A '*' before a Label means the USCB or DSCB is stale
A '*' before a UpstreamPeer means the session is in GR state
A '*!' before a DS means the session is in GR state
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A '*' before a NextHop means the LSP is FRR LSP

$H. LDP Inbound HHEEE

RIMBERAR , ANRATIRIKFIRIREH1TIER , WSEIIKEHILSP |, iH#E
REANF  RITGEEZ,

ECELDP InboundsREg , RLFZITEIARAWREIRGHES. | fERIZEF|
R2HILSP , NTIiR D RIRATIRE .

fER1 E#i47display mpls Ispéss , EEBLEAILSP,

[Rl]display mpls 1lsp

LSP Information: LDP LSP

FEC In/Out Label 1In/Out IF Vrf Name
3.3.3.3/32 NULL/ 3 -/81/0/0
3.3.3.3/32 1024/3 -/S1/0/0
2.2.2.2/32 3/NULL -/=
4.4.4.4/32 NULL/1025 -/S1/0/0
4.4.4.4/32 1025/1025 -/S1/0/0
10.0.12.0/24 3/NULL -/=
10.0.1.0/24 3/NULL -/=
2.2.2.0/24 3/NULL -/=
10.0.23.0/24 NULL/3 -/51/0/0
10.0.23.0/24 1026/3 -/s1/0/0
10.0.2.0/24 NULL/1027 -/S1/0/0
10.0.2.0/24 1027/1027 -/S1/0/0

ALEZIR1IEESI TEIR2, R3FILSP, 7FR1 EEEEInboundiErg , RAiF
FIR2AVIR BT,

Rl]ip ip-prefix prefixl permit 10.0.12.0 24

Rllmpls 1ldp

Rl-mpls-ldp]inbound peer 3.3.3.3 fec ip-prefix prefixl
Rl-mpls-ldp]quit

Rl]display mpls lsp

LSP Information: LDP LSP

FEC In/Out Label In/Out IF Vrf Name
2.2.2.2/32 3/NULL -/=
10.0.12.0/24 3/NULL -/=
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10.0.1.0/24 3/NULL -/=
2.2.2.0/24 3/NULL -/=

BANSELS: BEHIGIE

BE—T , PERAPNFREERL ERZWRIZIRFIFEIRIHERIZEARE
R?

LR EicE

<Sl>display current-configuration
!Software Version V200R008CO0SPC500
#
sysname Sl
#
interface Vlanifl
ip address 10.0.1.2 255.255.255.0
#
ospf 1 router-id 1.1.1.1
area 0.0.0.0
network 10.0.1.0 0.0.0.255
#

return

<Rl>display current-configuration
[V200R007C00SPC600]
#

sysname R1
#
mpls lsr-id 2.2.2.2

mpls

lsp-trigger all
#
mpls 1ldp

inbound peer 3.3.3.3 fec ip-prefix prefixl
#
interface Seriall/0/0

link-protocol ppp

ip address 10.0.12.1 255.255.255.0

HUAWEI TECHNOLOGIES 13
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mpls

mpls ldp

#

interface GigabitEthernet0/0/1

ip address 10.0.1.1 255.255.255.0

#

interface LoopBack0

ip address 2.2.2.2 255.255.255.0

#

ospf 1 router-id 2.2.2.2

area 0.0.0.0
network 10.0.1.0 0.0.0.255
network 10.0.12.0 0.0.0.255
network 2.2.2.0 0.0.0.255

#

ip ip-prefix prefixl index 10 permit 10.0.12.0 24

#

return

<R2>display current-configuration
[V200R007C00SPC600]
#
sysname R2
#
mpls lsr-id 3.3.3.3
mpls
lsp-trigger all
#
mpls 1ldp
#
interface Seriall/0/0
link-protocol ppp
ip address 10.0.12.2 255.255.255.0
mpls
mpls ldp
#
interface Serial2/0/0
link-protocol ppp
ip address 10.0.23.2 255.255.255.0
mpls
mpls ldp
#

interface LoopBack0
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ip address 3.3.3.3 255.255.255.0

#

ospf 1 router-id 3.3.3.3

area 0.0.0.0
network 10.0.12.0 0.0.0.255
network 10.0.23.0 0.0.0.255
network 3.3.3.0 0.0.0.255

#

return

<R3>display current-configuration
[V200R007C00SPC600]
#
sysname R3
#
mpls lsr-id 4.4.4.4
mpls
lsp-trigger all
#
mpls 1ldp
#
interface Serial2/0/0
link-protocol ppp
ip address 10.0.23.3 255.255.255.0
mpls
mpls ldp
#
interface GigabitEthernet0/0/2
ip address 10.0.2.1 255.255.255.0
#
interface LoopBack0
ip address 4.4.4.4 255.255.255.0
#
ospf 1 router-id 4.4.4.4
area 0.0.0.0
network 10.0.2.0 0.0.0.255
network 10.0.23.0 0.0.0.255
network 4.4.4.0 0.0.0.255
#

return

<S2>display current-configuration

HUAWEI TECHNOLOGIES
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!Software Version V200R008CO0SPC500
#
sysname S2
#
interface Vlanifl
ip address 10.0.2.2 255.255.255.0
#
ospf 1 router-id 5.5.5.5
area 0.0.0.0
network 10.0.2.0 0.0.0.255
#

return

54§ 1-2 MPLS VPN fie&

FER

o EIBMPLS VPNELAIHEE X
o« EiIEMP-BGPHIERIB L
o EEMPLS LDPHIELE L

o THEMPLS VPNERHEESERLARID

NS

EE R ML
W@ 52/0/0 _52/0/0 §$/0/0 s110/o@
10.1.14.0/24" 10.1.12.024 10.1.23.0124 101350/24
'192.168.1.024 J T OSPFAreal ' 192.168.2.024

_______________ \
ERPAMZ EFBMZ
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ih=

RABEW NG |, 55 JmlﬂéﬁA'ﬁlﬂ #8B  1Z N EIRERRIEARRIR TAE
B FAMER AR SIE). 122 EH 2R RIN%T %tﬁﬁ%BGPUJ\lW—:ﬂ\WE%EE
REEEERME. ‘_*ﬁuiMP BGPLHIFAM BTN TEMZE Fa9iEE | [E
RIfEEFAMPLS VPNIALRIER FMZ(E S RIZ 2 EAIFAR I,

FIES

SR—. EFERESIP Fi

{EFTE IS ERaREC EIPHIIIANAERT.

<Huawei>system-view
Enter system view, return user view with Ctrl+7Z.
Huawei] sysname R1

llinterface Serial 1/0/0
R1-Seriall/0/0]ip address 10.1.12.1 24
R1-Seriall/0/0]quit

[

[R

[

[

[Rl]interface Serial 3/0/0
[R1-Serial3/0/0]ip address 10.1.14.1 24
[R1-Serial3/0/0]quit
[Rl]interface LoopBack 0

[

R1-LoopBack0O]ip address 1.1.1.1 32

<Huawei>system-view
Enter system view, return user view with Ctrl+7Z.
Huawei] sysname R2

2]interface Serial 1/0/0
R2-Seriall/0/0]ip address 10.1.12.2 24
R2-Seriall/0/0]quit

[

[R

[

[

[R2]interface Serial 2/0/0
[R2-Serial2/0/0]ip address 10.1.23.2 24
[R1-Serial2/0/0]quit
[R2]interface LoopBack 0

[

R2-LoopBackO]ip address 2.2.2.2 32

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.

[Huawei] sysname R3
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[R3]interface Serial 2/0/0
[R3-Serial2/0/0]ip address 10.1.23.3 24
[R3-Serial2/0/0]quit

[R3]interface Serial 3/0/0
[R3-Serial3/0/0]ip address 10.1.35.3 24
[R3-Serial3/0/0]quit

[R3]interface LoopBack 0

[R3-LoopBackO]ip address 3.3.3.3 32

<Huawei>system-view

Enter system view, return user view with Ctrl+7Z.
[Huawei] sysname R4

[R4]interface Serial 1/0/0

[R4-Seriall/0/0]ip address 10.1.14.4 24
[R4-Seriall/0/0]quit

[R4]interface LoopBack 0

[R4-LoopBackO]ip address 192.168.1.1 24

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R5

[R5]interface Serial 1/0/0

[R5-Seriall/0/0]ip address 10.1.35.5 24
[R5-Seriall/0/0]quit

[R5]interface LoopBack 0

[R5-LoopBack0O]ip address 192.168.2.1 24

EE7hE  BETUINEE S SaEEE.

SEZ. OB SSrMKEEKSE OSPF

FcE10.1.12.0/24, 10.1.23.0/24WMMERLARIZE R MEZIR ST
LoopBack0#zZ[/EFOSPF Area0,

[R1]router id 1.1.1.1

[Rl]Jospf 1

[Rl-ospf-1l]area O

[Rl-ospf-1l-area-0.0.0.0]network 10.1.12.0 0.0.0.255
[Rl-ospf-1l-area-0.0.0.0]network 1.1.1.1 0.0.0.0

[R2]router id 2.2.2.2
[R2]ospf 1

[R2-ospf-1l]area O
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[R2-ospf-l-area-0.0.0.0]lnetwork 10.1.12.0 0.0.0.255
[R2-ospf-l-area-0.0.0.0]network 10.1.23.0 0.0.0.255
[R2-ospf-1l-area-0.0.0.0]lnetwork 2.2.2.2 0.0.

o
o

[R3]router id 3.3.3.3
[R3]ospf 1
[R3-ospf-1l]larea 0
[R3-ospf-l-area-0.0.0.0]network 10.1.23.0 0.0.0.255
[R3-ospf-l1l-area-0.0.0.0]network 3.3.3.3 0.0.

o
o

BeEFekE . DAIHERL , R2Z5R3_ EEEBOSPFIBEXRRIIEIER.

[Rl]display ospf peer brief

OSPF Process 1 with Router ID 1.1.1.1

Peer Statistic Information

Area Id Interface Neighbor id
0.0.0.0 Seriall/0/0 2.2.2.2
Total Peer(s): 1

[R2]display ospf peer brief

OSPF Process 1 with Router ID 2.2.2.2

Peer Statistic Information

Area Id Interface Neighbor id
0.0.0.0 Seriall/0/0 1.1.1.1
0.0.0.0 Serial2/0/0 3.3.3.3
Total Peer(s): 2

[R3]display ospf peer brief

OSPF Process 1 with Router ID 3.3.3.3

Peer Statistic Information

Area Id Interface Neighbor id
0.0.0.0 Serial2/0/0 2.2.2.2
Total Peer(s): 1

State
Full
Full

HUAWEI TECHNOLOGIES
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SE=. ESERMMERSIZER VPN f)

HR15R3 EHBINEFAME SZFBMEECEVPNLA, HBECEFARMZE
AIVPNSLHIAVPNL , RD{EAL:1 , Export TargetSImport TargetA1:2 ; 53
Be2522 FBRILRHYVPNSLAIAVPN2 , RD{EA2:2 , Export Target5Import
Target51:2,

[R1]ip vpn-instance VPN1

[Rl-vpn-instance-VPNl]route-distinguisher 1:1
[Rl1-vpn-instance-VPNl-af-ipv4]vpn-target 1:2 both
[Rl-vpn-instance-VPNl-af-ipv4]quit

[Rl-vpn-instance-VPN1l]quit

[Rl]interface Serial 3/0/0

[R1-Serial3/0/0]ip binding vpn-instance VPN1

Info: All IPv4 related configurations on this interface are removed!
Info: All IPv6 related configurations on this interface are removed!

[R1-Serial3/0/0] ip address 10.1.14.1 24

[R3]ip vpn-instance VPN2

[R3-vpn-instance-VPN2] route-distinguisher 2:2
[R3-vpn-instance-VPN2-af-ipv4]vpn-target 1:2 both
[R3-vpn-instance-VPN2-af-ipv4]quit

[R3-vpn-instance-VPN2]quit

[R3]interface Serial 3/0/0

[R3-Serial3/0/0]ip binding vpn-instance VPN2

Info: All IPv4 related configurations on this interface are removed!
Info: All IPv6 related configurations on this interface are removed!

[R3-Serial3/0/0]ip address 10.1.35.3 24

BeES/E , DRIERISR3 L EETRERIVPNIIAI,

[Rl]display ip vpn-instance verbose

Total VPN-Instances configured HE
Total IPv4 VPN-Instances configured : 1
Total IPv6 VPN-Instances configured : O

VPN-Instance Name and ID : VPN1, 1

Interfaces : Serial3/0/0
Address family ipv4

Create date : 2016/09/20 14:51:08

Up time : 0 days, 00 hours, 09 minutes and 34 seconds
Route Distinguisher : 1:1

Export VPN Targets : 1:2
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Import VPN Targets : 1:2
Label Policy : label per route
Log Interval : 5

[R3]display ip vpn-instance verbose
Total VPN-Instances configured : 1
Total IPv4 VPN-Instances configured : 1
Total IPv6 VPN-Instances configured : 0

VPN-Instance Name and ID : VPN2, 1

Interfaces : Serial3/0/0

Address family ipvi4

Create date : 2016/09/20 15:02:52

Up time : 0 days, 00 hours, 05 minutes and 32 seconds
Route Distinguisher : 2:2

Export VPN Targets : 1:2

Import VPN Targets : 1:2

Label Policy : label per route

Log Interval : 5

SEN. REEFMBIFEESEERHMENGLEER BGP
gt et

EZEFAMBHIIASE R4 IZERMNEINIASE 123 ZFBMZHIASE R3S,
EFNEINZIRE S e mMEINEIREEBGPHMPEXR [FEFFAMERH
B BGPIMY B A E R MZINEIRES.

[R1lbgp 123
[Rl-bgplipvd-family vpn-instance VPN1
[R1-bgp-VPNl]peer 10.1.14.4 as-number 14

[R31bgp 123
[R3-bgplipvd-family vpn-instance VPN2
[R3-bgp-VPN2]peer 10.1.35.5 as-number 35

[R4]1bgp 14
[R4-bgplpeer 10.1.14.1 as-number 123
[R4-bgplnetwork 192.168.1.0 24

[RS5]bgp 35
[R5-bgplpeer 10.1.35.3 as-number 123
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[RS5-bgplnetwork 192.168.2.0 24

EcETehkfa

, PAERLSRA | R35R5_ EEEBGPERRMNEM BN,

[Rl]display bgp vpnv4 vpn-instance VPN1 peer

BGP local router ID 1.1.1.1

Local AS number 123

VPN-Instance VPN1l, Router ID 1.1.1.1:

Total number of peers 1 Peers

Peer

\Y% AS MsgRcvd MsgSent
PrefRcv
10.1.14.4 4 14 7 8
[R4]display bgp peer
BGP local router ID 10.1.14.4
Local AS number 14
Total number of peers 1 Peers

Peer \Y% AS MsgRcvd MsgSent
PrefRcv
10.1.14.1 4 123 4

[R3]display bgp vpnv4 vpn-instance VPN2 peer
BGP local router ID 3.3.3.3

Local AS number 123

VPN-Instance VPN2, Router ID 3.3.3.3:

Total number of peers 1

Peer v AS MsgRcvd MsgSent
PrefRcv
10.1.35.5 4 35 7

[RS5]display bgp peer

BGP local router ID 192.168.1.1

Peers in established state

in established state 1

OutQ Up/Down State

0 00:05:21 Established

in established state 1

OutQ Up/Down State

0 00:02:56 Established

1

OutQ Up/Down State

0 00:05:16 Established

Local AS number 35

Total number of peers 1 Peers in established state 1

Peer 4 AS MsgRcvd MsgSent OutQ Up/Down State
PrefRcv

22
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10.1.35.3 4 123 8 10 0 00:06:04 Established 0

PRIER1ISR3 EEEFVPNISHERZZIIZE P MNWKZEIFAREEH.

[Rl]display ip routing-table vpn-instance VPN1
Route Flags: R - relay, D - download to fib

Routing Tables: VPN1

Destinations : 6 Routes : 6

Destination/Mask Proto Pre Cost Flags NextHop Interface

10.1.14.0/24 Direct

0 0 D 10.1.14.1 Serial3/0/0
10.1.14.1/32 Direct O 0 D 127.0.0.1 Serial3/0/0
10.1.14.4/32 Direct O 0 D 10.1.14.4 Serial3/0/0

10.1.14.255/32 Direct O 0 D 127.0.0.1 Serial3/0/0
192.168.1.0/24 EBGP 255 0 D 10.1.14.4 Serial3/0/0
255.255.255.255/32 Direct O 0 D 127.0.0.1 InLoopBackO

[R3]display ip routing-table vpn-instance VPN2
Route Flags: R - relay, D - download to fib

Routing Tables: VPN2

Destinations : 6 Routes : 6

Destination/Mask Proto Pre Cost Flags NextHop Interface
10.1.35.0/24 Direct O 0 D 10.1.35.3 Serial3/0/0
10.1.35.3/32 Direct O 0 D 127.0.0.1 Serial3/0/0
10.1.35.5/32 Direct O 0 D 10.1.35.5 Serial3/0/0
10.1.35.255/32 Direct O 0 D 127.0.0.1 Serial3/0/0
192.168.2.0/24 EBGP 255 0 D 10.1.35.5 Serial3/0/0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

SHh RESEBMNEREMER MP-BGP HHEEEFRIFAR
il

ER15R3Z[EEIBGPRISEERFR , RAAMP-BGPIMNEIZER ML

HUAWEI TECHNOLOGIES 23



HCNP-IENP %—% MPLS VPN il &

EEES P RIRARIES A,

Rllbgp 123
Rl-bgplpeer 3.3.3.3 as-number 123

[
[
[Rl1-bgplpeer 3.3.3.3 connect-interface LoopBack 0
[Rl-bgplipv4-family vpnv4 unicast

[

Rl-bgp-af-vpnvéd]peer 3.3.3.3 enable

R3]bgp 123
R3-bgplpeer 1.1.1.1 as—number 123

[
[
[R3-bgplpeer 1.1.1.1 connect-interface LoopBack 0O
[R3-bgplipv4-family vpnv4 unicast

[

R3-bgp-af-vpnv4]peer 1.1.1.1 enable

BeETAE . DAIER1ISR3 EEEMP-BGPEXRRATEIZIE K.

[Rl]ldisplay bgp vpnv4 all peer
BGP local router ID : 1.1.1.1

Local AS number : 123

Total number of peers : 2 Peers in established state : 2
Peer \Y% AS MsgRcvd MsgSent OutQ Up/Down State
PrefRcv
3.3.3.3 4 123 4 7 0 00:02:10 Established

[R3]display bgp vpnv4 all peer
BGP local router ID : 3.3.3.3
Local AS number : 123

Total number of peers : 2 Peers in established state : 2
Peer \4 AS MsgRcvd MsgSent OutQ Up/Down State
PrefRcv
1.1.1.1 4 123 5 6 0 00:03:22 Established

SEI. RESERMSEIREER MPLS LDP A EFRIFA

pIERiR

EIEERMENREIRE EFFEMPLS LDPHNY |, FRnESE A= MLEH

MREGE | IXZIRFEESEtt NS HIERERIERT.
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[Rl1]Jmpls lsr-id 1.1.1.1
[Rl1]mpls

[Rl1-mpls]mpls 1ldp
[Rl-mpls-1ldp]quit
[Rl]interface Serial 1/0/0
[R1-Seriall/0/0]mpls
[R1-Seriall/0/0lmpls 1ldp

[R2]mpls lsr-id 2.2.2.2
[R2]mpls

[R2-mpls]mpls ldp
[R2-mpls-1dp]quit
[R2]interface s1/0/0
[R2-Seriall/0/0]mpls
[R2-Seriall/0/0]lmpls 1ldp
[R2-Seriall/0/0]quit
[R2]interface s2/0/0
[R2-Serial2/0/0]mpls
[R2-Serial2/0/0]lmpls 1ldp

[R3]mpls lsr-id 3.3.3.3
[R3]mpls

[R3-mpls]mpls 1dp
[R3-mpls-1ldp]quit
[R3]interface Serial 2/0/0
[R3-Serial2/0/0]mpls
[R3-Serial2/0/0]mpls 1dp

EERKG , PBI7ER] , R25R3_EEEMPLS LDPEREXZEAIEEIIBN.

[Rl]display mpls 1ldp peer
LDP Peer Information in Public network
A '*' before a peer means the peer is being deleted.

PeerID TransportAddress DiscoverySource

TOTAL: 1 Peer(s) Found.

[R2]display mpls ldp peer
LDP Peer Information in Public network

A '*' before a peer means the peer is being deleted.
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PeerID TransportAddress DiscoverySource
1.1.1.1:0 1.1.1.1 Seriall/0/0
3.3.3.3:0 3.3.3.3 Serial2/0/0

TOTAL: 2 Peer(s) Found.

[R3]display mpls ldp peer
LDP Peer Information in Public network
A '*' before a peer means the peer is being deleted.

PeerID TransportAddress DiscoverySource

TOTAL: 1 Peer(s) Found.

$Ht. EEFRBBGSELINE A WSS B MEREEE

P RIERASR5 EEEALoopBackOEINE PRI |, EAPingGm<SIaE
ARIRSBMIBHEE M,

<R4>ping -a 192.168.1.1 192.168.2.1
PING 192.168.2.1: 56 data bytes, press CTRL C to break
Reply from 192.168.2.1: bytes=56 Sequence=1 ttl=252 time=106 ms
Reply from 192.168. bytes=56 Sequence=2 ttl=252 time=107 ms
Reply from 192.168. bytes=56 Sequence=3 ttl=252 time=106 ms

Reply from 192.168. bytes=56 Sequence=4 ttl=252 time=105 ms

NN NN
N

Reply from 192.168. bytes=56 Sequence=5 ttl=252 time=106 ms
---192.168.2.1 ping statistics ---

5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 105/106/107 ms

<R5>ping -a 192.168.2.1 192.168.1.1
PING 192.168.1.1: 56 data bytes, press CTRL C to break
Reply from 192.168.1.1: bytes=56 Sequence=1 ttl=252 time=107 ms
Reply from 192.168.1.1: bytes=56 Sequence=2 ttl=252 time=105 ms
Reply from 192.168.1.1: bytes=56 Sequence=3 ttl=252 time=106 ms
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Reply from 192.168.1.1: bytes=56 Sequence=4 ttl=252 time=106 ms
Reply from 192.168.1.1: bytes=56 Sequence=5 ttl=252 time=106 ms

---192.168.1.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 105/106/107 ms

PBIERASRS_ EEE KRR F I FIRIRinEs - R ERIFARESH.

<R4>display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 12 Routes : 12
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.1.14.0/24 Direct O 0 D 10.1.14.4 Seriall/0/0
10.1.14.1/32 Direct O 0 D 10.1.14.1 Seriall/0/0
10.1.14.4/32 Direct O 0 D 127.0.0.1 Seriall/0/0
10.1.14.255/32 Direct 0 0 D 127.0.0.1 Seriall/0/0
127.0.0.0/8 Direct O 0 D 127.0.0.1 InLoopBackO
127.0.0.1/32 Direct O 0 D 127.0.0.1 InLoopBackO
127.255.255.255/32 Direct O 0 D 127.0.0.1 InLoopBack0
192.168.1.0/24 Direct 0 0 D 192.168.1.1 LoopBack0
192.168.1.1/32 Direct 0 0 D 127.0.0.1 LoopBack0
192.168.1.255/32 Direct 0 0 D 127.0.0.1 LoopBack0
192.168.2.0/24 EBGP 255 0 D 10.1.14.1 Seriall/0/0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
<R5>display ip routing-table
Route Flags: R - relay, D - download to fib
Routing Tables: Public
Destinations : 12 Routes : 12
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.1.35.0/24 Direct O 0 D 10.1.35.5 Seriall/0/0
10.1.35.3/32 Direct O 0 D 10.1.35.3 Seriall/0/0
10.1.35.5/32 Direct O 0 D 127.0.0.1 Seriall/0/0
10.1.35.255/32 Direct O 0 D 127.0.0.1 Seriall/0/0
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct O 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
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192.168.1.0/24 EBGP 255 0 D 10.1.35.3 Seriall/0/0
192.168.2.0/24 Direct O 0 D 192.168.2.1 LoopBack0
192.168.2.1/32 Direct O 0 D 127.0.0.1 LoopBack0
192.168.2.255/32 Direct 0 0 D 127.0.0.1 LoopBack0

255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

BANSERS: BEHIGIE

BE—T , ER1LEHIET—1MPLS VPNRIZ ML | (NRERSTISHEAME
PNVPNEFWBERNERS | %ML EERETK ?

REEIRFERE

<Rl>display current-configuration
[V200R007C00SPC600]
#
sysname R1
#
router id 1.1.1.1
#
ip vpn-instance VPN1
ipvd-family
route-distinguisher 1:1
vpn-target 1:2 export-extcommunity
vpn-target 1:2 import-extcommunity
#
mpls lsr-id 1.1.1.1
mpls
#
mpls 1ldp
#
interface Seriall/0/0
link-protocol ppp
ip address 10.1.12.1 255.255.255.0
mpls
mpls 1ldp
#
interface Serial3/0/0
link-protocol ppp

ip binding vpn-instance VPN1
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ip address 10.1.14.1 255.255.255.0
#
interface LoopBack0
ip address 1.1.1.1 255.255.255.255
#
bgp 123
peer 3.3.3.3 as-number 123
peer 3.3.3.3 connect-interface LoopBackO
#
ipv4-family unicast
undo synchronization
peer 3.3.3.3 enable
#
ipv4-family vpnv4
policy vpn-target
peer 3.3.3.3 enable
#
ipv4-family vpn-instance VPN1
peer 10.1.14.4 as—-number 14
#
ospf 1
area 0.0.0.0
network 1.1.1.1 0.0.0.0
network 10.1.12.0 0.0.0.255

return

<R2>display current-configuration
[V200R007C00SPC600]

#

sysname R2

#

router id 2.2.2.2

#

mpls lsr-id 2.2.2.2

mpls

#

mpls 1ldp

#

interface Seriall/0/0
link-protocol ppp

ip address 10.1.12.2 255.255.255.0

HUAWEI TECHNOLOGIES
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mpls
mpls ldp
#
interface Serial2/0/0
link-protocol ppp
ip address 10.1.23.2 255.255.255.0
mpls
mpls ldp
#
interface LoopBack0
ip address 2.2.2.2 255.255.255.255
#
ospf 1
area 0.0.0.0
network 2.2.2.2 0.0.0.0
network 10.1.12.0 0.0.0.255
network 10.1.23.0 0.0.0.255
#

return

<R3>display current-configuration
[V200R007C00SPC600]
#
sysname R3
#
router id 3.3.3.3
#
ip vpn-instance VPN2
ipvd-family
route-distinguisher 2:2
vpn-target 1:2 export-extcommunity
vpn-target 1:2 import-extcommunity
#
mpls lsr-id 3.3.3.3
mpls
#
mpls 1ldp
#
interface Serial2/0/0
link-protocol ppp
ip address 10.1.23.3 255.255.255.0
mpls
mpls 1ldp
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#
interface Serial3/0/0
link-protocol ppp
ip binding vpn-instance VPN2
ip address 10.1.35.3 255.255.255.0
#
interface LoopBack0
ip address 3.3.3.3 255.255.255.255
#
bgp 123
peer 1.1.1.1 as-number 123
peer 1.1.1.1 connect-interface LoopBack0
#
ipv4-family unicast
undo synchronization
peer 1.1.1.1 enable
#
ipv4-family vpnv4
policy vpn-target
peer 1.1.1.1 enable
#
ipv4-family vpn-instance VPN2
peer 10.1.35.5 as—-number 35
#
ospf 1
area 0.0.0.0
network 3.3.3.3 0.0.0.0
network 10.1.23.0 0.0.0.255
#

return

<R4>display current-configuration
[V200R007C00SPC600]

#

sysname R4

#

interface Seriall/0/0

link-protocol ppp

ip address 10.1.14.4 255.255.255.0
#

interface LoopBack0

ip address 192.168.1.1 255.255.255.0

HUAWEI TECHNOLOGIES
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#

bgp 14

peer 10.1.14.1 as-number 123
#

ipv4-family unicast
undo synchronization
network 192.168.1.0
peer 10.1.14.1 enable

#

return

<R5>display current-configuration
[V200R007C00SPC600]
#
sysname R5
#
interface Seriall/0/0
link-protocol ppp
ip address 10.1.35.5 255.255.255.0
#
interface LoopBack0
ip address 192.168.2.1 255.255.255.0
#
bgp 35
peer 10.1.35.3 as-number 123
#
ipv4-family unicast
undo synchronization
network 192.168.2.0
peer 10.1.35.3 enable

return
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$ "5 DHCPIFESEE
5c38 2-1 DHCP fe&
#SIER

o ZEIP PoolELE 5%

o ZEiEDHCPIRSEERIBCEL A

o EEDHCPEFIRNEED A

o EEDHCPHUNEETE

o E4EDHCP SnoopinglIEAINEERE 5%

hiME
R3 RI
DHCP Server2 g DHCP Serverl s
IP Pool | TP Pool  pe=is
192. 168. 1. 0/24 QU 4 10. 10. 10. 0/24 Q<
G0/0/1 G0/0/2
R4 G0/0/3 R2 60/0/1
@l = @l
k‘& 1G0/0/1 G0/0/4 G0/0/2  G0/0/1 "4 G0/0/2  G0/0/2
DHCP Client GW

[E]1-1 DHCPECE
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ih=

REATRNIMEZEER BT ATMNEENEHERS | LRSI ECHE
MEE , RItFEZEZRIRDHCPIRS .

R1EEHIESMDHCPIRSSES , RANDHCPEFim , RAFNAINSI NZHIRE
AIME , B FDHCP Discover@ R A ReFthigHss , FIERZEDHCP
RelayiSiEkIiRSXMR2&ZIXEIR]L, S2AMEHAIECE | (NiBEFE L.

RTIEFANENLSH HIEEEDHCPIRSS S 2 sk E s iRAg bt |,
FES1AZHaN, EFBEDHCP Snooping , EKRAATLIGRENZEIDHCPARSSES1 ( R1)
BOttBlE |, RROZIRENEIDHCPARSSES2( R3 ) AUttbilt, AT H—SIEBL L[5 |
FFIEDHCP SnoopingHIER 45 4RA LEDHCPEZE I EANIDHC PR E) AT,

FIESS

SR—. HitfitE5 IP Fwit

ERTEIREECEIPHENANE.

<Huawei>system-view

Enter system view, return user view with Ctrl+7Z.
[Huawei] sysname R1

[Rl]interface GigabitEthernet 0/0/2
[R1-GigabitEthernet0/0/2]ip address 10.0.12.1 24
[R1-GigabitEthernet0/0/2]quit

[Rl]interface loopback O

[R1-LoopBackO]ip address 1.1.1.1 32

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R2

R2]interface GigabitEthernet 0/0/2

[
[R2-GigabitEthernet0/0/2]ip address 10.0.12.2 24
[R2]interface GigabitEthernet 0/0/1

[

R2-GigabitEthernet0/0/1]ip address 10.10.10.1 24

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R3

[R3]interface GigabitEthernet 0/0/1
[R3-GigabitEthernet0/0/1]ip address 192.168.1.1 24
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ERARYEO EECEDHCPE P , {EFADHCPHEASIPHBAL -

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R4

[R4]dhcp enable

[R4]interface GigabitEthernet 0/0/1

[R4-GigabitEthernet0/0/1] ip address dhcp-alloc

ERINECERR | FARAAGEREO

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname S1

[Sl]linterface GigabitEthernet 0/0/9
[S1-GigabitEthernet0/0/9]shutdown
[S1-GigabitEthernet0/0/9]quit
[Sl]linterface GigabitEthernet 0/0/10
[S1-GigabitEthernet0/0/10] shutdown
[S1-GigabitEthernet0/0/10]quit
[Sl]linterface GigabitEthernet 0/0/13
[S1-GigabitEthernet0/0/13]shutdown
[S1-GigabitEthernet0/0/13]quit
[Sl]linterface GigabitEthernet 0/0/14
[S1-GigabitEthernet0/0/14]shutdown

<Huawei>system-view

Enter system view, return user view with Ctrl+7Z.
[Huawei] sysname S2

[S2]interface GigabitEthernet 0/0/6
[S2-GigabitEthernet0/0/6]shutdown
[S2-GigabitEthernet0/0/6]quit

[S2]interface GigabitEthernet 0/0/7
[S2-GigabitEthernet0/0/7]shutdown

ISIFR2FNR1IEIE :

[R1]ping 10.0.12.2

PING 10.0.12.2: 56 data bytes, press CTRL C to break

Reply from 10.0.12.2: bytes=56 Sequence=1 ttl=255 time=1 ms
Reply from 10.0.12.2: bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 10.0.12.2: bytes=56 Sequence=3 ttl=255 time=1 ms

HUAWEI TECHNOLOGIES
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Reply from 10.0.12.2: bytes=56 Sequence=4 ttl=255 time=1 ms
Reply from 10.0.12.2: bytes=56 Sequence=5 ttl=255 time=1 ms

--- 10.0.12.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

SE=. & R1# R2 Z[ARIEEH

RUEME CHIAEIOIRELR2 , R2GE CEESIAvEMRAAMLER] | 5L
I I R AS NI R ELE

[Rl]Jospf 1

[Rl-ospf-l]area O

[Rl-ospf-l1l-area-0.0.0.0]network 1.1.1.1 0.0.0.0
[Rl-ospf-l-area-0.0.0.0]network 10.0.12.0 0.0.0.255

[R2]ospf 1

[R2-ospf-1]silent-interface GigabitEthernet 0/0/1
[R2-ospf-1l]area O

[R2-ospf-1-area-0.0.0.0]network 10.10.10.0 0.0.0.255
[R2-ospf-1-area-0.0.0.0]network 10.0.12.0 0.0.0.255

RAEFEAIRAVEOIRE Ssilentiz O, JLURIEZMEBHNABEASEX
MEOB(HEMRE. WIERNEIIER
[R2]ping -a 10.10.10.1 1.1.1.1
PING 1.1.1.1: 56 data bytes, press CTRL C to break

Reply from 1.1.1.1: bytes=56 Sequence=1 ttl=255 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=4 ttl=255 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=5 ttl=255 time=1 ms

--- 1.1.1.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

36 HUAWEI TECHNOLOGIES



HCNP-IENP H#

SE=. & IP Pool

D AERIFIR3 L EUZEF M , R1AYHENESBE/910.10.10.0/24 , X
7IR2(9G0/0/08O1b31E10.10.10.1 , DNSHEHHER1.1.1.1 , ATIRIEZMEF
—LERSHIEA D ES , £REE10.10.10.2- 104 DHCPEIZ D EC. R3AVMBALIH
SBEI/192.168.1.0/24 , MHBEAR3AIGO/0/0%OMENE192.168.1.1 , DNS
HbhbEFI192.168.1.1 , £R£E58192.168.1.2-192.168.1. 1074 DHCPEIZSHEL , 7
BIRSRAHAFRERIR B3R,

Rl]lip pool DHCP
Rl-ip-pool-DHCP]gateway-1list 10.10.10.1

[
[
[Rl1-ip-pool-DHCP]lnetwork 10.10.10.0 mask 255.255.255.0
[
[Rl1-ip-pool-DHCP]dns-1list 1.1.1.1

[

]
]
Rl-ip-pool-DHCP]excluded-ip-address 10.10.10.2 10.10.10.10
]
Rl-ip-pool-DHCP]lease day 3

R3]ip pool DHCP
R3-ip-pool-DHCP]gateway-list 192.168.1.1
R3-ip-pool-DHCP]network 192.168.1.0 mask 255.255.255.0

[
[
[
[
[R3-ip-pool-DHCP]dns-1list 192.168.1.1
[

]
]
R3-ip-pool-DHCP]excluded-ip-address 192.168.1.2 192.168.1.10
]
Rl-ip-pool-DHCP]lease day 3

IENEEHERAIECE

<Rl>display ip pool

Pool-name : DHCP

Pool-No 0

Lease : 3 Days 0 Hours 0 Minutes

Position : Local Status : Unlocked
Gateway-0 : 10.10.10.1

Network : 10.10.10.0

Mask : 255.255.255.0

VPN instance : —=

Address Statistic: Total :253 Used :0
Idle 1244 Expired :0
Conflict :0 Disable :9

IP address Statistic
Total :253
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Used :0 Idle 1244
Expired :0 Conflict :0 Disable :9

<R3>display ip pool

Pool-name : DHCP

Pool-No : 0

Lease : 3 Days 0 Hours 0 Minutes

Position : Local Status : Unlocked

Gateway-0 : 192.168.1.1

Network : 192.168.1.0

Mask : 255.255.255.0

VPN instance HEE

Address Statistic: Total :253 Used :0
Idle 1244 Expired :0
Conflict :0 Disable :9

IP address Statistic

Total 1253
Used :0 Idle 1244
Expired :0 Conflict :0 Disable :9

SEN. GREETFTEBEHEERY DHCP RSS::

£ L—F , BREEFDHCPHIL IS MNESEL , (BRI F AR Fin
AR, BAIREEEBEO LRSS RADHCPIIEE

[R3]dhcp enable
[R3]interface GigabitEthernet 0/0/1
[R3-GigabitEthernet0/0/1]dhcp select global

FEECEFRIMIDHCPZ 5 , RAMGZATLAIE E3RENE Mtk

<R4>display ip interface GigabitEthernet 0/0/1
GigabitEthernet0/0/1 current state : UP

Line protocol current state : UP

The Maximum Transmit Unit : 1500 bytes

input packets : 0, bytes : 0, multicasts : 0O
output packets : 17, bytes : 5605, multicasts : 0

Directed-broadcast packets:
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received packets:
forwarded packets:
ARP packet input number:
Request packet:
Reply packet:

Unknown packet:

0, sent packets: 17

dropped packets: 0
0

0

0

0

Internet Address is allocated by DHCP, 192.168.1.254/24

Broadcast address : 192.168.1.
TTL being 1 packet number:

TTL invalid packet number:

ICMP packet input number:
Echo reply:
Unreachable:

Source quench:
Routing redirect:
Echo request:
Router advert:
Router solicit:
Time exceed:

IP header bad:
Timestamp request:
Timestamp reply:
Information request:
Information reply:
Netmask request:
Netmask reply:
Unknown type:

255

0

0
0
0

0

A LAERIX MEO A ARIIPIER IS DHCPS T ERERAY |, 1Py

192.168.1.254,

$£BA. EeE DHCP rhik

R3{EAI

mESIHAYDHCP Serverfit EE4&5eRk , 1B ISLFREFEFRRYDHCP

ServergR1 , EIADHCP DiscoverBETLiENEFiREEAZER]L , FLER2
ERIEERBDHCPRLE |, 1ER2/EASIFMERERILANRIME |, £3ENX Lz

In{EEDHCPIEXK,

SEER1 E/SRIDHCP :

[R1]dhcp enable

[R1]interface GigabitEthernet 0/0/2
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[R1-GigabitEthernet0/0/2]dhcp select global

7ER2 HiEEDHCPRYIR S SEHEE/910.0.12.1 |, {20 _FFEEEDHCPH4k !

[R2]dhcp enable

[R2]dhcp server group DHCP
[R2-dhcp-server-group-DHCP]dhcp-server 10.0.12.1
[R2-dhcp-server-group-DHCP]quit

[R2]interface GigabitEthernet 0/0/1
[R2-GigabitEthernet0/0/1]dhcp select relay
[R2-GigabitEthernet0/0/1]dhcp relay server-select DHCP

ER2_F3EUEDHCPHL4FAIFCE :

[R2]display dhcp server group

Group—-name : DHCP
(0) Server-IP : 10.0.12.1
Gateway e

VPN instance HE

1 DHCP server group(s) in total

[R2]display dhcp relay all
DHCP relay agent running information of interface GigabitEthernet0/0/1 :
Server group name : DHCP

Gateway address in use : 10.10.10.1

ALVERIR2 ERCE T—1DHCPAE , HEF—aRSHs , #thiA10.0.12.1 ,
FEFER2(9GO/0/ 1420 L /ST DHCPERE | shkigiBDHCPIER ZIXEI4A
PIA9ARS52§10.0.12.1,

AT H—LIIEDHCPARGEARTEML] , FAETRAR3AZED ( F9ER
MR3ZREUtEAL ) | ARKARARIED , &REFEEOD  IERER T , RAFTLER
EVZ10.10.10.0/245X ™ MIRIHELE,

[R3]interface GigabitEthernet 0/0/1
[R3-GigabitEthernet0/0/1]shutdown

[R4]interface GigabitEthernet 0/0/1
[R4-GigabitEthernet0/0/1]shutdown
[R4-GigabitEthernet0/0/1]undo shutdown

[R4]display ip interface GigabitEthernet 0/0/1
GigabitEthernet0/0/1 current state : UP

Line protocol current state : UP
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The Maximum Transmit Unit
input packets : 0, bytes : 0,
output packets : 36, bytes

Directed-broadcast packets:

ARP packet input number:
Request packet:
Reply packet:

1500 bytes
multicasts : 0

11866, multicasts : 0

received packets: 0, sent packets:
forwarded packets: 0, dropped packets:
0
0
0
0

Unknown packet:

Internet Address is allocated by DHCP,
10.10.10.255

Broadcast address
TTL being 1 packet number:
TTL invalid packet number:
ICMP packet input number:

Echo reply:

Unreachable:

Source quench:

Routing redirect:

Echo request:

Router advert:

Router solicit:

Time exceed:

IP header bad:

Timestamp request:

Timestamp reply:

Information request:

Information reply:

Netmask request:

Netmask reply:

Unknown type:

0
0
0
0
0

36

10.10.10.254/24

RARLINFRENZI T B4k , FFE1ENE/910.10.10.254, BER2 EAYEUESITHN

R1_EIEBAPIAZS.

<R2>display dhcp relay statistics

The statistics of DHCP RELAY:

DHCP packets received from clients H

DHCP DISCOVER packets received

DHCP
DHCP
DHCP
DHCP

REQUEST packets received
RELEASE packets received

INFORM packets received

o © o B =

DECLINE packets received
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DHCP packets sent to clients H
Unicast packets sent to clients )

Broadcast packets sent to clients : 0

DHCP packets received from servers H
DHCP OFFER packets received 1
DHCP ACK packets received : 1
DHCP NAK packets received 0

DHCP packets sent to servers H

DHCP Bad packets received HI

<Rl>display ip pool

Pool-name : DHCP

Pool-No : 0

Lease : 3 Days 0 Hours 0 Minutes

Position : Local Status : Unlocked
Gateway-0 : 10.10.10.1

Network : 10.10.10.0

Mask : 255.255.255.0

VPN instance : --

Address Statistic: Total : 253 Used 01
Idle 1243 Expired :0
Conflict :0 Disable :9

IP address Statistic

Total 1253
Used H Idle :243
Expired :0 Conflict :0 Disable :9

EERANEEHFAMHXRIZIRIFFAR O EIE :

<R4>display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 8 Routes : 8
Destination/Mask Proto Pre Cost Flags NextHop Interface
0.0.0.0/0 Unr 60 O D 10.10.10.1 GigabitEthernet

0/0/0
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10.10.10.0/24 Direct O 0 D 10.10.10.254 GigabitEthernet
0/0/0
10.10.10.254/32 Direct O 0 D 127.0.0.1 GigabitEthernet
0/0/0
10.10.10.255/32 Direct O 0 D 127.0.0.1 GigabitEthernet
0/0/0
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

<R4>ping 1.1.1.1
PING 1.1.1.1: 56 data bytes, press CTRL C to break

Reply from 1.1.1.1: bytes=56 Sequence=1 ttl=254 time=1 ms
ply

Reply from 1.1.1.1: bytes=56 Sequence=2 ttl=254 time=1 ms
ply

: bytes=56 Sequence=3 ttl=254 time=1 ms

.1.1.1: bytes=56 Sequence=4 ttl=254 time=1 ms

1
1

Reply from 1.1.1.
Reply from 1
1

s

Reply from 1.1.1.1: bytes=56 Sequence=5 ttl=254 time=1 ms
-—— 1.1.1.1 ping statistics ---

5 packet(s) transmitted

5 packet (s) received

0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

7.  feE DHCP Snooping RGBS 1T

FEE—1PR , BATERXA TR3IAED , XESRARBEEIIR2AIDHCPH
HEIRVREGHELE , (BR , AIRBAEFFER3ZED , XABLLRAMRIZREUBAL
ROZEAM ? 453 RFLSOHORIEM=REIASRIDHCP | NREANEA |, &
BFENZERE., XEfEFESIRHM EFFDHCP SnoopingfA |, BILAR
AR EAERINAIDHCPRRSS 23 T B N A EL,

TELCERE | | BN S1 EBE ARt PIEAK DL | #—2
{RIFIEIT DHCPS TUREUIIEAI I,

FHABECEDHCP SnoopingBhLERIZH DHCPIE Attt

S1]dhcp enable

[

[S1]dhcp snooping enable
[Sl]interface GigabitEthernet 0/0/3
[

S1-GigabitEthernet0/0/3]dhcp snooping enable

HUAWEI TECHNOLOGIES 43



HCNP-IENP %5 —% DHCP it 5icE

[S1-GigabitEthernet0/0/3]quit
[Sl]interface GigabitEthernet 0/0/2
[S1-GigabitEthernet0/0/2]dhcp snooping enable

ZIABE T , FFEDHCP SnoopingfJiEOTFuntrustikz -

[Sl]display dhcp snooping

DHCP snooping global running information

DHCP snooping : Enable

Static user max number : 1024

Current static user number : 0

Dhcp user max number : 1024 (default)
Current dhcp user number HI

Arp dhcp-snooping detect : Disable (default)
Alarm threshold : 100 (default)
Check dhcp-rate : Disable (default)
Dhcp-rate limit (pps) : 100 (default)
Alarm dhcp-rate : Disable (default)
Alarm dhcp-rate threshold : 100 (default)
Discarded dhcp packets for rate limit 0

Bind-table autosave : Disable (default)
Offline remove mac-address : Disable (default)
Client position transfer allowed : Enable (default)

DHCP snooping running information for interface GigabitEthernet0/0/2

DHCP snooping : Enable

Trusted interface : No

Dhcp user max number : 1024 (default)
Current dhcp user number : 0

Check dhcp-giaddr : Disable (default)
Check dhcp-chaddr : Disable (default)
Alarm dhcp-chaddr : Disable (default)
Check dhcp-request : Disable (default)
Alarm dhcp-request : Disable (default)
Check dhcp-rate : Disable (default)
Alarm dhcp-rate : Disable (default)
Alarm dhcp-rate threshold : 100

Discarded dhcp packets for rate limit : 0

Alarm dhcp-reply : Disable (default)

DHCP snooping running information for interface GigabitEthernet0/0/3
DHCP snooping : Enable

Trusted interface : No
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Dhcp user max number : 1024 (default)
Current dhcp user number : 0

Check dhcp-giaddr : Disable (default)
Check dhcp-chaddr : Disable (default)
Alarm dhcp-chaddr : Disable (default)
Check dhcp-request : Disable (default)
Alarm dhcp-request : Disable (default)
Check dhcp-rate : Disable (default)
Alarm dhcp-rate : Disable (default)
Alarm dhcp-rate threshold : 100

Discarded dhcp packets for rate limit I

Alarm dhcp-reply : Disable (default)

RABREFEO , BXITEN A —EDHCPIRSZHABNEIMIE , Fui&E
FIXF RS EEHZ OS] LB RIS -
[R4]interface GigabitEthernet 0/0/1

[R4-GigabitEthernet0/0/1]shutdown
[R4-GigabitEthernet0/0/1]Jundo shutdown

[r4]display ip interface GigabitEthernet 0/0/1
GigabitEthernet0/0/1 current state : UP

Line protocol current state : DOWN

The Maximum Transmit Unit : 1500 bytes

input packets : 0, bytes : 0, multicasts : 0O
output packets : 8, bytes : 2624, multicasts : 0

Directed-broadcast packets:

received packets: 0, sent packets: 8
forwarded packets: 0, dropped packets: 0
ARP packet input number: 0

Request packet: 0

Reply packet: 0

Unknown packet: 0

Internet protocol processing : disabled

Broadcast address : 0.0.0.0

TTL being 1 packet number: 0

TTL invalid packet number: 0

ICMP packet input number: 0
Echo reply: 0
Unreachable: 0
Source quench: 0
Routing redirect: 0
Echo request: 0
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Router advert: 0
Router solicit: 0
Time exceed: 0
IP header bad: 0
Timestamp request: 0
Timestamp reply: 0
Information request: 0
Information reply: 0
Netmask request: 0
Netmask reply: 0
Unknown type: 0

E9R2FERRIRLZSERIDHCPARSS =S | ERIAER AR 28T
BREEzD

[Sl]linterface GigabitEthernet 0/0/2
[S1-GigabitEthernet0/0/2]dhcp snooping trusted

MEZIZEORISnoopingIRE :

[S1]display dhcp snooping interface GigabitEthernet 0/0/2

DHCP snooping running information for interface GigabitEthernet0/0/2

DHCP snooping : Enable

Trusted interface SREs

Dhcp user max number : 1024 (default)
Current dhcp user number : 0

Check dhcp-giaddr : Disable (default)
Check dhcp-chaddr : Disable (default)
Alarm dhcp-chaddr : Disable (default)
Check dhcp-request : Disable (default)
Alarm dhcp-request : Disable (default)
Check dhcp-rate : Disable (default)
Alarm dhcp-rate : Disable (default)
Alarm dhcp-rate threshold : 100

Discarded dhcp packets for rate limit : 0

Alarm dhcp-reply : Disable (default)

RATTLASEFrERENZIMAL -

[R4]display ip interface GigabitEthernet 0/0/0
GigabitEthernet0/0/0 current state : UP

Line protocol current state : UP

The Maximum Transmit Unit : 1500 bytes

input packets : 0, bytes : 0, multicasts : 0O
output packets : 94, bytes : 30832, multicasts : 0
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Directed-broadcast packets:

received packets:
forwarded packets:
ARP packet input number:
Request packet:
Reply packet:

Unknown packet:

Internet Address is allocated by DHCP,

0,
0,

sent packets:

dropped packets:
0

0

0

0

Broadcast address : 10.10.10.255

TTL being 1 packet number:
TTL invalid packet number:
ICMP packet input number:

Echo reply:

Unreachable:

Source quench:

Routing redirect:

Echo request:

Router advert:

Router solicit:

Time exceed:

IP header bad:

Timestamp request:

Timestamp reply:

Information request:

Information reply:

Netmask request:

Netmask reply:

Unknown type:

0
0
0
0
0

94

10.10.10.254/24

P ERECETTER. RIRRAR—EAHEERIEN  BUsENXEaEIAREX
ERIDHCPIERFER L |, RIES 13 S EEERZ O LS AR DHCPHE

TR

[Sl]linterface GigabitEthernet 0/0/4

[S1-GigabitEthernet0/0/4]dhcp snooping check dhcp-chaddr enable

BB EIRS AEnable XEEMIX/MEOWEIRIDHCPIEKEFEGECchaddr

FE , BROTEVAYEG I, IR —BURHTIER

[S1]display dhcp snooping interface GigabitEthernet 0/0/4

DHCP snooping running information for interface GigabitEthernet0/0/4

DHCP snooping

Trusted interface

: Disable (default)

: No
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Dhcp user max number : 1024 (default)
Current dhcp user number : 0

Check dhcp-giaddr : Disable (default)
Check dhcp-chaddr : Enable

Alarm dhcp-chaddr : Disable (default)
Check dhcp-request : Disable (default)
Alarm dhcp-request : Disable (default)
Check dhcp-rate : Disable (default)
Alarm dhcp-rate : Disable (default)
Alarm dhcp-rate threshold : 100

Discarded dhcp packets for rate limit I

Alarm dhcp-reply : Disable (default)

REFFERHEABLAMFE -

[Sl]arp dhcp-snooping-detect enable

SELFDHCP SnoopingfF it :

[Sl]display dhcp snooping

DHCP snooping global running information

DHCP snooping : Enable

Static user max number : 1024

Current static user number H

Dhcp user max number : 1024 (default)
Current dhcp user number : 0

Arp dhcp-snooping detect : Enable

Alarm threshold : 100 (default)
Check dhcp-rate : Disable (default)
Dhcp-rate limit (pps) : 100 (default)
Alarm dhcp-rate : Disable (default)
Alarm dhcp-rate threshold : 100 (default)
Discarded dhcp packets for rate limit : 0

Bind-table autosave : Disable (default)
Offline remove mac-address : Disable (default)
Client position transfer allowed : Enable (default)

ARP dhcp-snooping detectB2&/5A , BUARXHA. ZEUDHCPRL[3E
=t

$Rt. SERE

<R1>display current-configuration

[V200R007C00SPC600]
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#

sysname R1

#

dhcp enable

#

ip pool DHCP
gateway-list 10.10.10.1

network 10.10.10.0 mask 255.255.255.0
excluded-ip-address 10.10.10.2 10.10.10.10

lease day 3 hour 0 minute 0

dns-1list 1.1.1.1

interface GigabitEthernet0/0/2
ip address 10.0.12.1 255.255.255.0
dhcp select global
#
interface LoopBack0
ip address 1.1.1.1 255.255.255.255
#
ospf 1
area 0.0.0.0
network 1.1.1.1 0.0.0.0
network 10.0.12.0 0.0.0.255
#

return

<R2>display current-configuration
[V200R007C00SPC600]

#

sysname R2

#

dhcp enable

#

dhcp server group DHCP
dhcp-server 10.0.12.1 0

#

interface GigabitEthernet0/0/1

ip address 10.10.10.1 255.255.255.0

dhcp select relay

dhcp relay server-select DHCP
#

interface GigabitEthernet0/0/2
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ip address 10.0.12.2 255.255.255.0
#
ospf 1
silent-interface GigabitEthernet0/0/1
area 0.0.0.0
network 10.0.12.0 0.0.0.255
network 10.10.10.0 0.0.0.255
#

return

<R3>display current-configuration
[V200R007C00SPC600]

#

sysname R3

#

dhcp enable

#

ip pool DHCP

gateway-list 192.168.1.1

network 192.168.1.0 mask 255.255.255.0
excluded-ip-address 192.168.1.2 192.168.1.10
lease day 3 hour 0 minute O

dns-1list 192.168.1.1

#

interface GigabitEthernet0/0/1

ip address 192.168.1.1 255.255.255.0
dhcp select global

#

return

<R4>display current-configuration
[V200R007C00SPC600]

#

sysname R4

#

dhcp enable

#

interface GigabitEthernet0/0/1

ip address dhcp-alloc

#

return

<SWl>display current-configuration
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!Software Version V200R008CO0SPC500
#

sysname S1

#

dhcp enable

#

dhcp snooping enable

arp dhcp-snooping-detect enable
#

#

interface GigabitEthernet0/0/2
dhcp snooping enable

dhcp snooping trusted

#

interface GigabitEthernet0/0/3
dhcp snooping enable

#

interface GigabitEthernet0/0/4
dhcp snooping check dhcp-chaddr enable
#

interface GigabitEthernet0/0/9
shutdown

#

interface GigabitEthernet0/0/10
shutdown

#

interface GigabitEthernet0/0/13
shutdown

#

interface GigabitEthernet0/0/14
shutdown

#

return

<SW2>display current-configuration
!Software Version V200R008C00SPC500
#

sysname SW2

#

interface GigabitEthernet0/0/6
shutdown

#
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interface GigabitEthernet0/0/7
shutdown

#

return

52

HUAWEI TECHNOLOGIES



HCNP-IENP H#

B=F IRSBHRESREES
5£38& 3-1 QoS i
FIB/M

o EIRFEANQASHSLAKAE
o ERETHRARMETIRERENSE
B EREETNG X

ik

o ERESMETIGIFIET RS EAHREEERTTE
o EERCEWREDLIURZEERINGIE

HaFME

R4 R3
-
Xl
4| Goron 3|Goor
S3 s1 G0/0/4 R1 R2 S2 e GO/0/3
% E0/0/13 G0/0/1 1 10.0.12.0/24 .2 2 G0/0/2
S GO/0/13 GO0/ K 17010 oy 0/0/2

10.0.145.0124 | G0/O/5 10.0.34.0124  |30/0/24
5| Goson 4 [E0/0/24

&5
S4
R R5

E2-1 QoSEHH,

=
32

]

FEATRIMEZEER. NEMNEDHREHS , HPRISSIEATRED
R2E5S2ERBIDH , ZIENBIT TLSLIBEX,

HUAWEI TECHNOLOGIES 53



HCNP-IENP 25 =% R4z S5HEEH

PEEMBIIARE  AMGTEETIEA , MELATTFR—BERETTR , Bl
FJhHI TR ENER IS RVIRE ZJZ%IHE%{@%E’\J%}RO

@ﬁHQoSE’JE’ RS | ARRTLAEZERERN AIQoSITE | tRIEEERIN SSETERE
BIFAIXGE B,

Lo, SSMSAERNQARE RIEEIRE | I KEEIERIVAEX. R3. R4
SR5&EEFinfliRSS =S , Wil EENAEETLUEREGER,

FIES

SR—. HitfitE5 IP Fwit

LERTB R ERSFIAIAN1S3 |, SATCEIPHBIFIERD,

ECERRZEIGRLIZMAS1/0/0RVFAFERECE /972000 | U 3 M E Al
BAEMHIAE.

<Huawei>system-view

Enter system view, return user view with Ctrl+7Z.
[Huawei] sysname R1

[Rl]interface Serial 1/0/0

[R1-Seriall/0/0]ip address 10.0.12.1 255.255.255.0
[R1-Seriall/0/0]baudrate 72000

[R1-Seriall/0/0]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]ip address 10.0.145.1 255.255.255.0

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.
Huawei] sysname R2

2]interface Serial 1/0/0

[
[R
[R2-Seriall/0/0]ip address 10.0.12.2 255.255.255.0
[R2-Seriall/0/0]interface GigabitEthernet 0/0/2

[

R2-GigabitEthernet0/0/2]ip address 10.0.34.2 255.255.255.0

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.

[Huawei] sysname R3

[R3]interface GigabitEthernet 0/0/2
[R3-GigabitEthernet0/0/2]ip address 10.0.34.3 255.255.255.0

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.

[Huawei] sysname R4
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[R4]interface GigabitEthernet 0/0/1
[R4-GigabitEthernet0/0/1]ip address 10.0.145.4 255.255.255.0

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R5

[R5]interface GigabitEthernet 0/0/1

[R5-GigabitEthernet0/0/1]ip address 10.0.145.5 255.255.255.0

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname S3

[S3]interface Vlanif 1

[S3-Vl1anifl]ip address 10.0.145.3 255.255.255.0

<Huawei>system-view

Enter system view, return user view with Ctrl+Zz.
[Huawei] sysname S4

[S4]interface Vlanif 1

[S4-Vl1anifl]lip address 10.0.34.4 255.255.255.0

BoEseak/a Wi EIERERAER M.
[Rl]ping -c 1 10.0.12.2

PING 10.0.12.2: 56 data bytes, press CTRL C to break
Reply from 10.0.12.2: bytes=56 Sequence=1 ttl=255 time=36 ms

-—- 10.0.12.2 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 36/36/36 ms

[Rl]lping -c¢ 1 10.0.145.3

PING 10.0.145.3: 56 data bytes, press CTRL C to break

Reply from 10.0.145.3: bytes=56 Sequence=1 ttl=255 time=35 ms

--- 10.0.145.3 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 35/35/35 ms
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[Rl]ping -c 1 10.0.145.4
PING 10.0.145.4: 56 data bytes, press CTRL C to break
Reply from 10.0.145.4: bytes=56 Sequence=1 ttl=255 time=6 ms

--- 10.0.145.4 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 6/6/6 ms

[Rl]lping -c¢ 1 10.0.145.5
PING 10.0.145.5: 56 data bytes, press CTRL C to break
Reply from 10.0.145.5: bytes=56 Sequence=1 ttl=255 time=6 ms

--- 10.0.145.5 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 6/6/6 ms

[R2]ping -c 1 10.0.34.3
PING 10.0.34.3: 56 data bytes, press CTRL C to break
Reply from 10.0.34.3: bytes=56 Sequence=1 ttl=255 time=5 ms

-—- 10.0.34.3 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 5/5/5 ms

[R2]ping -c 1 10.0.34.4
PING 10.0.34.4: 56 data bytes, press CTRL C to break
Reply from 10.0.34.4: bytes=56 Sequence=1 ttl=255 time=36 ms

--- 10.0.34.4 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 36/36/36 ms
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SE—.

BeEFSIEES NQA

EFTEEREREEFIAHANNS3 | S4 LR ERSERH.

[R1]ip route-static 10.0.34.0 255.255.255.0 10.0.12.2

[R2]1ip

[R3]ip

[R4]ip

[R5]ip

[S3]ip

[S4]ip

route-static

route-static

route-static

route-static

route-static

route-static

10.0.145.0 255.255.255.0 10.0.12.1

0.0.0.0 0.0.0.0 10.0.34.2

0.0.0.0 0.0.0.0 10.0.145.1

0.0.0.0 0.0.0.0 10.0.145.1

0.0.0.0 0.0.0.0 10.0.145.1

0.0.0.0 0.0.0.0 10.0.34.2

BcESeaka . MM EBM.
[S3]ping -c 1 10.0.34.4

PING 10.0.34.4: 56 data bytes, press CTRL C to break
Reply from 10.0.34.4: bytes=56 Sequence=1 ttl=252 time=40 ms

-—- 10.0.34.4 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 40/40/40 ms

[R4]ping -c 1 10.0.34.3
PING 10.0.145.4: 56 data bytes, press CTRL C to break
Reply from 10.0.145.4: bytes=56 Sequence=1 ttl=255 time=3 ms

--- 10.0.145.4 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 3/3/3 ms

[R5]ping -c 1 10.0.34.3
PING 10.0.34.3: 56 data bytes, press CTRL C to break
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Reply from 10.0.34.3: bytes=56 Sequence=1 ttl=253 time=44 ms

--- 10.0.34.3 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 44/44/44 ms

S3ZE1ES4 , RAFIRSEAERIFTLAIEE |, IERAMRIBSIER.

NEVSED L BRYHEER /72K B THE RS , RIMESERRER RS ZIER
R,

LI PFERANQATEMEF=ERE. SHEANQAIRSEEIR , SIEANQA
= Fifg,

EXUDP , JitterfGFINQAHAI , 53 Bl SRRV R R A EEE 2

2B
EHUIEE

FIREN QAT B HI— LB ER LI R B E A — TR ERY
BRTASTTERE , —EHFNIER T~ ERE | EPSLRAE.

£S4i1 R ENQARRSS 28im , INTAVIPHENR/910.0.34.4 , UDPiwOSiE
736000,

[S4]nga-server udpecho 10.0.34.4 6000

= S3J:EB§UDP*’“EI’JNQA;LJlﬂﬁH‘EM?SHE}ﬁE , Hftosig 928 , BA/N
79580075 , BIERRIRI1s , FHAIR3s , #BRTIR9Ls , HHRZM.,

S3]lnga test-instance admin udp

S3-nga-admin-udp] test-type udp
S3-nga-admin-udp]destination-address ipv4 10.0.34.4
S3-nga-admin-udp]destination-port 6000
S3-nga-admin-udp] tos 28

S3-nga-admin-udp] frequency 3

[
[
[
[
[
[S3-nga-admin-udp]datasize 5800
[
[
[S3-nga-admin-udp] timeout 1

[

]

]

]
S3-nga-admin-udp]interval seconds 1

]

]

]

S3-nga-admin-udp] start now

EHEUDPIIHER

[S3]display nga results test-instance admin udp
1 . Test 2 result The test is finished
Send operation times: 3 Receive response times: 3

Completion:success RTD OverThresholds number: 0
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Attempts number:1

Disconnect operation number:0

Drop operation number:0

Operation timeout number:0

System busy operation number:0 Connection fail number:0

Operation sequence errors number:0 RTT Stats errors number:0
Destination ip address:10.0.34.4

930/950/943

2830/2669900

2010-10-10 18:10:02.4

Min/Max/Average Completion Time:
Sum/Square-Sum Completion Time:
Last Good Probe Time:

o)

Lost packet ratio: 0 %

HWHAES | A EiRE, XHEUDPIL,
[S3]nga test-instance admin udp

[S3-nga-admin-udp] stop

fES3 LA EitterzRBIRINQATAFIELIESIRE , Htosik/946 , X
INA90=FTS , BIEMRIRI20ms , [FHRIRA3s , #BATIRALs , HFEZIUE.
[S3]lnga test-instance admin jitter
[S3-nga-admin-jitter]test-type jitter
[S3-nga-admin-jitter]destination-address ipv4 10.0.34.4
[S3-nga-admin-jitter]destination-port 6000
[S3-nga-admin-jitter]tos 46
[S3-nga-admin-jitter]datasize 90
[S3-nga-admin-jitter]interval milliseconds 20
[S3-nga-admin-jitter] frequency 3
[S3-nga-admin-jitter]timeout 1

[S3-nga-admin-jitter]start now

BEJitterllid SR,

[S3]display nga results test-instance admin jitter

NQA entry(admin, jitter) :testflag is active ,testtype is jitter

1 . Test 1 result The test is finished
SendProbe: 60 ResponseProbe: 60
Completion:success RTD OverThresholds number:0
Min/Max/Avg/Sum RTT:40/70/54/3260

NumOfRTT:60

RTT Square Sum:179800

Drop operation number:0
Operation sequence errors number:0 RTT Stats errors number:0
System busy operation number:0 Operation timeout number:0
Min Positive SD:10 Min Positive DS:10
Max Positive SD:10 Max Positive DS:10

Positive SD Number:5 Positive DS Number:11
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Positive SD Sum:50 Positive DS Sum:110
Positive SD Square Sum:500 Positive DS Square Sum:1100
Min Negative SD:10 Min Negative DS:10

Max Negative SD:10 Max Negative DS:20

Negative SD Number:4 Negative DS Number:10
Negative SD Sum:40 Negative DS Sum:110
Negative SD Square Sum:400 Negative DS Square Sum:1300
Min Delay SD:20 Min Delay DS:19

Avg Delay SD:27 Avg Delay DS:26

Max Delay SD:35 Max Delay DS:34

Packet Loss SD:0 Packet Loss DS:0

Packet Loss Unknown:0 jitter out value:0.0937500
jitter in value:0.2291667 NumberOfOWD: 60

OWD SD Sum:1630 OWD DS Sum:1570

TimeStamp unit: ms

LERIAES , sERIRATERE. XiAitterflid.

[S3]nga test-instance admin jitter

[S3-nga-admin-jitter]stop

SE=. GEMSTHRIRG

B pingfs CKIBUNTF—EAKEENRE AEHIXEDRE |
FEELDSCPLICRBRETSIBE , MBQOSERILE,
BCER1AYEMAG0/0/1551/0/0/F(HRIZHIDSCPLTELK.

[Rl]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]trust dscp override
[R1-GigabitEthernet0/0/1]interface Serial 1/0/0
[R1-Seriall/0/0]trust dscp

FE##0G0/0/1_Ef9trustip S EEN _FoverrideS#] , (58 FRERL
FEEMIRMEYE , BDSCPEIEH ST EHE.
ERA L {FRpingmSFAEFRIARE | FHEEtosiR 926,

[R4]ping —-tos 26 10.0.34.3

ER1 EECEMICRIMEIRER | % EBRIDSCPIRIS TR 2685340

[R1]gos map-table dscp-dscp
[Rl-maptbl-dscp-dscplinput 26 output O
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BEERL LRI RIREHER.

[Rl]display gos map-table dscp-dscp

Input DSCP DSCP
0 0
1 1
2 2
3 3
4 4
5 5
6 6
7 7
8 8
9 9

10 10

11 11

12 12

13 13

14 14

15 15

16 16

17 17

18 18

19 19

20 20

21 21

22 22

23 23

24 24

25 25

26 0

27 27

28 28

29 29

30 30

IEERSATLAMRERR | TR DSCPILF R /I 26RTHR MR IRET A/ 70 |,
MHEARDSCPERRZENIARSHE,
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SHEN. REERSHE

FFES3_ERINQARIUDPSitterflial , AN ERS 2B EIAY7 2KHERS
FEERE,

S3lnga test-instance admin udp
S3-nga-admin-udp] start now

[

[

[S3-nga-admin-udp]lquit

[S3]1nga test-instance admin jitter
[

S3-nga-admin-jitter]start now

R4 L{ERpingfs S LIURIUEERSAIRE | REBAR/NA700FT |, &
1018,

[R4]ping -s 700 -c 10 10.0.34.3
PING 10.0.34.3: 700 data bytes, press CTRL C to break
Request time out
Request time out
Request time out
Request time out
Request time out
Request time out
Request time out
Request time out
Reply from 10.0.34.3: bytes=700 Sequence=9 ttl=253 time=1944 ms

Request time out

-—- 10.0.34.3 ping statistics ---
10 packet(s) transmitted
1 packet(s) received
90.00% packet loss
round-trip min/avg/max = 1944/1944/1944 ms

LR ABIRERS DR BRI AL T EfE  ZENASR™E. AEEE
WHIEHES | SERBIAFE X, WITRATESRIEIIEHEEE.

TESENAED BT ERRE R EMREBIA TS EKHMRER CAVRE |
B A ERERRYE FinRA 5 BRIV FinR3BES N IEHE(E.

BSCEERERESREREE, 7S1LE | SHIHEREEARENOG0/0/13
MERERE , CIRIZH64kbit/s,

[Sl]interface GigabitEthernet 0/0/13
[S1-GigabitEthernet0/0/13]1gos lr inbound cir 64
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BES1ERERENEERER.

[Sl]display gos lr inbound interface GigabitEthernet 0/0/13
GigabitEthernet0/0/13 1lr inbound:
cir: 64 Kbps, cbs: 8000 Byte

IAEBEZIRA EEApingdn < LRI EERSAIRE | IREBA/NAT700
F1 , R101ME,
[R4]ping -s 700 -c 10 10.0.34.3
PING 10.0.34.3: 700 data bytes, press CTRL C to break

Reply from 10.0.34.3: bytes=700 Sequence=1 ttl=253 time=1412 ms
Reply from 10.0.34.3: bytes=700 Sequence=2 ttl=253 time=255 ms
Reply from 10.0.34.3: bytes=700 Sequence=3 ttl=253 time=736 ms
Reply from 10.0.34.3: bytes=700 Sequence=4 ttl=253 time=1746 ms
Reply from 10.0.34.3: bytes=700 Sequence=5 ttl=253 time=246 ms
Reply from 10.0.34.3: bytes=700 Sequence=6 ttl=253 time=746 ms
Reply from 10.0.34.3: bytes=700 Sequence=7 ttl=253 time=1736 ms
Reply from 10.0.34.3: bytes=700 Sequence=8 ttl=253 time=258 ms
Reply from 10.0.34.3: bytes=700 Sequence=9 ttl=253 time=766 ms
Reply from 10.0.34.3: bytes=700 Sequence=10 ttl=253 time=1736 ms

-—- 10.0.34.3 ping statistics ---
10 packet(s) transmitted
10 packet(s) received
0.00% packet loss
round-trip min/avg/max = 246/963/1746 ms

RS RERETERR , AFE , RAFR3ZEREEEIEIERR(E.
MpRS1 BB nEicE.,

[Sl]linterface GigabitEthernet 0/0/13
[S1-GigabitEthernet0/0/13]Jundo gos lr inbound

WEBTRERBIALTVRAZERAZENERN. ES3L | s HIAERER
H#2ME0/0/13 ERCEREEN . CIRI®R964kbit/s,

[S3]interface Ethernet0/0/13
[S3-Ethernet0/0/13]gos lr outbound cir 64

f£RA_LEApingas S SEMEIEERIATAE , REBA/NAI700FT , &
1018,

[R4]ping -s 700 -c 10 10.0.34.3
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PING 10.0.34.3: 700 data bytes, press CTRL C to break

Reply from 10.0.34.3: bytes=700 Sequence=1 ttl=253 time=240 ms
Reply from 10.0.34.3: bytes=700 Sequence=2 ttl=253 time=284 ms
Reply from 10.0.34.3: bytes=700 Sequence=3 ttl=253 time=334 ms
Reply from 10.0.34.3: bytes=700 Sequence=4 ttl=253 time=224 ms
Reply from 10.0.34.3: bytes=700 Sequence=5 ttl=253 time=344 ms
Reply from 10.0.34.3: bytes=700 Sequence=6 ttl=253 time=275 ms
Reply from 10.0.34.3: bytes=700 Sequence=7 ttl=253 time=534 ms
Reply from 10.0.34.3: bytes=700 Sequence=8 ttl=253 time=184 ms
Reply from 10.0.34.3: bytes=700 Sequence=9 ttl=253 time=204 ms
Reply from 10.0.34.3: bytes=700 Sequence=10 ttl=253 time=314 ms

--- 10.0.34.3 ping statistics ---
10 packet (s) transmitted
10 packet (s) received
0.00% packet loss
round-trip min/avg/max = 184/293/534 ms

HATREREFT4HEMR , AE6 , RAFIRIZBRESEIIRIEFEIERE.
BHBRS3 LRYREEREE |

[S3]interface Ethernet0/0/13

’s

~

[S3-Ethernet0/0/13]undo gos lr outbound

IAEFEEIRA LEApingfs ¢ LRI EERSATRE | IREBA/NA700
F1 , R1I01M8E.

[R4]ping -s 700 -c 10 10.0.34.3
PING 10.0.34.3: 700 data bytes, press CTRL C to break
Reply from 10.0.34.3: bytes=700 Sequence=1 ttl=253 time=1918 ms
Request time out
Reply from 10.0.34.3: bytes=700 Sequence=3 ttl=253 time=1762 ms
Request time out
Request time out
Request time out
Request time out
Request time out
Request time out

Request time out

--- 10.0.34.3 ping statistics ---
10 packet(s) transmitted
2 packet(s) received

80.00% packet loss
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round-trip min/avg/max = 1762/1840/1918 ms

WRREY S, ZOME  F#EEINSRSERDIERA. RISRIZE
TR ERER

SEL. EEETFIAVINREEESHEERR

7]7%’4’:/9%/ YEIRBRE D BRI RIS | DT ECEETRAS IRV
EERERER RIS TURR,

£R1 EEIEWREDEFERdata |, (FEETFTDSCPILIAHKHITEF | KiRE
FBRIZA90 , FIRIR/I50 , EFRHRIR/30.
[Rl]drop-profile data
[Rl-drop-profile-data]wred dscp

[Rl-drop-profile-dataldscp af32 low-limit 50 high-limit 90 discard-percentage
30

ER1 L RIzEBASIIEIRqueue-profilel , BHIEREMAWFQMAS! , HFNE
FiEtRdatagbE , BHESMAER , (BORFEIEEEREMNNAPQIAT.,

[Rl1]gos queue-profile queue-profilel
[Rl-gos—-queue-profile-queue-profilel]schedule wfq 3 pg 5
[Rl-gos—-queue-profile-queue-profilel]queue 3 drop-profile data

FER1AYS1/0/0_E Rz FHRAFIASAR

[Rl]interface Serial 1/0/0

[R1-Seriall/0/0]gos queue-profile queue-profilel

BERERAIERIER.

[Rl]display gos queue-profile queue-profilel
Queue-profile: queue-profilel

Queue Schedule Weight Length (Bytes/Packets) Gts (CIR/CBS)

3 WEQ 10 0/0 =/=

SRR ESEERED BIER T WFQSPQBAY,
BERENEFRERER.

[Rl]display drop-profile data
Drop-profile[l]: data
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DSCP Low-limit High-limit Discard-percentage
default 30 100 10
1 30 100 10
2 30 100 10
3 30 100 10
4 30 100 10
5 30 100 10
6 30 100 10
7 30 100 10
csl 30 100 10
9 30 100 10
afll 30 100 10
11 30 100 10
afl2 30 100 10
13 30 100 10
afl3 30 100 10
15 30 100 10
cs?2 30 100 10
17 30 100 10
af21l 30 100 10
19 30 100 10
af22 30 100 10
21 30 100 10
af23 30 100 10
23 30 100 10
cs3 30 100 10
25 30 100 10
af3l 30 100 10
27 30 100 10
af32 50 90 30
29 30 100 10
af33 30 100 10
31 30 100 10
cs4 30 100 10
33 30 100 10
af4l 30 100 10

JLEREEE LR , FIRBESEZEFHETENNR  ERAEENE
FRRILENI N AIEBZEIAE.
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BN EREETRNAZEEESHERR

ATERATISEE D EZ B ENMNEHRZE | IR EETRAYRZE
EERERER RIS TR,

MERB AT R ERRIE FimRAS 2 BRI RBZIET_JE’J};ZEEEITEMtEEI g,
B XTEHMQOSHRIE | (F1§RASRIBEISEIEFATE

PRSI A FR1FES1/0/0_EERBRIBATIEAR,

[Rl1]interface GigabitEthernet 0/0/1

[R1-GigabitEthernet0/0/1]undo gos queue-profile

T_R4_I:{Eﬁﬁpingnpv:lJl't£1£R3EI'J B, RERIN910.0.1454 , €
A/INHT00FF |, K10DE,

[R4]ping -a 10.0.145.4 -s 700 -c 10 10.0.34.3
PING 10.0.34.3: 700 data bytes, press CTRL C to break
Reply from 10.0.34.3: bytes=700 Sequence=1 ttl=253 time=1279 ms
Request time out
Reply from 10.0.34.3: bytes=700 Sequence=3 ttl=253 time=1587 ms
Reply from 10.0.34.3: bytes=700 Sequence=4 ttl=253 time=1827 ms
Request time out
Reply from 10.0.34.3: bytes=700 Sequence=6 ttl=253 time=1717 ms
Request time out
Request time out
Request time out

Request time out

-—- 10.0.34.3 ping statistics ---
10 packet(s) transmitted
4 packet(s) received
60.00% packet loss
round-trip min/avg/max = 1279/1602/1827 ms

tbﬁj/\jwﬁ'ﬁ’ TERZ [BIRVEEES R EFEIRE , EEUSK™E , RALTES
R3#ENIFE

E£R1_E6I3EACL3001PTECN10.0.145.4%1F10.0.34. 3R E.

[R1]acl number 3001
[Rl-acl-adv-3001]rule O per ip source 10.0.145.4 0.0.0.0 destination 10.0.34.3
0.0.0.0
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BIERD \éclass ef , ITAECACL3001 , BER1T Ibehavior-ef , ECERAGI
RBEAVAEF , %5 ./810Kbps,

[Rl]ltraffic classifier class-ef
[Rl-classifier-class-ef]if-match acl 3001
[Rl-classifier-class-ef]quit

[R1]traffic behavior behavior-ef

[Rl-behavior-behavior-ef]queue ef bandwidth 10

@ULunﬁj\ sclass-af32 ’ @ﬁEDSCHE?ﬂAF?}zEg%ﬁE;ﬁE @JLML 73
behavior-af32 , BEERAFIEE S HAF , H55.930Kbps , 5SEXF#&EtRdata
4B

[Rl1]traffic classifier class-af32
[Rl-classifier-class-af32]if-match dscp af32
[Rl-classifier-class-af32]quit

[Rl1]traffic behavior behavior-af32
[Rl-behavior-behavior-af32]queue af bandwidth 30

[Rl-behavior-behavior-af32]drop-profile data

tlE kg policy-1 , XBLiRDZclass-effliis{Ebehavior-ef | ;i
class-af32%l:|,,.bz}J1’|EbehaV|or af32 , HER1AY#EMOS1/0/0_ M A,

[Rl]traffic policy policy-1

i3

[Rl-trafficpolicy-policy-1l]classifier class-ef behavior behavior-ef
[Rl-trafficpolicy-policy-1l]classifier class-af32 behavior behavior-af32
[Rl-trafficpolicy-policy-1]quit

[Rl]interface Serial 1/0/0

[R1-Seriall/0/0]traffic-policy policy-1 outbound

ER4 E(EApingds SN AFER3ANERM | IRESMEA/N\AT00 , IRt
1910.0.145.4 , MNEAH10,

[R4]ping -a 10.0.145.4 -s 700 -c 10 10.0.34.3
PING 10.0.34.3: 700 data bytes, press CTRL C to break

Reply from 10.0.34.3: bytes=700 Sequence=1 ttl=253 time=694 ms
Reply from 10.0.34.3: bytes=700 Sequence=2 ttl=253 time=391 ms
Reply from 10.0.34.3: bytes=700 Sequence=3 ttl=253 time=361 ms
Reply from 10.0.34.3: bytes=700 Sequence=4 ttl=253 time=671 ms
Reply from 10.0.34.3: bytes=700 Sequence=5 ttl=253 time=211 ms
Reply from 10.0.34.3: bytes=700 Sequence=6 ttl=253 time=611 ms
Reply from 10.0.34.3: bytes=700 Sequence=7 ttl=253 time=688 ms
Reply from 10.0.34.3: bytes=700 Sequence=8 ttl=253 time=391 ms
Reply from 10.0.34.3: bytes=700 Sequence=9 ttl=253 time=301 ms
Reply from 10.0.34.3: bytes=700 Sequence=10 ttl=253 time=651 ms
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--- 10.0.34.3 ping statistics ---
10 packet(s) transmitted
10 packet (s) received
0.00% packet loss

round-trip min/avg/max = 211/497/694 ms
BRAXERIFMEBIRENEFAGIE | MAERATLISRIZZIERE(E.
BffhASERS: RBEFHISIE

QOSEERED RS LTI AR ENV SRS FRELRIERY | (RIE 7 HEaFIRER.
B—T , MEAQOS | BITIE NI EERIL VS U LA EARRIRSS RET ?

sohkfa | [EFRIRSIRIERX T QoSHUBIEAETIE, HIRHRESLIQoS
A %seuii T

REEGFEE

<Rl>display current-configuration
[V200R007C00SPC600]
#
sysname R1
#
acl number 3001
rule 0 permit ip source 10.0.145.4 0 destination 10.0.34.3 O
#
drop-profile data
wred dscp
dscp af32 low-limit 50 high-limit 90 discard-percentage 30
#
gos queue-profile queue-profilel
queue 3 drop-profile data
schedule wfg 3 pg 5
#
gos map-table dscp-dscp
input 26 output 0
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traffic classifier class-ef operator or
if-match acl 3001

traffic classifier class-af32 operator or
if-match dscp af32

#

traffic behavior behavior-ef

queue ef bandwidth 10 cbs 250

traffic behavior behavior-af32

queue af bandwidth 30

drop-profile data

traffic behavior behavir-af32

queue af bandwidth 30

#

traffic policy policy-1

classifier class-ef behavior behavior-ef
classifier class-af32 behavior behavior-af32
#

interface Seriall/0/0

link-protocol ppp

ip address 10.0.12.1 255.255.255.0

trust dscp

traffic-policy policy-1 outbound
baudrate 72000

#

interface GigabitEthernet0/0/1

ip address 10.0.145.1 255.255.255.0
trust dscp override

#

ip route-static 10.0.34.0 255.255.255.0 10.0.12.2
#

return

<R2>display current-configuration
[V200R007C00SPC600]

#

sysname R2

#

interface Seriall/0/0

link-protocol ppp

ip address 10.0.12.2 255.255.255.0
#

interface GigabitEthernet0/0/2

ip address 10.0.34.2 255.255.255.0
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#
ip route-static 10.0.145.0 255.255.255.0 10.0.12.1
#

return

<R3>display current-configuration
[V200R007C00SPC600]

#

sysname R3

#

interface GigabitEthernet0/0/2

ip address 10.0.34.3 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 10.0.34.2
#

return

<R4>display current-configuration
[V200R007C00SPC600]

#

sysname R4

#

interface GigabitEthernet0/0/1

ip address 10.0.145.4 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 10.0.145.1
#

return

<R5>display current-configuration
[V200R007C00SPC600]

#

sysname R5

#

interface GigabitEthernet0/0/1

ip address 10.0.145.5 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 10.0.145.1
#

return

<S3>display current-configuration
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#

!Software Version V200R008CO0SPC500
sysname S3

#

interface Vlanifl

ip address 10.0.145.3 255.255.255.0
#

ip route-static 0.0.0.0 0.0.0.0 10.0.145.1
#
nga test-instance admin udp
test-type udp

destination-address ipv4 10.0.34.4
destination-port 6000

tos 28

frequency 3

interval seconds 1

timeout 1

datasize 5800

start now
nga test-instance admin jitter
test-type jitter
destination-address ipv4 10.0.34.4
destination-port 6000

tos 46

frequency 3

interval milliseconds 20

timeout 1

datasize 90

start now
#

return

<S4>display current-configuration

#

!Software Version V200R008C00SPC500
sysname S4

#

interface Vlanifl

ip address 10.0.34.4 255.255.255.0
#

nga-server udpecho 10.0.34.4 6000
#

ip route-static 0.0.0.0 0.0.0.0 10.0.34.2
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F3ESS

$£H—. EitfitES IP it

AT RS HSEFNASHANS3 |, SAEREIPHEHFNESED,

<Rl>system-view

Enter system view, return user view with
[Rl]interface Serial 1/0/0
[R1-Seriall/0/0]ip address 10.0.12.1 255.
[R1-Seriall/0/0]quit

[R1]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]ip address 10.0.

<R2>system-view

Enter system view, return user view with
[R2]interface Serial 1/0/0
[R2-Seriall/0/0]ip address 10.0.12.2 255.
[R2-Seriall/0/0]quit

[R2]interface GigabitEthernet 0/0/2
[R2-GigabitEthernet0/0/2]ip address 10.0.

<R3>system-view

Enter system view, return user view with
[R3]interface GigabitEthernet 0/0/2
[R3-GigabitEthernet0/0/2]ip address 10.0.

<R4> system-view

Enter system view, return user view with
[R4]interface GigabitEthernet 0/0/1
[R4-GigabitEthernet0/0/1]ip address 10.0.

<R5>system-view

Enter system view, return user view with
[R5]interface GigabitEthernet 0/0/1
[R5-GigabitEthernet0/0/1]ip address 10.0.

<S3>system-view
Enter system view, return user view with

[S3]interface Vlanif 1

Ctrl+Zz.

255.255.0

145.1 255.255.255.0

Ctrl+Z.

255.255.0

34.2 255.255.255.0

Ctrl+2z.

34.3 255.255.255.0

Ctrl+z.

145.4 255.255.255.0

Ctrl+z.

145.5 255.255.255.0

Ctrl+Z.

[S3-Vlanifl]ip address 10.0.145.3 255.255.255.0
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<S4>system-view
Enter system view, return user view with Ctrl+Z.
[S4]interface Vlanif 1

[S4-Vl1anifl]ip address 10.0.34.4 255.255.255.0

EeESeRE | WH EiEEsrTEEE,
[Rllping -c¢ 1 10.0.12.2

PING 10.0.12.2: 56 data bytes, press CTRL C to break
Reply from 10.0.12.2: bytes=56 Sequence=1 ttl=255 time=36 ms

--- 10.0.12.2 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 36/36/36 ms

[Rl]lping -c¢ 1 10.0.145.3
PING 10.0.145.3: 56 data bytes, press CTRL C to break
Reply from 10.0.145.3: bytes=56 Sequence=1 ttl=255 time=35 ms

--- 10.0.145.3 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 35/35/35 ms

[Rl]lping -c 1 10.0.145.4
PING 10.0.145.4: 56 data bytes, press CTRL C to break
Reply from 10.0.145.4: bytes=56 Sequence=1 ttl=255 time=6 ms

--- 10.0.145.4 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 6/6/6 ms

[Rl]lping -c¢ 1 10.0.145.5
PING 10.0.145.5: 56 data bytes, press CTRL C to break
Reply from 10.0.145.5: bytes=56 Sequence=1 ttl=255 time=6 ms

--- 10.0.145.5 ping statistics ---
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1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 6/6/6 ms

[R2]ping -c 1 10.0.34.3
PING 10.0.34.3: 56 data bytes, press CTRL C to break
Reply from 10.0.34.3: bytes=56 Sequence=1 ttl=255 time=5 ms

--- 10.0.34.3 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 5/5/5 ms
[R2]ping -c 1 10.0.34.4
PING 10.0.34.4: 56 data bytes, press CTRL C to break
Reply from 10.0.34.4: bytes=56 Sequence=1 ttl=255 time=36 ms
--- 10.0.34.4 ping statistics ---
1 packet(s) transmitted
1 packet(s) received

0.00% packet loss
round-trip min/avg/max = 36/36/36 ms

SE=. EFSIEH

FEFTEEREREEFIAIENS3 |, S4 LR ERSIRE.

[R1]ip route-static 10.0.34.0 255.255.255.0 10.0.12.2
[R2]ip route-static 10.0.145.0 255.255.255.0 10.0.12.1
[R3]ip route-static 0.0.0.0 0.0.0.0 10.0.34.2
[R4]ip route-static 0.0.0.0 0.0.0.0 10.0.145.1
[R5]ip route-static 0.0.0.0 0.0.0.0 10.0.145.1

[S3]ip route-static 0.0.0.0 0.0.0.0 10.0.145.1
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[S4]ip route-static 0.0.0.0 0.0.0.0 10.0.34.2

BeESER/E , MHKEEE M.
[S3]ping -c 1 10.0.34.4

PING 10.0.34.4: 56 data bytes, press CTRL C to break
Reply from 10.0.34.4: bytes=56 Sequence=1 ttl=252 time=40 ms

--- 10.0.34.4 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 40/40/40 ms

[R4]ping -c 1 10.0.34.3
PING 10.0.145.4: 56 data bytes, press CTRL C to break
Reply from 10.0.145.4: bytes=56 Sequence=1 ttl=255 time=3 ms

-—- 10.0.145.4 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 3/3/3 ms

[R5]ping -c 1 10.0.34.3
PING 10.0.34.3: 56 data bytes, press CTRL C to break
Reply from 10.0.34.3: bytes=56 Sequence=1 ttl=253 time=44 ms

-—- 10.0.34.3 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 44/44/44 ms

$E=. EE DSCP (iR EITC
REIMEPEIES , 50, FUE=MULSS , BRBETATRERS D EZIERY
CEANARBEETER | LA ARSI HI 72,
B B im 2 inhIQoSHESLINEE R MAIMeAIE | TSR AYHEERIL.
FBRASRIZERIMERUNESIR , FRISR3IZERIFEEUN IR
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X, BBS35SAZERIRSIEUNEGERS. 1 FRIGHINEEFHRIANIHRL
—ZRYIABRRIQOSIRER |, MIEUEHRSIRAFNANR IM/rEH.

PUESIEEIRAIDSCPEIRCIEF | YIRS AIDSCPEIRCIAF32,
ESL EEIEZACL3001 , 3002 , 735BIICECRAATERS | RSEMERAVAE.

[Sl]acl number 3001

[Sl-acl-adv-3001]rule 0 permit ip source 10.0.145.4 0 destination 10.0.34.3 0
[Sl-acl-adv-3001]quit

[S1l]acl number 3002

[Sl-acl-adv-3002]rule 0 permit ip source 10.0.145.5 0 destination 10.0.34.3 O

ES1 EelEE iy Zclass-voice-s1 , PTEZACL3001, €I RITH
behavior-voice-sl , $&DSCP{itAcdEfrCHEF,

ClIEERRIEpolicy-voice-sl , KELRDZclass-voice-s157#1T /9
behavior-voice-s1 , T£S1_EAYGO/0/4ZONF R _EERIZ RS,

lltraffic classifier class-voice-sl
Sl-classifier-class-voice-sl]if-match acl 3001
Sl-classifier-class-voice-sl]quit

1]traffic behavior behavior-voice-sl

[S
[
[
[S
[Sl-behavior-behavior-voice-sl]remark dscp ef
[Sl-behavior-behavior-voice-sl]quit

[Sl]traffic policy policy-voice-sl
[Sl-trafficpolicy-policy-voice-sl]classifier class-voice-sl behavior
behavior-voice-sl

[Sl-trafficpolicy-policy-voice-sl]quit

[Sl]linterface GigabitEthernet 0/0/4

[S1-GigabitEthernet0/0/4]traffic-policy policy-voice-sl inbound

7ES1 Bl RS class-video-s1 , FLEZACL3002, RIERITH
behavior-video-s1 , hDSCP{jﬁ'&é&Ed‘mngAFBZO

ElEEiRSKEEpolicy-video-sl , KB Zclass-video-s1 51T
behavior-video-s1 , #£S1_FRGO/0/53 O N5 1A _E R FRZim g,

lltraffic classifier class-video-sl
Sl-classifier-class-video-sl]if-match acl 3002
Sl-classifier-class-video-sl]quit

l]ltraffic behavior behavior-video-sl

Sl-behavior-behavior-video-sl]quit

[s
[
[
[s
[Sl-behavior-behavior-video-sl]remark dscp af32
[
[Slltraffic policy policy-video-sl

[

Sl-trafficpolicy-policy-video-sl]classifier class-video-sl behavior
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behavior-video-sl
[Sl-trafficpolicy-policy-video-sl]lquit
[Sl]interface GigabitEthernet 0/0/5

[S1-GigabitEthernet0/0/5]traffic-policy policy-video-sl inbound

7ES2 ERIEEACL3001 , 3002 , 4o5IPLECR3E1ERS , R3IEFERSAIARE.

[S2]acl number 3001

[S2-acl-adv-3001]rule 0 permit ip source 10.0.34.3 0 destination 10.0.145.4 0
[S2-acl-adv-3001]quit

[S2]acl number 3002

[S2-acl-adv-3002]rule 0 permit ip source 10.0.34.3 0 destination 10.0.145.5 O

ES2 FRlEE RS ZKclass-voice-s2 , FLEZACL3001, BUEERITH
behavior-voice-s2 , $&DSCP{tAcEfrCHEF,

[S2]traffic classifier class-voice-s2
[S2-classifier-class-voice-s2]if-match acl 3001
[S2-classifier-class-voice-s2]quit

[S2]traffic behavior behavior-voice-s2

[S2-behavior-behavior-voice-s2]remark dscp ef

ES2 Rl iR 2class-video-s2 , PLHCACL3002, BUEERIT/
behavior-video-s2 , 1EDSCP{ItA R EFRCEAF32,

[S2]traffic classifier class-video-s2
[S2-classifier-class-video-s2]if-match acl 3002
[S2-classifier-class-video-s2]quit

[S2]traffic behavior behavior-video-s2

[S2-behavior-behavior-video-s2]remark dscp af32

1ES2 F ol ssRE policy-voice-video-s2 , XBkiis Zclass-voice-s2 5k
17 /9behavior-voice-s2 , KBk ZFEclass-video-s25# 174
behavior-video-s2 , #£S2_ FHYGO/0/35ON T3 A _EMN BIZiRARE.

[S2]traffic policy policy-voice-video-s2
[S2-trafficpolicy-policy-voice-video-s2]classifier class-voice-s2 behavior
behavior-voice-s2

[S2-trafficpolicy-policy-voice-video-s2]classifier class-video-s2 behavior
behavior-video-s2

[S2-trafficpolicy-policy-voice-video-s2]quit

[S2]interface GigabitEthernet 0/0/3

[S2-GigabitEthernet0/0/3]traffic-policy policy-voice-video-s2 inbound
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SHEN. GRERSEPHNGE

ERNESERD BAZ DA LERB M EEN, | ZAERERZEAYRR
ES1 ERYEMNGO/0/1H751R EECEREEN , CIRIR/9128kbit/s,

[Sl]linterface GigabitEthernet 0/0/1
[S1-GigabitEthernet0/0/1]gos lr outbound cir 128

BEEREBETRERR.

[Sl]display gos lr outbound interface GigabitEthernet 0/0/1
GigabitEthernet0/0/1 1lr outbound:
cir: 128 Kbps, cbs: 16000 Byte

£S2 ERYENG0/0/2H 75 1R EECEREER , CIRIR/9128kbit/s,

[S2]interface GigabitEthernet 0/0/2
[S2-GigabitEthernet0/0/2]gos lr outbound cir 128

EE ;ﬁi%ﬂ/ﬁag{n 1SN0

[S2]display gos lr outbound interface GigabitEthernet 0/0/2
GigabitEthernet0/0/2 1lr outbound:
cir: 128 Kbps, cbs: 16000 Byte

N

EATIEER IO BRI AR E ENERERE | H— SRR EREN
o,

ER1ERGO/0/LEANS A EEERERE | CIRIR/I72kbit/s,

[Rl]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]gos car inbound cir 72

ER2_ ERIGO/0/2#ONS R LRERERE , CIRIR/A72kbit/s,

[R2]interface GigabitEthernet 0/0/2
[R2-GigabitEthernet0/0/2]gos car inbound cir 72

SELR. REETFRRBIHBEEESIHERS

ERERERS 2 BB DE%EEE%J:“B%E?IHL%H%E’J%%%EE SRR,
FRIEESREMER , fiftkix | RIEBTRERE BB,
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BcER1 ERIGO/0/ 1= OECE(SEDSCPLT K.

[Rl]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]trust dscp

ER1_E6J3EWREDEF & RVideo-rl , fFEEHEFDSCPILIAHRHITER | &
EHETBRIZH50 , ERRI&A90 , EFMEIR 30,

[R1]drop-profile video-rl
[Rl-drop-profile-video-rl]wred dscp
[Rl-drop-profile-video-rlldscp af32 low-limit 50 high-limit 90

discard-percentage 30

ER1 GBI TS Hclass-af32-r1 , ILECDSCP{EAAR 2B E. B
iTabehavior-af32-r1 , EEEBAFIEESNNAF , REREROEOTRED
Ebig 940 , HEEFIERvideo-r14fE,

lltraffic classifier class-af32-rl
Rl-classifier-class-af32-rl]if-match dscp af32

Rl-classifier-class-af32-rl]quit

[R

[

[

[R1]traffic behavior behavior-af32-rl
[Rl-behavior-behavior-af32-rl]queue af bandwidth pct 40
[

Rl-behavior-behavior-af32-rl]drop-profile video-rl

FERL EGIE RS Zclass-ef-rl , ILELDSCPENEFAESRE. IFERITH
behavior-ef-rl ,EcEFIBSRAEAS N NEF  H AR bOEOmmA DR /E30,

lltraffic classifier class-ef-rl

Rl-classifier-class-ef-rl]if-match dscp ef

[R

[

[Rl-classifier-class-ef-rl]quit
[R1]traffic behavior behavior-ef-ril
[

Rl-behavior-behavior-ef-rl]queue ef bandwidth pct 30

ER1 LGRS policy-rl , KB Hclass-af32-rl5imiTH
behavior-af32-r1 %Haé,ﬁ/\%class ef-rl5ii17Abehavior-ef-rl , HEEO

S1/0/0R9H75 1R LRz AR

Rl]traffic policy policy-rl

Rl-trafficpolicy-policy-rl]classifier class-af32-rl behavior behavior-af32-rl

[
[
[Rl-trafficpolicy-policy-rl]classifier class-ef-rl behavior behavior-ef-rl
[Rl-trafficpolicy-policy-rl]linterface Serial 1/0/0

(

R1-Seriall/0/0]traffic-policy policy-rl outbound

EREREERI EEE R | EARIDERR2 LE(FENECE.
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BCER2AY4#%[G0/0/2{Z{EDSCPLIEER.,

[R2]interface GigabitEthernet 0/0/2
[R2-GigabitEthernet0/0/2]trust dscp

fER2 LEZWREDEF & Rvideo-r2 , EEEFDSCPAKLRIAITEF , 1
EETRRIRI50 , EFRiRI990 , EFHEIERIRI930,

[R2]drop-profile video-r2
[R2-drop-profile-video-r2]wred dscp
[R2-drop-profile-video-r2]dscp af32 low-limit 50 high-limit 90

discard-percentage 30

ER1 GRS Fclass-af32-r2 , ILEIDSCPENAF32HIISRE. BliE
RiTabehavior-af32-r2 , EENFIEESNNAF , R ROEOTREED
ELig 940 , HEEFIERvideo-r248%E,

R2]traffic classifier class-af32-r2

R2-classifier-class-af32-r2]if-match dscp af32

[
[
[R2-classifier-class-af32-r2]traffic behavior behavior-af32-r2
[R2-behavior-behavior-af32-r2]queue af bandwidth pct 40

[

R2-behavior-behavior-af32-r2]drop-profile video-r2

ER1 L8RS ZEclass-ef-r2 , ILEDSCPENEFRIEERE. CIERITH
behavior-ef-r2 ,B.ERAFIFNARE L TUNEF TR GEOTRE DR A30,
R2]traffic classifier class-ef-r2

R2-classifier-class-ef-r2]if-match dscp ef

R2-classifier-class-ef-r2]traffic behavior behavior-ef-r2

[
[
[
[R2-behavior-behavior-ef-r2]queue ef bandwidth pct 30

fER1 Lok policy-r2 , KEXfimRclass-af32-r255174

behavior-af32-r2 , XExmnZFEclass-ef-rl 517 Abehavior-ef-r2 |, HEEO
S1/0/089H /3R _ERFE.

R2]traffic policy policy-r2

R2-trafficpolicy-policy-r2]classifier class-af32-r2 behavior behavior-af32-r2

[
[
[R2-trafficpolicy-policy-r2]classifier class-ef-r2 behavior behavior-ef-r2
[R2]interface Serial 1/0/0

[

R2-Seriall/0/0]traffic-policy policy-r2 outbound
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SEN. EETFRERIESIRTHES

NEEEIEHFHRARR BRYSETIE S REMIEE , EFEUDPIROS
4000250005 ISR E.

ER1 LEBIERACL3003 , PLEAR5E1FER3 , UDPixm[EE/4000Z 5000358
SHRE.
[R1]acl number 3003

[Rl-acl-adv-3003]rule 0 permit udp source-port range 4000 5000 source 10.0.145.5
0 destination 10.0.34.3 O

TER1 L85 RS Zclass-drop , ITEZACL3003 ,

[Rl]traffic classifier class-drop

[Rl-classifier-class-drop]if-match acl 3003

ER1 EEIE R T Abehavior-drop , EdEfn<deny , HIITELERNE ,

[Rl]traffic behavior behavior-drop

[Rl-behavior-behavior-drop]deny

AR1 Ll RRE& policy-drop , KB D ZEclass-dropS5iiT /e
behavior-drop , F1E#MG0/0/58I T A_EMZ A,

[Rl]traffic policy policy-drop

[Rl-trafficpolicy-policy-drop]classifier class-drop behavior behavior-drop
[Rl-trafficpolicy-policy-drop]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]traffic-policy policy-drop inbound

BEREER.

[Rl]display traffic policy user-defined policy-drop
User Defined Traffic Policy Information:
Policy: policy-drop
Classifier: class-drop
Operator: OR
Behavior: behavior-drop

Deny
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BANSESS: BEHIGIE

47

SLIG5eRkE | BIQOSAIRIRIESR | BEEQoSHEIRISHIER EE S
M=,

R HIE

<Rl>display current-configuration
[V200R007C00SPC600]
#
sysname R1
#
acl number 3003
rule 0 permit udp source 10.0.145.5 0 source-port range 4000 5000 destination
10.0.34.3 0
#
drop-profile video-rl
wred dscp
dscp af32 low-limit 50 high-limit 90 discard-percentage 30
#
traffic classifier class-drop operator or
if-match acl 3003
traffic classifier class-ef-rl operator or
if-match dscp ef
traffic classifier class-af32-rl operator or
if-match dscp af32
#
traffic behavior behavior-af32-rl
queue af bandwidth pct 40
drop-profile video-rl
traffic behavior behavior-ef-rl
queue ef bandwidth pct 30
traffic behavior behavior-drop
deny
#
traffic policy policy-drop
classifier class-drop behavior behavior-drop
traffic policy policy-rl
classifier class-af32-rl behavior behavior-af32-rl
classifier class-ef-rl behavior behavior-ef-rl
#
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interface Seriall/0/0

link-protocol ppp

ip address 10.0.12.1 255.255.255.0

traffic-policy policy-rl outbound

#

interface GigabitEthernet0/0/1

ip address 10.0.145.1 255.255.255.0

trust dscp

gos car inbound cir 72 cbs 13536 pbs 22536 green pass yellow pass red discard
traffic-policy policy-drop inbound

#

ip route-static 10.0.34.0 255.255.255.0 10.0.12.2
#

return

<R2>display current-configuration
[V200R007C00SPC600]
#
sysname R2
#
drop-profile video-r2
wred dscp
dscp af32 low-limit 50 high-1limit 90 discard-percentage 30
#
traffic classifier class-ef-r2 operator or
if-match dscp ef
traffic classifier class-af32-r2 operator or
if-match dscp af32
#
traffic behavior behavior-af32-r2
queue af bandwidth pct 40
drop-profile video-r2
traffic behavior behavior-ef-r2
queue ef bandwidth pct 30
#
traffic policy policy-r2
classifier class-af32-r2 behavior behavior-af32-r2
classifier class-ef-r2 behavior behavior-ef-r2
#
interface Seriall/0/0
link-protocol ppp
ip address 10.0.12.2 255.255.255.0
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traffic-policy policy-r2 outbound

#

interface GigabitEthernet0/0/2

ip address 10.0.34.2 255.255.255.0

trust dscp

gos car inbound cir 72 cbs 13536 pbs 22536 green pass yellow pass red discard
#

ip route-static 10.0.145.0 255.255.255.0 10.0.12.1

#

return

<R3>display current-configuration
[V200R007C00SPC600]

#

sysname R3

#

interface GigabitEthernet0/0/2

ip address 10.0.34.3 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 10.0.34.2
#

return

<R4>display current-configuration
[V200R007C00SPC600]

#

sysname R4

#

interface GigabitEthernet0/0/1

ip address 10.0.145.4 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 10.0.145.1
#

return

<R5>display current-configuration
[V200R007C00SPC600]

#

sysname R5

#

interface GigabitEthernet0/0/1

ip address 10.0.145.5 255.255.255.0
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#
ip route-static 0.0.0.0 0.0.0.0 10.0.145.1
#

return

<Sl>display current-configuration

#

!Software Version V200R008CO0SPC500

sysname S1

#

acl number 3001

rule 0 permit ip source 10.0.145.4 0 destination 10.0.34.3 O
acl number 3002

rule 0 permit ip source 10.0.145.5 0 destination 10.0.34.3 O
#

traffic classifier class-video-sl operator and
if-match acl 3002

traffic classifier class-voice-sl operator and
if-match acl 3001

#

traffic behavior behavior-video-sl

remark dscp af32

traffic behavior behavior-voice-sl

remark dscp ef

#

traffic policy policy-video-sl

classifier class-video-sl behavior behavior-video-sl
traffic policy policy-voice-sl

classifier class-voice-sl behavior behavior-voice-sl
#

interface GigabitEthernet0/0/1

gos 1lr outbound cir 128 cbs 16000

#

interface GigabitEthernet0/0/4

traffic-policy policy-voice-sl inbound

#

interface GigabitEthernet0/0/5

traffic-policy policy-video-sl inbound

#

return

<S2>display current-configuration
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#
!Software Version V200R008CO0SPC500
sysname S2
#
acl number 3001
rule 0 permit ip source 10.0.34.3 0 destination 10.0.145.4 0
acl number 3002
rule 0 permit ip source 10.0.34.3 0 destination 10.0.145.5 0
#
traffic classifier class-video-s2 operator and
if-match acl 3002
traffic classifier class-voice-s2 operator and
if-match acl 3001
#
traffic behavior behavior-video-s2
remark dscp af32
traffic behavior behavior-voice-s2
remark dscp ef
#
traffic policy policy-voice-video-s2
classifier class-voice-s2 behavior behavior-voice-s2
classifier class-video-s2 behavior behavior-video-s2
#
interface GigabitEthernet0/0/2
gos lr outbound cir 128 cbs 16000
#
interface GigabitEthernet0/0/3
traffic-policy policy-voice-video-s2 inbound
#

return

<S3>display current-configuration

#

!Software Version V200R008C00SPC500

sysname S3

#

interface Vlanifl

ip address 10.0.145.3 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 10.0.145.1
#

return
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<S4>display current-configuration

#

!Software Version V200R008C0O0SPC500
sysname S4

#

interface Vlanifl

ip address 10.0.34.4 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 10.0.34.2
#

return
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BT BhkiE
K8 4-1 PERIEREKIERFZLRIEEE
FJ8/Y

o ERXERZEXENEET X
o EREREFRIEENSE

1GFME

~ 1
5001 coson

R 10.0. 10. 0/24
Loopback( 5
10.0.1.1
10. 0. 20. 0/24
o)
R2 | co/0/1

Loopback(
10.0.2.2

Trust
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E1-1 PKiEXIEECE

in=

REAFMNATNNEEER. QNESEIMEDN 7 =X , SEAHK
f5 (Trust) . MBI ( Untrust ) FIARSSEEXIE, ( DMZ) . {RigiHEERX
ISSRSCIIRSEERTIES] | IIRATIRENEZE , FHBIE DMZX RGNt
R3S,

FIES

TE—. BEFRigH (Console)

1. EERECE RS,
a. KIAFWEECELiRAYFBIR.
b. BT EERMERELIRIIRS-2328805FWaIConsole 8.
C. BLEMER LA,

2 . BRAERIHTEHIECE ( ITLAMInternet E3REXNputty &5 2R B LRIHER
. ).

a. FEputtyBXE4EIAFH T TZER .
b. %% “Session” , ¥ “"Connection type” i&&/ “Serial” |,

¢ EEBYBROERRENSH. BRSHEENE S,
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% PuTTY Configuration @

Categony:

—I- Session Options controling local senal lines
Logging
- Terminal
-~ Keyboard Sernal line to connect to COmT
- Bell
- Features
=1 Window Speed [baud] 9E00
- Appearance
- Behaviour
- Translation Stop bits 1
- Selection
- Colours
=J- Connection Flow conitrol | B - |
- Data
e Priom
- Telnet
- Rlogin

Select a zenal ine

Configure the serial line

Ciata bits a

Parity | Maone - |

Aot [ Open ] | Cancel

ElS putty#R{4SeriaiEZFWESEEE
d. E8d5 "Open” ,

3. & "Enter” i , IRIRTAAREEERKS "admin” FIER
"Admin@123" ,

4. (ZREEERWSHIEN , FHACLIFE,

RBA  PIREREN  BRYITHRERNEREERK , PEERXAEFE
(A~Z). BBUNEFH (a~2z). HF (0~9) . FFFF (WL @, #
$. %F ) PHI=F.

IBFICINRERERRTEER.

$ER=. EFERES5IP Fi

(SIS HRRR NP KIS ECE L | FECEFFSIEH |, A LECEVLAN,

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R1

[R1]interface GigabitEthernet 0/0/1
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[R1-GigabitEthernet0/0/1]ip address 10.0.10.1 24
[R1-GigabitEthernet0/0/1]interface loopback 0
[R1-LoopBackO]ip address 10.0.1.1 24

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R2

[R2]interface GigabitEthernet0/0/1
[R2-GigabitEthernet0/0/1]ip address 10.0.20.1 24
[R2-GigabitEthernet0/0/1]interface loopback 0
[R2-LoopBackO]ip address 10.0.2.2 24

<Huawei>system-view

Enter system view, return user view with Ctrl+7Z.
[Huawei] sysname R3

[R3]interface GigabitEthernet 0/0/1
[R3-GigabitEthernet0/0/1]ip address 10.0.30.1 24
[R3-GigabitEthernet0/0/1]interface loopback 0
[R3-LoopBackO]ip address 10.0.3.3 24

B kiEERA=/ZAGigabitEthernet0/0/02ORYIpHEAL |, Jola=41 , BILA
il

<USG6300>system-view

Enter system view, return user view with Ctrl+7z.
[USG6300] sysname FW

[FW]int GigabitEthernet 0/0/0
[FW-GigabitEthernet0/0/0]Jundo ip address
[FW-GigabitEthernet0/0/0]interface GigabitEthernet 1/0/0
[FW-GigabitEthernetl/0/0]ip address 10.0.10.254 24
[FW-GigabitEthernetl/0/0]interface GigabitEthernet 1/0/1
[FW-GigabitEthernetl/0/1]ip address 10.0.20.254 24
[FW-GigabitEthernetl/0/1]interface GigabitEthernet 1/0/2
[FW-GigabitEthernetl/0/2]ip address 10.0.30.254 24
[FW-GigabitEthernetl/0/2]quit

A EREIRIRTEREN VLAN,

[Quidway]sysname S1

[Sl]vlan batch 11 to 13

[Sl]interface GigabitEthernet 0/0/1
[S1-GigabitEthernet0/0/1]port link-type access
[S1-GigabitEthernet0/0/1]port default vlan 11
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[S1-GigabitEthernet0/0/1]interface GigabitEthernet 0/0/2
[S1-GigabitEthernet0/0/2]port link-type access
[S1-GigabitEthernet0/0/2]port default vlan 12
[S1-GigabitEthernet0/0/2]interface GigabitEthernet 0/0/3
[S1-GigabitEthernet0/0/3]port link-type access
[S1-GigabitEthernet0/0/3]port default vlan 13
[S1-GigabitEthernet0/0/3]interface GigabitEthernet 0/0/21
[S1-GigabitEthernet0/0/21]port link-type access
[S1-GigabitEthernet0/0/21]1port default vlan 11
[S1-GigabitEthernet0/0/21]interface GigabitEthernet 0/0/22
[S1-GigabitEthernet0/0/22]port link-type access
[S1-GigabitEthernet0/0/22]port default vlan 12
[S1-GigabitEthernet0/0/22]interface GigabitEthernet 0/0/23
[S1-GigabitEthernet0/0/23]port link-type access
[S1-GigabitEthernet0/0/23]port default vlan 13

£R1. R2MR3LECEREH , FEFW_ EECERMAHSIRE , SSM=1
Loopback0#EzMiEZAIMER Z [E)EE R H7IE.

[R1]ip route-static 0.0.0.0 0 10.0.10.254
[R2]ip route-static 0.0.0.0 0 10.0.20.254
[R3]ip route-static 0.0.0.0 0 10.0.30.254
[FW]ip route-static 10.0.1.0 24 10.0.10.1

[FW]ip route-static 10.0.2.0 24 10.0.20.1
[FW]ip route-static 10.0.3.0 24 10.0.30.1

B BT e ENKIFRBER.

[FW]display ip routing-table

Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 11 Routes : 11
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.1.0/24 Static 60 O RD 10.0.10.1
GigabitEthernetl/0/0
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10.0.2.0/24 Static 60 O RD 10.0.20.1
GigabitEthernetl/0/1
10.0.3.0/24 Static 60 O RD 10.0.30.1
GigabitEthernetl/0/2
10.0.10.0/24 Direct O 0 D 10.0.10.254
GigabitEthernet1/0/0
10.0.10.254/32 Direct O 0 D 127.0.0.1 InLoopBack0
10.0.20.0/24 Direct O 0 D 10.0.20.254
GigabitEthernetl/0/1
10.0.20.254/32 Direct O 0 D 127.0.0.1 InLoopBack0
10.0.30.0/24 Direct O 0 D 10.0.30.254
GigabitEthernetl/0/2
10.0.30.254/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.0/8 Direct O 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct O 0 D 127.0.0.1 InLoopBackO

SE=. DRERXIEXE

IS EBRABIMNXE , 9812 “local “. " trust “. " untrust “, "
dmz ", SCEEhFAIEREI “trust “. ” untrust “F1" dmz "=, H51
BXIREONMAZZEXIE , BFEAEREREGE0/0/0J0NT “trust” Xig ,
ToEETH |, BEMIER.

[FW] firewall zone dmz

[FW-zone-dmz]add interface GigabitEthernet 1/0/2
[FW-zone-dmz] firewall zone trust

[FW-zone-trust]add interface GigabitEthernet 1/0/1
[FW-zone-trust]undo add interface GigabitEthernet 0/0/0
[FW-zone-trust]fire zone untrust

[FW-zone-untrust]add interface GigabitEthernet 1/0/0

[FW-zone-untrust]quit

MERZEORIXE

[FW]display zone interface

local
#
trust

interface of the zone is (1):
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GigabitEthernetl/0/1

#

untrust

interface of the zone is (1):
GigabitEthernetl/0/0

#

dmz

interface of the zone is (1):

GigabitEthernetl/0/2

MERXIERIIEK

[FW]display zone

local

priority is 100

#

trust

priority is 85

interface of the zone is (1):
GigabitEthernetl/0/1

#

untrust

priority is 5

interface of the zone is (1):
GigabitEthernetl1/0/0

#

dmz

priority is 50

interface of the zone is (1):

GigabitEthernetl1/0/2

A LIERI="MEOCEWK o EMENAIKIER |, BUAER FAREXKEEZEAR
A BiBRY , FEIE IS ReEs < B E T AEI.,
LTHMN. BRETZLHRIE

SNERPIKIEEEIRBEER 2R  BERZ LRI , FFERERIEED
iawmH , WBCAFTHIENRERILIEE (BEET ) .
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BREZERE , (XAFTrustXIgipREBXE , AoifEtRXiE ERE
e,
[FW] security-policy
[FW-policy-security]rule name policy sec 1
[FW-policy-security-rule-policy sec l]source-zone trust
[FW-policy-security-rule-policy sec l]destination-zone untrust
[FW-policy-security-rule-policy sec l]action permit
[FW-policy-security-rule-policy sec_ l]rule name policy sec 2
[FW-policy-security-rule-policy sec_ 2]source-zone trust
[FW-policy-security-rule-policy sec_ 2]destination-zone dmz
[FW-policy-security-rule-policy sec_ 2]action permit
[FW-policy-security-rule-policy sec_ 2]quit

[FW-policy-securitylquit

MERESR

[FW]display security-policy all

Total:3

RULE ID RULE NAME STATE ACTION HITTED
0 default enable deny 0

1 policy sec 1 enable permit 0

2 policy sec 2 enable permit 0

[FWldisplay security-policy rule policy sec 1

(0 times matched)
rule name policy sec 1
source-zone trust
destination-zone untrust

action permit

[FW]display security-policy rule policy sec 2

(0 times matched)
rule name policy sec 2
source-zone trust
destination-zone dmz

action permit

HUAWEI TECHNOLOGIES 97



HCNP-IENP #5DY#E [y k85

EMtrustEuntrustildmzASEE N

[R2]ping -a 10.0.2.2 10.0.1.1

PING 10.0.1.1:

Reply from 10.
Reply from 10.
Reply from 10.
Reply from 10.
Reply from 10.

56

o O o O

N = = =

data bytes, press CTRL C to break

.1:

e

bytes=56
bytes=56
bytes=56
bytes=56
bytes=56

Sequence=1
Sequence=2
Sequence=3
Sequence=4

Sequence=5

--- 10.0.1.1 ping statistics ---

5 packet(s) transmitted

5 packet (s) received

0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

[R2]ping -a 10.0.2.2 10.0.3.3

PING 10.0.3.3:

Reply from 10.0.3.3:
.0.3.3:
.0.3.3:
.0.3.3:
.0.3.3:

Reply from 10
Reply from 10
Reply from 10
Reply from 10

ttl=254
ttl=254
ttl=254
ttl=254
ttl=254

time=1
time=1
time=1
time=1

time=1

56 data bytes, press CTRL C to break

bytes=56
bytes=56
bytes=56
bytes=56
bytes=56

Sequence=1
Sequence=2
Sequence=3
Sequence=4

Sequence=5

--- 10.0.3.3 ping statistics ---

5 packet(s) transmitted

5 packet (s) received

0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

EMuntrustEtrusti0dmzASEE Y -

[Rl1]lping -a 10.0.1.1 10.0.2.2

PING 10.0.2.2:
Request time
Request time
Request time
Request time

Request time

ttl=254
ttl=254
ttl=254
ttl=254
ttl=254

time=1
time=1
time=1
time=1

time=1

56 data bytes, press CTRL C to break

out
out
out
out

out

--- 10.0.2.2 ping statistics ---

5 packet(s) transmitted

ms

ms

ms

ms

ms

ms

ms

ms

ms

ms
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0 packet(s) received

100.00% packet loss

[Rl]ping -a 10.0.1.1 10.0.3.3
PING 10.0.3.3: 56 data bytes, press CTRL C to break
Request time out
Request time out
Request time out
Request time out

Request time out

--- 10.0.3.3 ping statistics ---
5 packet(s) transmitted
0 packet(s) received

100.00% packet loss

EMdAmMzEuntrustftrustAEE Y -

[R3]ping -a 10.0.3.3 10.0.1.1
PING 10.0.1.1: 56 data bytes, press CTRL C to break
Request time out
Request time out
Request time out
Request time out

Request time out

--- 10.0.1.1 ping statistics ---
5 packet(s) transmitted
0 packet(s) received

100.00% packet loss

[R3]ping -a 10.0.3.3 10.0.2.2
PING 10.0.2.2: 56 data bytes, press CTRL C to break
Request time out
Request time out
Request time out
Request time out

Request time out

--- 10.0.2.2 ping statistics ---
5 packet(s) transmitted

0 packet(s) received
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100.00% packet loss

L IGUE , LAtrustXigi miRREHE T LAAIEuntrustfldmz |, {(BLAE X,
NERERABEE T,

BCEIE BRSNS , AAFUntrustXigihin DMZ XA EiR 5588

DMZKXiFE— 1 RSS2  [PHBE910.0.3.3 , FEIUntrust XigF ik Telnet
RS, ERTATENE , FEFMICMP PingiliftThgg.
[FW-policy-security-rule-policy sec_3]source-zone untrust
[FW-policy-security-rule-policy sec_ 3]destination-zone dmz
[FW-policy-security-rule-policy sec 3]destination-address 10.0.3.3 mask
255.255.255.255
[FW-policy-security-rule-policy sec_ 3]service icmp
[FW-policy-security-rule-policy sec_3]service telnet

[FW-policy-security-rule-policy sec_3]action permit

AT EEEH TTelnetillis, , ZER3_EF S TelnetIhge,

[R3]telnet server enable

[R3]aaa

[R3-aaa]local-user test password irreversible-cipher Admin@123
[R3-aaa]local-user test service-type telnet

[R3-aaalquit

[R3]user-interface vty 0 4

[R3-ui-vty0O-4]authentication-mode aaa

[R3-ui-vty0-4]protocol inbound telnet

MEXMR1(untrust)ZIR3(dmz)pingFtelnet :

<R1l>ping 10.0.3.3
PING 10.0.3.3: 56 data bytes, press CTRL C to break

Reply from 10.0.3.3: bytes=56 Sequence=1 ttl=254 time=1 ms
Reply from 10.0.3.3: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 10.0.3.3: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 10.0.3.3: bytes=56 Sequence=4 ttl=254 time=1 ms
Reply from 10.0.3.3: bytes=56 Sequence=5 ttl=254 time=1 ms

--- 10.0.3.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/1/1 ms
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<R1>ping 10.0.30.1
PING 10.0.30.1: 56 data bytes, press CTRL C to break
Request time out
Request time out
Request time out
Request time out

Request time out
--- 10.0.30.1 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss
<R1l>telnet 10.0.3.3
Press CTRL_] to quit telnet mode
Trying 10.0.3.3

Connected to 10.0.3.3

Login authentication

Username:test

Password:

Access Type: Telnet
IP-Address : 10.0.10.1
Time : 2016-09-25 03:29:23+00:00

<R3>quit

Info:Configuration console exit, please retry to log on

The connection was closed by the remote host
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<Rl1>telnet 10.0.30.1
Press CTRL ] to quit telnet mode
Trying 10.0.30.1
Error: Can't connect to the remote host
<R1>
RIBIIIERT RN , REREEE A icmpFitelneta] LUEID , HtRESER

Ik,

R HIE

<Sl>display current-configuration
!Software Version V200R008C00SPC500
#

sysname Sl

#

vlan batch 11 to 13

#

interface GigabitEthernet0/0/1
port link-type access

port default vlan 11

#

interface GigabitEthernet0/0/2
port link-type access

port default vlan 12

#

interface GigabitEthernet0/0/3
port link-type access

port default vlan 13

#

interface GigabitEthernet0/0/21
port link-type access

port default vlan 11

#

interface GigabitEthernet0/0/22
port link-type access

port default vlan 12

#

interface GigabitEthernet0/0/23
port link-type access

port default vlan 13
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return

<Rl>display current-configuration
[V200R007C00SPC600]

#

sysname R1

#

interface GigabitEthernet0/0/1

ip address 10.0.10.1 255.255.255.0
#

interface LoopBack0

ip address 10.0.1.1 255.255.255.0
#

ip route-static 0.0.0.0 0.0.0.0 10.0.10.254
#

return

<R2>display current-configuration
[V200R007C00SPC600]

#

sysname R2

#

interface GigabitEthernet0/0/1

ip address 10.0.20.1 255.255.255.0
#

interface LoopBack0

ip address 10.0.2.2 255.255.255.0
#

ip route-static 0.0.0.0 0.0.0.0 10.0.20.254
#

return

<R3>display current-configuration

[V200R007C00SPC600]

#

sysname R3

#

aaa

local-user test password irreversible-cipher Admin@123
local-user test privilege level 0

local-user test service-type telnet
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#

interface GigabitEthernet0/0/1

ip address 10.0.30.1 255.255.255.0
#

interface LoopBack0

ip address 10.0.3.3 255.255.255.0
#

telnet server enable

#

ip route-static 0.0.0.0 0.0.0.0 10.0.30.254
#
user-interface vty 0 4
authentication-mode aaa

protocol inbound telnet

#

return

<FW>display current-configuration

#

sysname FW

#

interface GigabitEthernetl/0/0

ip address 10.0.10.254 255.255.255.0
#

interface GigabitEthernetl/0/1

ip address 10.0.20.254 255.255.255.0
#

interface GigabitEthernetl/0/2

ip address 10.0.30.254 255.255.255.0
#

firewall zone local

set priority 100

#

firewall zone trust

set priority 85

add interface GigabitEthernetl/0/1

#

firewall zone untrust

set priority 5

add interface GigabitEthernetl1/0/0

#

firewall zone dmz
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set priority 50
add interface GigabitEthernetl/0/2
#
ip route-static 10.0.1.0 255.255.255.0 10.0.10.1
ip route-static 10.0.2.0 255.255.255.0 10.0.20.1
ip route-static 10.0.3.0 255.255.255.0 10.0.30.1
#
security-policy
rule name policy sec 1
source-zone trust
destination-zone untrust
action permit
rule name policy sec 2
source-zone trust
destination-zone dmz
action permit
rule name policy sec 3
source-zone untrust
destination-zone dmz
destination-address 10.0.3.3 mask 255.255.255.255
service icmp
service telnet
action permit
#

return

L8 4-2 PhkiE NAT B8

FER/

o EIRAERGXE FETFHIIBBECENAPTHY L
o EREERFXIE EECENAT Serverf/5i%
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1GFE

————————————————————————————— =

R{Jntru st S1

S % 1 N / : =y
N %4c0/0/1 GO/0/1 7 60/0/4 G0/0/1 T

= L1 /] | 10.0.40.0/24 (N

Loopback0 Loopback0
11.11.11. 11

e Y

Loopback0 LoopbackQ
i 10.0.2.2 10.0.3.3

Ell-4 PKENATECE

in=

IREARITATIREEIER, ATMREEREXEEER= K, W
PIEBIILS Trust KR B SRR L, 3 EBEIEDOMZ K Ri—
LIRS (IPHBHEN10.0.44 ) IRAHTelnetIRSHIFTPERSS AR | SIS
FHiEHE/91.1.1.100/24,
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F3ESS

$R—. EFERESIP Fi

(EIREHRRAIR KIS EC B | HECERSIRE | 3T EERCEVLAN,

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R1

[Rl1]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]ip address 1.1.1.1 24
[R1-GigabitEthernet0/0/1]interface loopback 0
[R1-LoopBackO]lip address 11.11.11.11 24

<Huawei>system-view

Enter system view, return user view with Ctrl+Zz.
[Huawei] sysname R2

[R2]interface GigabitEthernet0/0/1
[R2-GigabitEthernet0/0/1]ip address 10.0.20.2 24
[R2-GigabitEthernet0/0/1]interface loopback 0
[R2-LoopBackO] ip address 10.0.2.2 24

<Huawei>system-view

Enter system view, return user view with Ctrl+Zz.
[Huawei] sysname R3

[R3]interface GigabitEthernet0/0/1
[R3-GigabitEthernet0/0/1]ip address 10.0.20.3 24
[R3-GigabitEthernet0/0/1]interface loopback 0
[R3-LoopBack0O]ip address 10.0.3.3 24

<Huawei>system-view

Enter system view, return user view with Ctrl+Zz.
[Huawei] sysname R4

[R4]interface GigabitEthernet 0/0/1
[R4-GigabitEthernet0/0/1]ip address 10.0.40.4 24
[R4-GigabitEthernet0/0/1]interface loopback 0
[R4-LoopBackO]ip address 10.0.4.4 24

BaXiEERAS B AGigabitEthernet0/0/03Z OAipttBilL , JBEGRTHL , BILA
fRIER.

<USG6300>system-view
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Enter system view, return user view with Ctrl+Z.
[USG6300] sysname FW

[FW]int GigabitEthernet 0/0/0
[FW-GigabitEthernet0/0/0]undo ip address
[FW-GigabitEthernet0/0/0]interface GigabitEthernet 1/0/0
[FW-GigabitEthernetl1/0/0]ip address 10.0.10.254 24
[FW-GigabitEthernetl/0/0]interface GigabitEthernet 1/0/1
[FW-GigabitEthernetl/0/1]ip address 10.0.20.254 24
[FW-GigabitEthernetl/0/1]interface GigabitEthernet 1/0/2
[FW-GigabitEthernetl/0/2]ip address 10.0.40.254 24
[FW-GigabitEthernetl/0/2]quit

AR EFFERIRTERENVLAN,

[Quidway]sysname S1

[S1]vlan batch 11 to 13

[Sl]linterface GigabitEthernet 0/0/1
[S1-GigabitEthernet0/0/1]port link-type access
[S1-GigabitEthernet0/0/1]port default vlan 11
[S1-GigabitEthernet0/0/1]interface GigabitEthernet 0/0/2
[S1-GigabitEthernet0/0/2]port link-type access
[S1-GigabitEthernet0/0/2]port default vlan 12
[S1-GigabitEthernet0/0/2]interface GigabitEthernet 0/0/3
[S1-GigabitEthernet0/0/3]port link-type access
[S1-GigabitEthernet0/0/3]port default vlan 12
[S1-GigabitEthernet0/0/2]interface GigabitEthernet 0/0/4
[S1-GigabitEthernet0/0/3]port link-type access
[S1-GigabitEthernet0/0/3]port default vlian 13
[S1-GigabitEthernet0/0/3]interface GigabitEthernet 0/0/21
[S1-GigabitEthernet0/0/21]port link-type access
[S1-GigabitEthernet0/0/21]port default vlan 11
[S1-GigabitEthernet0/0/21]interface GigabitEthernet 0/0/22
[S1-GigabitEthernet0/0/22]port link-type access
[S1-GigabitEthernet0/0/22]port default vlan 12
[S1-GigabitEthernet0/0/22]interface GigabitEthernet 0/0/23
[S1-GigabitEthernet0/0/23]port link-type access
[S1-GigabitEthernet0/0/23]port default vlan 13

7ER2. R3FIRALFiEBHERA , 7EFW L SEMIvsESIRE , sSCIgAp
LoopbackOZEMEENMEEZ BN EIE, RITEENHRERH , RREEEN
InternetiZ® , EAZEAENEFIDMZXIFAIFABMEEE.

[R2]ip route-static 0.0.0.0 0 10.0.20.254
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[R3]ip route-static 0.0.0.0 0 10.0.20.254

[R4]ip route-static 0.0.0.0 0 10.0.40.254

[FW] ip 10.0.2.0 24 10.0.20.2
10.0.3.0 24 10.0.20.3
10.0.4.0 24 10.0.40.4
[FW]ip 0.0.0.0 0 1.1.1.1

Ee &SR aRENXIERHER.

route-static
[FW]ip route-static
[FW]ip route-static

route-static

[FW]display ip routing-table

06:44:57 2016/09/25

Route Flags: R - relay, D - download to fib

Routing Tables: Public
Destinations : 12 Routes : 12
Destination/Mask Proto Pre Cost Flags NextHop
0.0.0.0/0 Static 60 0 RD 1.1.1.1
GigabitEthernetl/0/0
1.1.1.0/24 Direct O 0 D 1.1.1.254
GigabitEthernetl/0/0
1.1.1.254/32 Direct O 0 D 127.0.0.1
10.0.2.0/24 sStatic 60 O RD 10.0.20.2
GigabitEthernetl/0/1
10.0.3.0/24 sStatic 60 O RD 10.0.20.3
GigabitEthernetl/0/1
10.0.4.0/24 sStatic 60 O RD 10.0.40.4
GigabitEthernetl/0/2
10.0.20.0/24 Direct O 0 D 10.0.20.254
GigabitEthernetl/0/1
10.0.20.254/32 Direct O 0 D 127.0.0.1
10.0.40.0/24 Direct O 0 D 10.0.40.254
GigabitEthernetl/0/2
10.0.40.254/32 Direct O 0 D 127.0.0.1
127.0.0.0/8 Direct O 0 D 127.0.0.1
127.0.0.1/32 Direct O 0 D 127.0.0.1

Interface

InLoopBack0

InLoopBackO

InLoopBack0
InLoopBackO
InLoopBack0
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SER=. BEOREIIRSRXIN

BaXiE FERAEMNXY, , SEIZ “local “. " trust “. " untrust “. "
dmz ", SEIEPFRAIERE “trust “. " untrust “F1" dmz "=, 95
BREONMAZZ XY , BFEIABERBGE0/0/0I0NT “trust” Xig ,
TEERTHL | SEMIRR.

[FW] firewall zone dmz

[FW-zone-dmz]add interface GigabitEthernet 1/0/2
[FW-zone-dmz] firewall zone trust

[FW-zone-trust]add interface GigabitEthernet 1/0/1
[FW-zone-trust]undo add interface GigabitEthernet 0/0/0
[FW-zone-trust]fire zone untrust

[FW-zone-untrust]add interface GigabitEthernet 1/0/0

[FW-zone-untrust]quit

MERZORIXE

[FW]display zone interface

local

#

trust

interface of the zone is (1):
GigabitEthernetl/0/1

#

untrust

interface of the zone is (1):
GigabitEthernetl1/0/0

#

dmz

interface of the zone is (1):

GigabitEthernetl1/0/2

MESKEAILITRK -

[FW]display =zone

local

priority is 100
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#

trust

priority is 85

interface of the zone is (1):
GigabitEthernetl1/0/1

#

untrust

priority is 5

interface of the zone is (1):
GigabitEthernetl1/0/0

#

dmz

priority is 50

interface of the zone is (1):

GigabitEthernetl1/0/2

A LERI= MO D EIENAIXEA |, BUAER TR XEEER
EER , EERERZ ARETAE.

SER=. RERERIE

NRPIKIEHEIRBEEL SRS , EKLERIET | AR ERIEER
g, NBOAFTEERIRERISENE (B8 ) .

RS M TrustX1siagMEZ10.0.2.0%010.0.3.0 & Untrust Xist ISR B 4
17. MUntrustXig&FEDMZB1RiR5585810.0.4.409TelnetFOFTPIE R T,

[FW] security-policy

[FW-policy-security]rule name policy sec 1
[FW-policy-security-rule-policy sec 1l]source-zone trust
[FW-policy-security-rule-policy sec l]destination-zone untrust
[FW-policy-security-rule-policy sec 1l]source-address 10.0.2.0 mask
255.255.255.0

[FW-policy-security-rule-policy sec l]source-address 10.0.3.0 mask
255.255.255.0

[FW-policy-security-rule-policy sec l]action permit
[FW-policy-security-rule-policy sec l]rule name policy sec 2
[FW-policy-security-rule-policy sec 2]source-zone untrust
[FW-policy-security-rule-policy sec 2]destination-zone dmz
[FW-policy-security-rule-policy sec 2]destination-address 10.0.4.4 mask

255.255.255.255
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[FW-policy-security-rule-policy sec 2]service ftp
[FW-policy-security-rule-policy sec 2]service telnet

[FW-policy-security-rule-policy sec 2]action permit

LSRN, EEETFIER NAT

{FERIARIHELEL.1.1. 25458 RibhE,

[FW]lnat address-group groupl
[FW-nat-address-group-groupl]section 1.1.1.254 1.1.1.254

EeESeh/a , IREHIRE,

[FW]display nat address-group

NAT address-group information:

ID : 0 name groupl
sectionID : 0 sectionName e
startaddr 1.1.1.254 endaddr 1.1.1.254
excludeIP 0 excludePort 0
reference 0 vIrrp -——=
vpninstance root natMode pat
description HE

Total 1 address-groups

BCEIRNATREL,

[FWlnat-policy

[FW-policy-nat]rule name policy nat 1
[FW-policy-nat-rule-policy nat 1l]source-zone trust
[FW-policy-nat-rule-policy nat l]destination-zone untrust
[FW-policy-nat-rule-policy nat 1]source-address 10.0.2.2 24
[FW-policy-nat-rule-policy nat 1]source-address 10.0.3.3 24
[FW-policy-nat-rule-policy nat l]Jaction nat address-group groupl

[FW-policy-nat-rule-policy nat 1]

N s N .
MhEE M -
[R2]ping 11.11.11.11
PING 11.11.11.11: 56 data bytes, press CTRL C to break
Request time out
Request time out

Request time out
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Request time out

Request time out

---11.11.11.11 ping statistics ---
5 packet(s) transmitted
0 packet(s) received

100.00% packet loss

[R2]ping -a 10.0.2.2 1.1.1.1
PING 1.1.1.1: 56 data bytes, press CTRL C to break

Reply from 1.1.1.1: bytes=56 Sequence=1 ttl=254 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=4 ttl=254 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=5 ttl=254 time=1 ms

--- 1.1.1.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

[R3]ping 11.11.11.11
PING 11.11.11.11: 56 data bytes, press CTRL C to break
Request time out
Request time out
Request time out
Request time out

Request time out

---11.11.11.11 ping statistics ---
5 packet(s) transmitted
0 packet(s) received

100.00% packet loss

[R3]ping -a 10.0.3.3 11.11.11.11
PING 11.11.11.11: 56 data bytes, press CTRL C to break
Reply from 11.11.11.11: bytes=56 Sequence=1 ttl=254 time=1 ms
Reply from 11.11.11.11: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 11.11.11.11: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 11.11.11.11: bytes=56 Sequence=4 ttl=254 time=1 ms
Reply from 11.11.11.11: bytes=56 Sequence=5 ttl=254 time=1 ms
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--- 11.11.11.11 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

TR, BEREHR2MIR3511L111L11ZEMNEEYE | BRAE. FRTE
Ping , 18 7 RI=EUEEMIRIMEN10.0.2.2f5 , SETEEM.

FRER  BERAXHIEEZI10.0.1.157 , #EEATFRITEN910.0.20.2 , izt

HEARB T NATHIRAIZ Pt e E.

[FW]display nat-policy all

Total:2

RULE ID RULE NAME STATE
0 default enable
1 policy nat 1 enable

[FWldisplay nat-policy rule policy nat 1

(2 times matched)
rule name policy nat 1
source-zone trust

destination-zone untrust

source-address 10.0.2.0 mask 255.255.255.0
source-address 10.0.3.0 mask 255.255.255.0

action nat address-group groupl

ACTION HITTED
no-nat 0
nat 2

LR, BB NAT Server #IiE NAT JSIRZSRR T

FCENAT Server XJ4MRSSHEIEL.1.1.254 | telnetin[12323 , ftpim[2121 :

[FW]nat server policy natserver 1 protocol tcp global 1.1.1.254 2323 inside

10.0.4.4 telnet no-reverse

[FW]nat server policy natserver 2 protocol tcp global 1.1.1.254 2121 inside

10.0.4.4 ftp no-reverse
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[FW]display nat server

Server in private network information:

name : policy natserver 1

zone .

interface e

global-start-addr : 1.1.1.254 global-end-addr e
inside-start-addr : 10.0.4.4 inside-end-addr R
global-start-port : 2323 global-end-port HE
insideport : 23 (teln)

globalvpn : public insidevpn : public
protocol : tep vIrrp e
no-reverse : yes

name : policy natserver 2

zone R

interface e

global-start-addr : 1.1.1.254 global-end-addr e
inside-start-addr : 10.0.4.4 inside-end-addr R
global-start-port : 2121 global-end-port e
insideport : 21 (ftp)

globalvpn : public insidevpn : public
protocol : tep vrrp e
no-reverse 1 yes

Total 2 NAT servers

ERA LI ARRSS -

[R4]telnet server enable

[R4] ftp server enable

[R4-ui-vtyO-4]Jauthentication-mode aaa
[R4-ui-vtyO-4]protocol inbound telnet

[R4-ui-vtyO0-4]quit

[R4]aaa

[R4-aaa]local-user test pass irreversible-cipher Admin@123
[R4-aaa]local-user test service telnet ftp
[R4-aaallocal-user test ftp-directory flash:/
[R4-aaa]local-user test privilege level 3

[R4-aaalquit

FTPEZiEENY , NATEEHITEPEERENAT ALGIHEE,
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EDMZFNUntrustisfEBCENAT ALG , (EBRSS 2 LALEE XS IMRHLFTPARSS.

[FW] firewall interzone dmz untrust

[FW-interzone-dmz-untrust]detect ftp

N L L
AR EMHER -
<Rl>telnet 1.1.1.254 2323
Press CTRL ] to quit telnet mode
Trying 1.1.1.254
Connected to 1.1.1.254

Login authentication

Username:test

Password:

Access Type: Telnet
IP-Address : 1.1.1.1
Time : 2016-09-25 07:45:45+00:00

<R4>quit

<R1>ftp 1.1.1.254 2121

Trying 1.1.1.254

Press CTRL+K to abort
Connected to 1.1.1.254.

220 FTP service ready.
User(1.1.1.254: (none)) :test

331 Password required for test.
Enter password:

230 User logged in.

[R1-ftp]
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UntrustXigal LG [a]DMZ X iR ad TelnetFOFTPARSS .

R HIE

<Sl>display current-configuration
!Software Version V200R008C00SPC500
#

sysname Sl

#

vlan batch 11 to 13

#

interface GigabitEthernet0/0/1
port link-type access

port default vlan 11

#

interface GigabitEthernet0/0/2
port link-type access

port default vlan 12

#

interface GigabitEthernet0/0/3
port link-type access

port default vlan 12

#

interface GigabitEthernet0/0/4
port link-type access

port default vlan 13

#

interface GigabitEthernet0/0/21
port link-type access

port default vlan 11

#

interface GigabitEthernet0/0/22
port link-type access

port default vlan 12

#

interface GigabitEthernet0/0/23
port link-type access

port default vlan 13

#

HUAWEI TECHNOLOGIES

117



HCNP-IENP #5DY#E [y k85

return

<Rl>display current-configuration
[V200R007C00SPC600]

#

sysname R1

#

interface GigabitEthernet0/0/1

ip address 1.1.1.1 255.255.255.0
#

interface LoopBack0

ip address 11.11.11.11 255.255.255.0
#

return

<R2>display current-configuration
[V200R007C00SPC600]

#

sysname R2

#

interface GigabitEthernet0/0/1

ip address 10.0.20.2 255.255.255.0
#

interface LoopBack0

ip address 10.0.2.2 255.255.255.0
#

ip route-static 0.0.0.0 0.0.0.0 10.0.20.254
#

return

<R3>display current-configuration
[V200R007C00SPC600]

#

sysname R3

#

interface GigabitEthernet0/0/1

ip address 10.0.20.3 255.255.255.0
#

interface LoopBack0

ip address 10.0.3.3 255.255.255.0
ip route-static 0.0.0.0 0.0.0.0 10.0.20.254
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return

<R4>display current-configuration
[V200R007C00SPC600]

#

sysname R4

#

aaa

local-user test password irreversible-cipher Admin@123
local-user test privilege level 3
local-user test ftp-directory flash:/
local-user test service-type telnet ftp
#

interface GigabitEthernet0/0/1

ip address 10.0.40.4 255.255.255.0

#

interface LoopBack0

ip address 10.0.4.4 255.255.255.0

#

ftp server enable

#

telnet server enable

#

ip route-static 0.0.0.0 0.0.0.0 10.0.40.254
#

user-interface vty 0 4
authentication-mode aaa

protocol inbound telnet

#

return

<FW>display current-configuration
#

nat server policy natserver 1 protocol tcp global 1.1.1.254 2323 inside 10.0.4.4

telnet no-reverse

nat server policy natserver 2 protocol tcp global 1.1.1.254 2121 inside 10.0.4.4

ftp no-reverse

#

sysname FW

#

interface GigabitEthernetl1/0/0
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ip address 1.1.1.254 255.255.255.0

#

interface GigabitEthernetl/0/1

ip address 10.0.20.254 255.255.255.0

#

interface GigabitEthernetl/0/2

ip address 10.0.40.254 255.255.255.0

#

firewall zone local

set priority 100

#

firewall zone trust

set priority 85

add interface GigabitEthernetl/0/1

#

firewall zone untrust

set priority 5

add interface GigabitEthernetl1/0/0

#

firewall zone dmz

set priority 50

add interface GigabitEthernetl/0/2

#

firewall interzone dmz untrust

detect ftp

#

ip route-static 0.0.0.0 0.0.0.0 1.1.1.1

ip route-static 10.0.2.0 255.255.255.0 10.0.20.2
ip route-static 10.0.3.0 255.255.255.0 10.0.20.3
ip route-static 10.0.4.0 255.255.255.0 10.0.40.4

#

nat address-group groupl

section 0 1.1.1.254 1.1.1.254

#

security-policy

rule name policy sec 1
source-zone trust
destination-zone untrust
source—address 10.0.2.0 mask 255.255.255.0
source—-address 10.0.3.0 mask 255.255.255.0
action permit

rule name policy sec 2
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source-zone untrust
destination-zone dmz
destination-address 10.0.4.4 mask 255.255.255.255
service ftp
service telnet
action permit
#
nat-policy
rule name policy nat 1
source-zone trust
destination-zone untrust
source-address 10.0.2.0 mask 255.255.255.0
source-address 10.0.3.0 mask 255.255.255.0
action nat address-group groupl
#

return
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hiME
VRRP Group 1
Master 192 168. 1. 1 | Slave
60/0/3
G0/0/4 G0/0/5
R4:
e GO/0/1 \;;;;;I\\\‘\-
E]1-1 VRRPCE&HRFM
=
=

RIEN B MFIFMEBLZEIMK | BT AR HESR2. R3GEK ,
R2. R3. RAFIRSEIAHEHISLIEEZEI—MLANE |, IEFREEIER2FIR3E
1#S1a9#2 0O LB AVRRP v23£sCIEH, EMBIE—BES , R2Amaster , R3
Fslave, MM AHEINIECE | (NEBEA.
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F3ESS

£H—. P mIIS5ESERE

ARSI EIPIEIHEE,

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R1

[Rl]interface loopback O

[R1-LoopBackO]ip address 1.1.1.1 32
[R1-LoopBackO]interface GigabitEthernet 0/0/0
[R1-GigabitEthernet0/0/0]ip address 10.0.123.1 24

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R2

[R2]interface GigabitEthernet 0/0/0
[R2-GigabitEthernet0/0/0]ip address 10.0.123.2 24
[R2-GigabitEthernet0/0/0]interface GigabitEthernet0/0/1
[R2-GigabitEthernet0/0/1]ip address 192.168.1.2 24

<Huawei>system-view

Enter system view, return user view with Ctrl+7z.
[Huawei] sysname R3

[R3]interface GigabitEthernet 0/0/0
[R3-GigabitEthernet0/0/0]ip address 10.0.123.3 24
[R3-GigabitEthernet0/0/0]interface GigabitEthernet0/0/1
[R3-GigabitEthernet0/0/1]ip address 192.168.1.3 24

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R4

[R4]interface GigabitEthernet 0/0/1

[R4-GigabitEthernet0/0/1]ip address 192.168.1.4 24

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R5

[R5]interface GigabitEthernet 0/0/1
[R5-GigabitEthernet0/0/1]ip address 192.168.1.5 24
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EcEZehkfa , ER1IEMAZEIR2FIR3AVERE .

[Rl]ping 10.0.123.2
PING 10.0.123.2: 56 data bytes, press CTRL C to break
Reply from 10.0.123.2: bytes=56 Sequence=1 ttl=255 time=1 ms
Reply from 10.0.123 bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 10.0.123 bytes=56 Sequence=3 ttl=255 time=1 ms

Reply from 10.0.123

.2
.2
.2: bytes=56 Sequence=4 ttl=255 time=1 ms
L2

Reply from 10.0.123 bytes=56 Sequence=5 ttl=255 time=1 ms
---10.0.123.2 ping statistics ---

5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

[Rl]ping 10.0.123.3
PING 10.0.123.3: 56 data bytes, press CTRL C to break
Reply from 10.0.123.3: bytes=56 Sequence=1 ttl=255 time=1 ms
Reply from 10.0.123. bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 10.0.123. bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 10.0.123. bytes=56 Sequence=4 ttl=255 time=1 ms
Reply from 10.0.123. bytes=56 Sequence=5 ttl=255 time=1 ms
-—-10.0.123.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

MEHR2, R3. RAFIRSZ[ERVIEREME , LAR2/9fI,

[R2]ping 192.168.1.3
PING 192.168.1.3: 56 data bytes, press CTRL C to break
Reply from 192.168.1.3: bytes=56 Sequence=1 ttl=255 time=27 ms
Reply from 192.168.1.3: bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 192.168.1.3: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 192.168.1.3: bytes=56 Sequence=4 ttl=255 time=1 ms
Reply from 192.168.1.3: bytes=56 Sequence=5 ttl=255 time=1 ms

---192.168.1.3 ping statistics ---
5 packet(s) transmitted
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5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/6/27 ms

[R2]ping 192.168.1.4
PING 192.168.1.4: 56 data bytes, press CTRL C to break

Reply from 192.168.1.4: bytes=56 Sequence=1 ttl=255 time=1 ms
Reply from 192.168.1.4: bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 192.168.1.4: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 192.168.1.4: bytes=56 Sequence=4 ttl=255 time=1 ms
Reply from 192.168.1.4: bytes=56 Sequence=5 ttl=255 time=1 ms

---192.168.1.4 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

[R2]ping 192.168.1.5
PING 192.168.1.5: 56 data bytes, press CTRL C to break
Reply from 192.168.1.5: bytes=56 Sequence=1 ttl=255 time=1 ms
Reply from 192.168. : bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 192.168.

Reply from 192.168. : bytes=56 Sequence=4 ttl=255 time=1 ms

R e

5
.5: bytes=56 Sequence=3 ttl=255 time=1 ms
5
5

Reply from 192.168. : bytes=56 Sequence=5 ttl=255 time=1 ms

-——-192.168.1.5 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

$£]|—. EE OSPF thiY#Nazsigh

RIAYFAMEIMO0 , R1, R2FOR3EIEZEMGITAEOSPFAIXIRO , R2FIR31EES1
ATHHEEARES SHOSPF | (BEREVE , RAAMEEH |, ELtERsilent
EE

RAFORSHIEIUPC | (EFARHSENARETERIZMERAY192.168.1.1 ( VRRPEE
st ),
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RALIIMERERIATLIEEI192.168.1.0ERERH , R2FIR3TLIZE|
1.1.1.18&HH,

[R1]ospf router-id 10.0.0.1

[Rl-ospf-1l]larea 0

[Rl-ospf-l-area-0.0.0.0]network 10.0.123.0 0.0.0.255
[Rl-ospf-l-area-0.0.0.0]network 1.1.1.1 0.0.0.0

[R2]ospf router-id 10.0.0.2
[R2-ospf-1]silent-interface GigabitEthernet 0/0/1
[R2-ospf-1llarea 0O

[R2-ospf-l-area-0.0.0.0]network 10.0.123.0 0.0.0.255
[R2-ospf-1-area-0.0.0.0]network 192.168.1.0 0.0.0.255

[R3]ospf router-id 10.0.0.3
[R3-ospf-1]silent-interface GigabitEthernet 0/0/1
[R3-ospf-l]area O

[R3-ospf-1-area-0.0.0.0]network 10.0.123.0 0.0.0.255
[R3-ospf-1-area-0.0.0.0]network 192.168.1.0 0.0.0.255

[R4]ip route-static 0.0.0.0 0.0.0.0 192.168.1.1
[R5]ip route-static 0.0.0.0 0.0.0.0 192.168.1.1

ELE e, MERRIRENEEEE | LAR1, R2FIR44

[Rl]display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 9 Routes : 10
Destination/Mask Proto Pre Cost Flags NextHop Interface
1.1.1.1/32 Direct 0 0 D 127.0.0.1 LoopBack0
10.0.123.0/24 Direct O 0 D 10.0.123.1
GigabitEthernet0/0/0
10.0.123.1/32 Direct O 0 D 127.0.0.1
GigabitEthernet0/0/0
10.0.123.255/32 Direct O 0 D 127.0.0.1
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GigabitEthernet0/0/0
127.0.0.0/8 Direct 0 0 D
127.0.0.1/32 Direct O 0 D
127.255.255.255/32 Direct O 0 D
192.168.1.0/24 OSPF 10 2 D
GigabitEthernet0/0/0

127.0.0.1 InLoopBack0
127.0.0.1 InLoopBack0

127.0.0.1 InLoopBack0
10.0.123.3

OSPF 10 2 D 10.0.123.2
GigabitEthernet0/0/0

255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
[R2]display ip routing-table

Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 12 Routes : 12

Destination/Mask Proto Pre Cost Flags NextHop Interface

1.1.1.1/32 OSPF 10 1 D
GigabitEthernet0/0/0

10.0.123.1

10.0.0.2/32 Direct O
10.0.123.0/24 Direct O 0 D
GigabitEthernet0/0/0

o
lw}

127.0.0.1 LoopBack0
10.0.123.2

10.0.123.2/32 Direct 0 0 D
GigabitEthernet0/0/0

127.0.0.1

10.0.123.255/32 Direct O 0 D
GigabitEthernet0/0/0

127.0.0.1

127.0.0.0/8 Direct O 0 D 127.0.0.1
127.0.0.1/32 Direct O 0 D
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

192.168.1.0/24 Direct O 0 D 192.168.1.2
GigabitEthernet0/0/1

InLoopBack0
127.0.0.1 InLoopBackO

192.168.1.2/32 Direct O 0 D
GigabitEthernet0/0/1

127.0.0.1

192.168.1.255/32 Direct 0 0
GigabitEthernet0/0/1

D 127.0.0.1

255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

[R4]display ip routing-table

Route Flags: R - relay, D - download to fib
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Routing Tables: Public

Destinations : 9 Routes : 9
Destination/Mask Proto Pre Cost Flags NextHop Interface
0.0.0.0/0 Static 60 O RD 192.168.1.1
GigabitEthernet0/0/1
10.0.0.4/32 Direct 0 0 D 127.0.0.1 LoopBack0
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBackO
192.168.1.0/24 Direct 0 0 D 192.168.1.4
GigabitEthernet0/0/1
192.168.1.4/32 Direct 0 0 D 127.0.0.1
GigabitEthernet0/0/1
192.168.1.255/32 Direct O 0 D 127.0.0.1
GigabitEthernet0/0/1
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

MEAEBHATLAER , RIFTLAFSH192.168.1.0/2488H , R2ATLAFE I E
1.1.1.1/32886 , RAG—RESIIAREHIER192.168.1.1,
$B=. [EE VRRP BFHIE#iEE

FER2FIR3 B9FEREEO S FVRRPHELS EH AIDFNEH L,

[R2-GigabitEthernet0/0/1]vrrp vrid 1 virtual-ip 192.168.1.1

HAFR2EHITTEE & 1EFFEAPEATARNIEHMMKE , FLLE
ok IMaster,

[R3-GigabitEthernet0/0/1]vrrp vrid 1 virtual-ip 192.168.1.1

BeETTAk/E . FER2FIR3_EMEZRVRRPIAE:,

[R2-GigabitEthernet0/0/1]display vrrp
GigabitEthernet0/0/1 | Virtual Router 1
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State : Master

Virtual IP : 192.168.1.1

Master IP : 192.168.1.2
PriorityRun : 100

PriorityConfig : 100
MasterPriority : 100

Preempt : YES Delay Time : 0 s
TimerRun : 1 s

TimerConfig : 1 s

Auth type : NONE

Virtual MAC : 0000-5e00-0101
Check TTL : YES

Config type : normal-vrrp
Backup-forward : disabled

Create time : 2016-07-22 18:00:03
Last change time : 2016-07-22 18:00:07

[R3-GigabitEthernet0/0/1]display vrrp
GigabitEthernet0/0/1 | Virtual Router 1
State : Backup
Virtual IP : 192.168.1.1
Master IP : 192.168.1.2
PriorityRun : 100
PriorityConfig : 100
MasterPriority : 100
Preempt : YES Delay Time : 0 s
TimerRun : 1 s
TimerConfig : 1 s
Auth type : NONE
Virtual MAC : 0000-5e00-0101
Check TTL : YES
Config type : normal-vrrp
Backup-forward : disabled
Create time : 2016-07-22 18:03:16
Last change time : 2016-07-22 18:03:16

R2pTiRai%kMasteri& g , R3/9Slaveithiss. (BLLRIFHRBEEMLLR |
FRMNFRERL00 , XFMER TURRILEH , BBAFIRELSTMR3 | X
ERARTATHAZERY,
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SR EE VRRP ZFTER , WIEEFINE

fER2FIR3ECEVRRPAMAS R MRS HILR2Z120 ,R3Z110.

[R2-GigabitEthernet0/0/1]vrrp vrid 1 priority 120

[R3-GigabitEthernet0/0/1]vrrp vrid 1 priority 110
I RIEBUERIEESR.

[R2-GigabitEthernet0/0/1]display vrrp
GigabitEthernet0/0/1 | Virtual Router 1
State : Master
Virtual IP : 192.168.1.1
Master IP : 192.168.1.2
PriorityRun : 120
PriorityConfig : 120
MasterPriority : 120
Preempt : YES Delay Time : 0 s
TimerRun : 1 s
TimerConfig : 1 s
Auth type : NONE
Virtual MAC : 0000-5e00-0101
Check TTL : YES
Config type : normal-vrrp
Backup-forward : disabled
Create time : 2016-07-22 18:00:03
Last change time : 2016-07-22 18:00:07

[R3-GigabitEthernet0/0/1]display vrrp
GigabitEthernet0/0/1 | Virtual Router 1

State : Backup
Virtual IP : 192.168.1.1
Master IP : 192.168.1.2
PriorityRun : 110
PriorityConfig : 110
MasterPriority : 120
Preempt : YES Delay Time : O s
TimerRun : 1 s
TimerConfig : 1 s

Auth type : NONE
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Virtual MAC : 0000-5e00-0101

Check TTL : YES

Config type : normal-vrrp
Backup-forward : disabled

Create time : 2016-07-22 18:03:16

Last change time : 2016-07-22 18:03:16

HEHES , KR CERINENTTEE , BIABR FVRRPHERS |
SNERMEMRIFWAITRES | BRAT-EEE TR,

REWIEMRAZIRIIEIE,

[R4]ping 1.1.1.1
PING 1.1.1.1: 56 data bytes, press CTRL C to break

Reply from 1.1.1.1: bytes=56 Sequence=1 ttl=254 time=57 ms
Reply from 1.1.1.1: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=4 ttl=254 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=5 ttl=254 time=1 ms

-—— 1.1.1.1 ping statistics ---
5 packet(s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 1/12/57 ms

R ExR EMXEKEETIE  JLUBRAFFELANAIZURE & ZIR1,
EEERT , AMasteriE kR , ALRERIGR2, ATIIFHEIHRIATS |
HAIFBRAZIR1IAYping , FFRAR2IERES1AYEO,

[R2-GigabitEthernet0/0/1]shutdown

EERUNGHIERES  RAET2MURE |, BREHIRERER.

[R4]ping -c 1000 1.1.1.1
PING 1.1.1.1: 56 data bytes, press CTRL C to break

Reply from 1.1.1.1: bytes=56 Sequence=1 ttl=254 time=1 ms

1
Reply from 1.1.1.1: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=3 ttl=254 time=1 ms
1.1.1

Reply from 1. : bytes=56 Sequence=4 ttl=254 time=1 ms

132 HUAWEI TECHNOLOGIES



HCNP-IENP % 112 VRRP il 508

Reply from 1.1.1.1: bytes=56 Sequence=5 ttl=254 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=6 ttl=254 time=1 ms
Request time out

Request time out

Reply from 1.1.1.1: bytes=56 Sequence=9 ttl=254 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=10 ttl=254 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=11 ttl=254 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=12 ttl=254 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=13 ttl=254 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=14 ttl=254 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=15 ttl=254 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=16 ttl=254 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=17 ttl=254 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=18 ttl=254 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=19 ttl=254 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=20 ttl=254 time=1 ms

--- 1.1.1.1 ping statistics ---
20 packet (s) transmitted

18 packet (s) received

10.00% packet loss

round-trip min/avg/max = 1/1/1 ms

HRFESFH# , R3pkIMaster,

[R3-GigabitEthernet0/0/1]display vrrp
GigabitEthernet0/0/1 | Virtual Router 1
State Master
Virtual IP 192.168.1.1
192.168.1.3
110

110

110

Master IP
PriorityRun
PriorityConfig
MasterPriority
YES

Preempt Delay Time : O s

TimerRun 1l s
TimerConfig 1l s
Auth type : NONE
Virtual MAC 0000-5e00-0101
Check TTL YES
Config type normal-vrrp

disabled

2016-07-22 18:03:16

Backup-forward

Create time
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Last change time : 2016-07-22 18:29:41

SRh. EHIRER LTS

VRRPEZTJRZ BT NITESHRISEIAY , W SlaveKEHHNITAZ)
MasterfSiEEE B TR ERS , BATUTIEA (BUATR GZSFRIE )

WMRHPER RS L1THERS |, FR/AIE  BBARTE EMREZNAR2ZEH
ToEER. AXES|IA—1VRRPAYEHI—IRER E1T5EEE. FRIRTE L1THEER
HIEPEAORZ | R2EEHEB 2R9ES , R3IFTLMITIES , NMTERES

ﬁ%ﬁ%&%ﬁ%ﬁtﬁ%ﬁ HITHER.,

FER2 HRERR HTIE0 , REETHEN30 , EISHIRAR , R2GE(TIR
SERETNI0 , EFR3MLLO0 :

[R2-GigabitEthernet0/0/1]vrrp vrid 1 track interface GigabitEthernet 0/0/0
reduced 30

MEIRIRECE -

[R2-GigabitEthernet0/0/1]display vrrp
GigabitEthernet0/0/1 | Virtual Router 1
State : Master
Virtual IP : 192.168.1.1
Master IP : 192.168.1.2
PriorityRun : 120
PriorityConfig : 120
MasterPriority : 120
Preempt : YES Delay Time : 0 s
TimerRun : 1 s
TimerConfig : 1 s
Auth type : NONE
Virtual MAC : 0000-5e00-0101
Check TTL : YES
Config type : normal-vrrp
Backup-forward : disabled
Track IF : GigabitEthernet0/0/0 Priority reduced : 30
IF state : UP
Create time : 2016-07-25 17:14:56 UTC-08:00
Last change time : 2016-07-25 17:32:27 UTC-08:00
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ERA FFEKping , EAdshutdown R2f9 47420 -

[R2-GigabitEthernet0/0/0]shutdown

[R2-GigabitEthernet0/0/0]display vrrp
GigabitEthernet0/0/1 | Virtual Router 1
State : Backup
Virtual IP : 192.168.1.1
Master IP : 192.168.1.3
PriorityRun : 90
PriorityConfig : 120
MasterPriority : 110
Preempt : YES Delay Time : 0 s
TimerRun : 1 s
TimerConfig : 1 s
Auth type : NONE
Virtual MAC : 0000-5e00-0101
Check TTL : YES
Config type : normal-vrrp
Backup-forward : disabled
Track IF : GigabitEthernet0/0/0 Priority reduced : 30
IF state : DOWN
Create time : 2016-07-25 17:14:56 UTC-08:00
Last change time : 2016-07-25 19:57:46 UTC-08:00

<R3>display vrrp
GigabitEthernet0/0/1 | Virtual Router 1
State : Master
Virtual IP : 192.168.1.1
Master IP : 192.168.1.3
PriorityRun : 110
PriorityConfig : 110
MasterPriority : 110
Preempt : YES Delay Time : O s
TimerRun : 1 s
TimerConfig : 1 s
Auth type : NONE
Virtual MAC : 0000-5e00-0101
Check TTL : YES
Config type : normal-vrrp
Backup-forward : disabled
Create time : 2016-07-25 17:20:00 UTC-08:00
Last change time : 2016-07-25 19:56:24 UTC-08:00
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§I%KIU\R3EE%MaSter , ;ﬁ%mlﬂg|§§UR3tWo

FER2 HATHERRIREG |, USERIKE | BEFC O R/IMasterfREgS ( LLISFERY
RAZBHERS , [REROSPFIEHIRBIREIAISEL , IR HKES 1S
[5SEOSPFCEE ),

[R2-GigabitEthernet0/0/0]undo shutdown
[R2]display vrrp
GigabitEthernet0/0/1 | Virtual Router 1
State : Master
Virtual IP : 192.168.1.1
Master IP : 192.168.1.2
PriorityRun : 120
PriorityConfig : 120
MasterPriority : 120
Preempt : YES Delay Time : 0 s
TimerRun : 1 s
TimerConfig : 1 s
Auth type : NONE
Virtual MAC : 0000-5e00-0101
Check TTL : YES
Config type : normal-vrrp
Backup-forward : disabled
Track IF : GigabitEthernet0/0/0 Priority reduced : 30
IF state : UP
Create time : 2016-07-25 17:14:56 UTC-08:00
Last change time : 2016-07-25 20:04:40 UTC-08:00

IR BAEEOupZig  R2EFEOESEHEOSPFE | tIRIRBHED
BEOSPFHUREIY BB To At R EUE. RN EIREEIE G 3T |
FERT A B} AT OSPFIZERRT A,

[R2-GigabitEthernet0/0/1]vrrp vrid 1 preempt-mode timer delay 10

BIRIGEVRRP |, {EFHE HELECERKIY.

[R2-GigabitEthernet0/0/1]display vrrp
GigabitEthernet0/0/1 | Virtual Router 1
State : Master
Virtual IP : 192.168.1.1
Master IP : 192.168.1.2
PriorityRun : 120
PriorityConfig : 120
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MasterPriority : 120

Preempt : YES Delay Time : 10 s

TimerRun : 1 s

TimerConfig : 1 s

Auth type : NONE

Virtual MAC : 0000-5e00-0101

Check TTL : YES

Config type : normal-vrrp

Backup-forward : disabled

Track IF : GigabitEthernet0/0/0 Priority reduced : 30
IF state : UP

Create time : 2016-07-25 17:14:56 UTC-08:00

Last change time : 2016-07-25 20:04:40 UTC-08:00

7. B VRRP SHEGHIIE

EEEREST , a8 REEMMasteriZ Btk , SlaveilRZ U FRBIRE.

ANSRABSCHI K AR IS E , AT LASKFEEVRRPZARA, : TER2FIR3 L4
BUzE7VRRPAL , Eiltsit/9192.168.1.1 , Masteri®$Z2R2 , VRRPAH2 , &
HUHE79192.168.1.254 , MasteriZF2R3, FEIGRANEIARXIEHE
192.168.1.1 , RSAYERIAMIZIEM192.168.1.254, XHEANZIT , ATLUSIXK
R ERFEN EMRE , SIEEHEMX L.

TEH2EMNERE :

[R2-GigabitEthernet0/0/1]vrrp vrid 2 virtual-ip 192.168.1.254
[R2-GigabitEthernet0/0/1]vrrp vrid 2 priority 110

[R3-GigabitEthernet0/0/1]vrrp vrid 2 virtual-ip 192.168.1.254
[R3-GigabitEthernet0/0/1]vrrp vrid 2 priority 120
[R3-GigabitEthernet0/0/1]vrrp vrid 2 track interface GigabitEthernet0/0/0
reduced 30

[R5]undo ip route-static 0.0.0.0 0.0.0.0 192.168.1.1
[R5]ip route-static 0.0.0.0 0.0.0.0 192.168.1.254

ER2MR3 EEFWAERHIIEINE

<R2>display vrrp
GigabitEthernet0/0/1 | Virtual Router 1
State : Master
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Virtual IP : 192.168.1.1

Master IP : 192.168.1.2

PriorityRun : 120

PriorityConfig : 120

MasterPriority : 120

Preempt : YES Delay Time : 10 s

TimerRun : 1 s

TimerConfig : 1 s

Auth type : NONE

Virtual MAC : 0000-5e00-0101

Check TTL : YES

Config type : normal-vrrp

Backup-forward : disabled

Track IF : GigabitEthernet0/0/0 Priority reduced
IF state : UP

Create time : 2016-07-25 17:14:56 UTC-08:00

Last change time : 2016-07-25 20:04:40 UTC-08:00

GigabitEthernet0/0/1 | Virtual Router 2
State : Backup
Virtual IP : 192.168.1.254
Master IP : 192.168.1.3
PriorityRun : 110
PriorityConfig : 110
MasterPriority : 120
Preempt : YES Delay Time : 0 s
TimerRun : 1 s
TimerConfig : 1 s
Auth type : NONE
Virtual MAC : 0000-5e00-0102
Check TTL : YES
Config type : normal-vrrp
Backup-forward : disabled
Create time : 2016-07-25 17:15:54 UTC-08:00
Last change time : 2016-07-25 17:20:30 UTC-08:00

<R3>display vrrp
GigabitEthernet0/0/1 | Virtual Router 1
State : Backup
Virtual IP : 192.168.1.1
Master IP : 192.168.1.2

PriorityRun : 110
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PriorityConfig : 110

MasterPriority : 120

Preempt : YES Delay Time : 0 s

TimerRun : 1 s

TimerConfig : 1 s

Auth type : NONE

Virtual MAC : 0000-5e00-0101

Check TTL : YES

Config type : normal-vrrp

Backup-forward : disabled

Create time : 2016-07-25 17:20:00 UTC-08:00
Last change time : 2016-07-25 20:03:15 UTC-08:00

GigabitEthernet0/0/1 | Virtual Router 2
State : Master
Virtual IP : 192.168.1.254
Master IP : 192.168.1.3
PriorityRun : 120
PriorityConfig : 120
MasterPriority : 120
Preempt : YES Delay Time : 0 s
TimerRun : 1 s
TimerConfig : 1 s
Auth type : NONE
Virtual MAC : 0000-5e00-0102
Check TTL : YES
Config type : normal-vrrp
Backup-forward : disabled
Track IF : GigabitEthernet0/0/0 Priority reduced : 30
IF state : UP
Create time : 2016-07-25 17:20:14 UTC-08:00
Last change time : 2016-07-25 17:20:23 UTC-08:00

{ERtracert KEA R B R BIARS EHRIEERIE MR IE | PTLABZIM
RAK% HIVEHERH 1A IMasteris & , RSRHRVEUHERZAE2HIMasterigk

<R4>tracert 1.1.1.1

traceroute to 1.1.1.1(1.1.1.1), max hops: 30 ,packet length: 40,press CTRL C
t

o break
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1 192.168.1.2 80 ms 40 ms 40 ms

2 10.0.123.1 100 ms 70 ms 70 ms

<R5>tracert 1.1.1.1

traceroute to 1.1.1.1(1.1.1.1), max hops: 30 ,packet length: 40,press CTRL C
t

o break

1 192.168.1.3 50 ms 30 ms 50 ms

2 10.0.123.1 60 ms 90 ms 60 ms
SIF HTHEER S HYRETR

[R2-GigabitEthernet0/0/0]shutdown

<R4>tracert 1.1.1.1

traceroute to 1.1.1.1(1.1.1.1), max hops: 30 ,packet length: 40,press CTRL C
t

o break

1 192.168.1.3 50 ms 40 ms 50 ms

2 10.0.123.1 70 ms 80 ms 50 ms

<R5>tracert 1.1.1.1

traceroute to 1.1.1.1(1.1.1.1), max hops: 30 ,packet length: 40,press CTRL C
t

o break

1 192.168.1.3 40 ms 50 ms 40 ms

2 10.0.123.1 70 ms 100 ms 90 ms

MEHEFRIVRRPIVEIRT -

<R2>display vrrp
GigabitEthernet0/0/1 | Virtual Router 1
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State : Backup

Virtual IP : 192.168.1.1

Master IP : 192.168.1.3

PriorityRun : 90

PriorityConfig : 120

MasterPriority : 110

Preempt : YES Delay Time : 10 s

TimerRun : 1 s

TimerConfig : 1 s

Auth type : NONE

Virtual MAC : 0000-5e00-0101

Check TTL : YES

Config type : normal-vrrp

Backup-forward : disabled

Track IF : GigabitEthernet0/0/0 Priority reduced : 30
IF state : DOWN

Create time : 2016-07-25 17:14:56 UTC-08:00

Last change time : 2016-07-25 20:48:28 UTC-08:00

GigabitEthernet0/0/1 | Virtual Router 2
State : Backup
Virtual IP : 192.168.1.254
Master IP : 192.168.1.3
PriorityRun : 110
PriorityConfig : 110
MasterPriority : 120
Preempt : YES Delay Time : 0 s
TimerRun : 1 s
TimerConfig : 1 s
Auth type : NONE
Virtual MAC : 0000-5e00-0102
Check TTL : YES
Config type : normal-vrrp
Backup-forward : disabled
Create time : 2016-07-25 17:15:54 UTC-08:00
Last change time : 2016-07-25 17:20:30 UTC-08:00

<R3>display vrrp
GigabitEthernet0/0/1 | Virtual Router 1
State : Master
Virtual IP : 192.168.1.1
Master IP : 192.168.1.3
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PriorityRun : 110

PriorityConfig : 110

MasterPriority : 110

Preempt : YES Delay Time : 0 s

TimerRun : 1 s

TimerConfig : 1 s

Auth type : NONE

Virtual MAC : 0000-5e00-0101

Check TTL : YES

Config type : normal-vrrp

Backup-forward : disabled

Create time : 2016-07-25 17:20:00 UTC-08:00
Last change time : 2016-07-25 20:46:42 UTC-08:00

GigabitEthernet0/0/1 | Virtual Router 2
State : Master
Virtual IP : 192.168.1.254
Master IP : 192.168.1.3
PriorityRun : 120
PriorityConfig : 120
MasterPriority : 120
Preempt : YES Delay Time : 0 s
TimerRun : 1 s
TimerConfig : 1 s
Auth type : NONE
Virtual MAC : 0000-5e00-0102
Check TTL : YES
Config type : normal-vrrp
Backup-forward : disabled
Track IF : GigabitEthernet0/0/0 Priority reduced : 30
IF state : UP
Create time : 2016-07-25 17:20:14 UTC-08:00
Last change time : 2016-07-25 17:20:23 UTC-08:00

IEEIRSR2FOR3AE DR , R2EIETE | RITLUZER2HATERE | EliY
VRRPN B GREISE T &L,

BEXHESE

<R1>display current-configuration
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#

sysname R1
#
interface GigabitEthernet0/0/0

ip address 10.0.123.1 255.255.255.0
#
interface LoopBack0

ip address 1.1.1.1 255.255.255.255
#
ospf 1

area 0.0.0.0

network 1.1.1.1 0.0.0.0

network 10.0.123.1 0.0.0.0
#

return

<R2>display current-configuration

#

sysname R2

#

interface GigabitEthernet0/0/0
shutdown

ip address 10.0.123.2 255.255.255.0
#

interface GigabitEthernet0/0/1

ip address 192.168.1.2 255.255.255.0
vrrp vrid virtual-ip 192.168.1.1
vrrp vrid priority 120
vrrp vrid preempt-mode timer delay 10

virtual-ip 192.168.1.254

1
1
1

vrrp vrid 1 track interface GigabitEthernet0/0/0 reduced 30
vrrp vrid 2
2

vrrp vrid priority 110
#
ospf 1
silent-interface GigabitEthernet0/0/1
area 0.0.0.0
network 10.0.123.2 0.0.0.0
network 192.168.1.0 0.0.0.255
#

return

<R3>display current-configuration
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#

sysname R3
#

interface GigabitEthernet0/0/0

ip address 10.0.123.3 255.255.255.0
#

interface GigabitEthernet0/0/1

ip address 192.168.1.3 255.255.255.0
vrrp vrid virtual-ip 192.168.1.1
vrrp vrid

priority 110

vrrp vrid

1
1
vrrp vrid 2 virtual-ip 192.168.1.254
2 priority 120

2

vrrp vrid
#
ospf 1

track interface GigabitEthernet0/0/0 reduced 30

silent-interface GigabitEthernet0/0/1
area 0.0.0.0

network 10.0.123.3 0.0.0.0

network 192.168.1.0 0.0.0.255

return

<R4>display current-configuration

#

sysname R4

#

interface GigabitEthernet0/0/1

ip address 192.168.1.4 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 192.168.1.1
#

return

<R5>display current-configuration

#

sysname R5

#

interface GigabitEthernet0/0/1

ip address 192.168.1.5 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 192.168.1.254
#
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return
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S£88 6-1 BFD 5E#SIsHEARNECESES
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o EiEBFDSEFSIRHEXANSLILF ANESH
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—Bk , BT AREERE  EONSASR R FSHBBNERIE | LR E
FABFDiHATIEN , SIS | ERSDEFSIREH TEIEEA.

FIES

SHR—.

IP fRII S EAEE

BITEIRMEESIPHIHER | FHEE !

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.

[Huawei] sysname R1

[R1]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]ip address 10.0.12.1 24
[R1-GigabitEthernet0/0/1]interface GigabitEthernet 0/0/2
[R1-GigabitEthernet0/0/2]ip address 10.0.13.1 24
[R1-GigabitEthernet0/0/2]interface LoopBack 0
[R1-LoopBackO]ip add 10.0.1.1 32

[Rl]display ip interface brief

*down: administratively down

~“down: standby

(1) : loopback

(s): spoofing

(E) : E-Trunk down

The number of interface that is UP in Physical is 9
The number of interface that is DOWN in Physical is 3
The number of interface that is UP in Protocol is 6

The number of interface that is DOWN in Protocol is 6

Interface IP Address/Mask Physical Protocol
Cellular0/0/0 unassigned down down
Cellular0/0/1 unassigned down down
GigabitEthernet0/0/0 unassigned up down
GigabitEthernet0/0/1 10.0.12.1/24 up up
GigabitEthernet0/0/2 10.0.13.1/24 up up
GigabitEthernet0/0/3 unassigned up down
LoopBackO 10.0.1.1/32 up up (s)
NULLO unassigned up up (s)
Seriall/0/0 unassigned up up
Serial2/0/0 unassigned up down
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Serial3/0/0 unassigned up up

Serial4d/0/0 unassigned down down

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R2

[R2]interface GigabitEthernet 0/0/1
[R2-GigabitEthernet0/0/1]ip address 10.0.12.2 24
[R2-GigabitEthernet0/0/1]interface LoopBack 0
[R2-LoopBackO]ip address 23.23.23.23 32
[R2-LoopBackO]quit

[R2]display ip interface brief

*down: administratively down

~down: standby

(1) : loopback

(s): spoofing

(E) : E-Trunk down

The number of interface that is UP in Physical is 9
The number of interface that is DOWN in Physical is 4
The number of interface that is UP in Protocol is 5

The number of interface that is DOWN in Protocol is 8

Interface IP Address/Mask Physical Protocol
Cellular0/0/0 unassigned down down
Cellular0/0/1 unassigned down down
Ethernet4/0/0 unassigned down down
Ethernet4/0/1 unassigned down down
GigabitEthernet0/0/0 unassigned up down
GigabitEthernet0/0/1 10.0.12.2/24 up up
GigabitEthernet0/0/2 unassigned up down
GigabitEthernet0/0/3 unassigned up down
LoopBack0 23.23.23.23/32 up up (s)
NULLO unassigned up up (s)
Seriall/0/0 unassigned up up
Serial2/0/0 unassigned up up
Serial3/0/0 unassigned up down

<Huawei>system-view

Enter system view, return user view with Ctrl+Zz.
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[Huawei] sysname R3

[R3]interface GigabitEthernet 0/0/2
[R3-GigabitEthernet0/0/2]ip address 10.0.13.2 24
[R3-GigabitEthernet0/0/2]interface LoopBack 0
[R3-LoopBackO]ip address 23.23.23.23 32
[R3-LoopBackO]quit

[R3]display ip interface brief

*down: administratively down

~down: standby

(1) : loopback

(s): spoofing

(E) : E-Trunk down

The number of interface that is UP in Physical is 9
The number of interface that is DOWN in Physical is 4
The number of interface that is UP in Protocol is 5

The number of interface that is DOWN in Protocol is 8

Interface IP Address/Mask Physical Protocol
Cellular0/0/0 unassigned down down
Cellular0/0/1 unassigned down down
Ethernet4/0/0 unassigned down down
Ethernet4/0/1 unassigned down down
GigabitEthernet0/0/0 unassigned up down
GigabitEthernet0/0/1 unassigned up down
GigabitEthernet0/0/2 10.0.13.2/24 up up
GigabitEthernet0/0/3 unassigned up down
LoopBack0 23.23.23.23/32 up up (s)
NULLO unassigned up up (s)
Seriall/0/0 unassigned up down
Serial2/0/0 unassigned up up
Serial3/0/0 unassigned up up

SER1ZIR2FIR3ZOMEEM :

[Rl]lping 10.0.12.2
PING 10.0.12.2: 56 data bytes, press CTRL C to break
Reply from 10.0.12.2: bytes=56 Sequence=1 ttl=255 time=1 ms
Reply from 10.0.12.2: bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 10.0.12.2: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 10.0.12.2: bytes=56 Sequence=4 ttl=255 time=1 ms
2

Reply from 10.0.12. bytes=56 Sequence=5 ttl=255 time=1 ms
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--- 10.0.12.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

[Rl]ping 10.0.13.2
PING 10.0.13.2: 56 data bytes, press CTRL C to break
Reply from 10.0.13.2: bytes=56 Sequence=1 ttl=255 time=1
Reply from 10.0.13.
.13,

bytes=56 Sequence=2 ttl=255 time=1
Reply from 10. bytes=56 Sequence=3 ttl=255 time=1

bytes=56 Sequence=4 ttl=255 time=1

NN N

0
Reply from 10.0.13.
0

Reply from 10.0.13. bytes=56 Sequence=5 ttl=255 time=1
--- 10.0.13.2 ping statistics ---

5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

$mE—  BFD fit&
T FEE%R FSFEBFDELE | MUIR1ZIR2EEN

[R11bfd

[R1-bfd]lquit

[R1]bfd 1 bind peer-ip 10.0.12.2 source-ip 10.0.12.1 auto
[Rl1-bfd-session-1]commit

[Rl-bfd-session-1]quit

[R2]1bfd

[R2-bfd]quit

[R2]bfd 1 bind peer-ip 10.0.12.1 source-ip 10.0.12.2 auto
[R2-bfd-session-1]commit

[R2-bfd-session-1]quit

HMEBFDRIEER -
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[Rl]display bfd session all

Local Remote PeerIpAddr State Type InterfaceName

Total UP/DOWN Session Number : 1/0

[R2]display bfd session all

Local Remote PeerIpAddr State Type InterfaceName

8192 8192 10.0.12.1 Up S_AUTO_PEFR -

Total UP/DOWN Session Number : 1/0

$]|=. EE BFD SaSIEMEXTh

ER2F0R3 LA E X ERIIAE ORVFHSEEE -

[R2]ip route-static 10.0.0.0 8 10.0.12.1
[R2]display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 9 Routes : 9
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.0.0/8 Static 60 0 RD 10.0.12.1
GigabitEthernet0/0/1
10.0.12.0/24 Direct O 0 D 10.0.12.2
GigabitEthernet0/0/1
10.0.12.2/32 Direct 0 0 D 127.0.0.1
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GigabitEthernet0/0/1
10.0.12.255/32 Direct 0 0 D 127.0.0.1
GigabitEthernet0/0/1
23.23.23.23/32 Direct 0 0 D 127.0.0.1 LoopBack0
127.0.0.0/8 Direct O 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

[R3]ip route-static 10.0.0.0 8 10.0.13.1
[R3]display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 9 Routes : 9
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.0.0/8 Static 60 O RD 10.0.13.1
GigabitEthernet0/0/2
10.0.13.0/24 Direct O 0 D 10.0.13.2
GigabitEthernet0/0/2
10.0.13.2/32 Direct O 0 D 127.0.0.1
GigabitEthernet0/0/2
10.0.13.255/32 Direct O 0 D 127.0.0.1
GigabitEthernet0/0/2
23.23.23.23/32 Direct O 0 D 127.0.0.1 LoopBack0
127.0.0.0/8 Direct O 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct O 0 D 127.0.0.1 InLoopBackO
127.255.255.255/32 Direct O 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

fER1 FECEMFREFSISRFERRIBFD

[R1]ip route-static 0.0.0.0 0.0.0.0 10.0.12.2 track bfd-session 1
[R1]ip route-static 0.0.0.0 0.0.0.0 10.0.13.2 preference 100

BTFEFER3MNEEHpreference5100 ,STEER28960 , FIHARERZRS

[Rl]display ip routing-table
Route Flags: R - relay, D - download to fib
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Routing Tables: Public
Destinations 12 Routes 12
Destination/Mask Proto Pre Cost Flags NextHop Interface
0.0.0.0/0 Static 60 O RD 10.0.12.2
GigabitEthernet0/0/1
10.0.1.1/32 Direct O 0 D 127.0.0.1 LoopBack0
10.0.12.0/24 Direct O 0 D 10.0.12.1
GigabitEthernet0/0/1
10.0.12.1/32 Direct O 0 D 127.0.0.1
GigabitEthernet0/0/1
10.0.12.255/32 Direct O 0 D 127.0.0.1
GigabitEthernet0/0/1
10.0.13.0/24 Direct O 0 D 10.0.13.1
GigabitEthernet0/0/2
10.0.13.1/32 Direct O 0 D 127.0.0.1
GigabitEthernet0/0/2
10.0.13.255/32 Direct O 0 D 127.0.0.1
GigabitEthernet0/0/2
127.0.0.0/8 Direct O 0 D 127.0.0.1 InLoopBackO
127.0.0.1/32 Direct O 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32 Direct O 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
[Rl]display ip routing-table 0.0.0.0 0.0.0.0 verbose
Route Flags: R - relay, D - download to fib
Routing Table Public
Summary Count 2
Destination: 0.0.0.0/0
Protocol: Static Process ID: O
Preference: 60 Cost: O
NextHop: 10.0.12.2 Neighbour: 0.0.0.0
State: Active Adv Relied Age: 00h01lml9s
Tag: O Priority: medium
Label: NULL QoSInfo: 0x0
IndirectID: 0x80000001
RelayNextHop: 0.0.0.0 Interface: GigabitEthernet0/0/1
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TunnelID: 0xO0 Flags: RD

Destination: 0.0.0.0/0

Protocol: Static Process ID: O
Preference: 100 Cost: 0
NextHop: 10.0.13.2 Neighbour: 0.0.0.0
State: Inactive Adv Relied Age: 00h01m03s
Tag: O Priority: medium
Label: NULL QoSInfo: 0x0

IndirectID: 0x80000002
RelayNextHop: 0.0.0.0 Interface: GigabitEthernet0/0/2

TunnelID: 0x0 Flags: R

MBS NEBML

[Rl]ping -a 10.0.1.1 23.23.23.23
PING 23.23.23.23: 56 data bytes, press CTRL C to break
Reply from 23.23.23.23: bytes=56 Sequence=1 ttl=255 time=1
Reply from 23.23.23.23: bytes=56 Sequence=2 ttl=255 time=1
Reply from 23.23.23.23: bytes=56 Sequence=3 ttl=255 time=1
Reply from 23.23.23.23: bytes=56 Sequence=4 ttl=255 time=1
Reply from 23.23.23.23: bytes=56 Sequence=5 ttl=255 time=1

-—— 23.23.23.23 ping statistics ---
5 packet(s) transmitted
5 packet (s) received
0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

R EFEKping , FEltATshutdownR2a9%0 :

[R1]lping -c 100 23.23.23.23

[R2]interface GigabitEthernet 0/0/1
[R2-GigabitEthernet0/0/1]shutdown

ARLEMERpingAIRER :

[Rl]lping -c 100 23.23.23.23
PING 23.23.23.23: 56 data bytes, press CTRL C to break
Reply from 23.23.23.23: bytes=56 Sequence=1 ttl=255 time=1
Reply from 23.23.23.23: bytes=56 Sequence=2 ttl=255 time=1
Reply from 23.23.23.23: bytes=56 Sequence=3 ttl=255 time=1
Reply from 23.23.23.23: bytes=56 Sequence=4 ttl=255 time=1

ms

ms

ms

ms

ms

ms

ms

ms
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Reply from 23.23.23.23: bytes=56 Sequence=5 ttl=255 time=1 ms

Reply from 23.23.23.23: bytes=56 Sequence=6 ttl=255 time=1 ms

Reply from 23.23.23.23: bytes=56 Sequence=7 ttl=255 time=1 ms

Reply from 23.23.23.23: bytes=56 Sequence=8 ttl=255 time=1 ms

Reply from 23.23.23.23: bytes=56 Sequence=9 ttl=255 time=1 ms

Request time out

Request time out

Reply from 23.23.23.23: bytes=56 Sequence=12 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=13 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=14 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=15 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=16 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=17 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=18 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=19 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=20 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=21 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=22 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=23 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=24 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=25 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=26 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=27 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=28 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=29 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=30 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=31 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=32 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=33 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=34 ttl=255 time=1 ms
Reply from 23.23.23.23: bytes=56 Sequence=35 ttl=255 time=1 ms

--- 23.23.23.23 ping statistics ---
35 packet(s) transmitted
33 packet (s) received
5.71% packet loss

round-trip min/avg/max = 1/1/1 ms

XA EBFDRIE :

[Rl]display bfd session all
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Local Remote PeerIpAddr State Type InterfaceName

Total UP/DOWN Session Number : 0/1

ARLEMERBER

[Rl]display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 12 Routes : 12
Destination/Mask Proto Pre Cost Flags NextHop Interface
0.0.0.0/0 Static 100 0 RD 10.0.13.2
GigabitEthernet0/0/2
10.0.1.1/32 Direct O 0 D 127.0.0.1 LoopBack0
10.0.12.0/24 Direct O 0 D 10.0.12.1
GigabitEthernet0/0/1
10.0.12.1/32 Direct O 0 D 127.0.0.1
GigabitEthernet0/0/1
10.0.12.255/32 Direct O 0 D 127.0.0.1
GigabitEthernet0/0/1
10.0.13.0/24 Direct O 0 D 10.0.13.1
GigabitEthernet0/0/2
10.0.13.1/32 Direct O 0 D 127.0.0.1
GigabitEthernet0/0/2
10.0.13.255/32 Direct O 0 D 127.0.0.1
GigabitEthernet0/0/2
127.0.0.0/8 Direct O 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct O 0 D 127.0.0.1 InLoopBackO
127.255.255.255/32 Direct O 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

[Rl]display ip routing-table 0.0.0.0 verbose
Route Flags: R - relay, D - download to fib
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Routing Table : Public

Summary Count : 2

Destination: 0.0.0.0/0

Protocol: Static Process ID: 0
Preference: 60 Cost: 0
NextHop: 10.0.12.2 Neighbour: 0.0.0.0
State: Invalid Adv Relied Age: 00h05m27s
Tag: 0 Priority: medium
Label: NULL QoSInfo: 0x0

IndirectID: 0x80000001
RelayNextHop: 0.0.0.0 Interface: GigabitEthernet0/0/1

TunnelID: 0x0 Flags: R

Destination: 0.0.0.0/0

Protocol: Static Process ID: O
Preference: 100 Cost: 0
NextHop: 10.0.13.2 Neighbour: 0.0.0.0
State: Active Adv Relied Age: 00hO5mlls
Tag: O Priority: medium
Label: NULL QoSInfo: 0x0

IndirectID: 0x80000002
RelayNextHop: 0.0.0.0 Interface: GigabitEthernet0/0/2

TunnelID: 0xO0 Flags: RD

NERAECEBFDIRNAYE  ERL LB HEIHHE T LAFIMEFSIEHED B
ELBFDIEXFARIFEEE,

BEXHESE

<Rl>display current-configuration
[V200R007C00SPC600]

#

sysname R1

#
bfd

#

interface GigabitEthernet0/0/1

ip address 10.0.12.1 255.255.255.0
#

interface GigabitEthernet0/0/2

ip address 10.0.13.1 255.255.255.0
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#
interface LoopBackO
ip address 10.0.1.1 255.255.255.255
#
bfd 1 bind peer-ip 10.0.12.2 source-ip 10.0.12.1 auto
commit
#
ip route-static 0.0.0.0 0.0.0.0 10.0.12.2 track bfd-session 1
ip route-static 0.0.0.0 0.0.0.0 10.0.13.2 preference 100
#

return

<R2>display current-configuration
[V200R007C00SPC600]

#

sysname R2

#

bfd

#

interface GigabitEthernet0/0/1

ip address 10.0.12.2 255.255.255.0

#

interface LoopBack0

ip address 23.23.23.23 255.255.255.255

#

bfd 1 bind peer-ip 10.0.12.1 source-ip 10.0.12.2 auto
commit

#

ip route-static 10.0.0.0 255.0.0.0 10.0.12.1
#

return

<R3>display current-configuration
[V200R007C00SPC600]

#

sysname R3

#

interface GigabitEthernet0/0/2

ip address 10.0.13.2 255.255.255.0
#

interface LoopBack0

ip address 23.23.23.23 255.255.255.255
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#
ip route-static 10.0.0.0 255.0.0.0 10.0.13.1
#

return

518 6-2 BFD 5 OSPF BXzjifie&sCie

LIEAR

o EiEBFDTEOSPFIAE FHIRIEECE

faFME]
Loopback0 Loopback0
10.0.1.1/32 10.0.2.2/32
OSPF
L AREA 0 ke
10.0.12.0/24
[E|1-1 BFD.5OSPFELTNSCEGRFM
=
==

MERRHERRIMR2ZETSHRILEE , FHRB=ERIENEITTOSPFXE 0,
AT AREOEZEEE , EEP—arZEODown , 3—EASMENEA , FE
FiFAtERIHelloRT ERMIPRIPE AXERENEIA HiEERELTIFERRE.
EXMIZRT , BILUEE BFDAGISRIMROSPFAYM SRR,

F3ESS
S£E—. IPRILSESES

LR H=RECEIPHIIHER.
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<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R1

[Rl1]linterface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]ip address 10.0.12.1 24
[R1-GigabitEthernet0/0/1]interface loopback 0
[R1-LoopBackO]ip address 10.0.1.1 32
[R1-LoopBackO]lquit

A Bt B B A IMsRH TR E.

[Rl]ldisplay ip interface brief
*down: administratively down
~down: standby

(1) : loopback

(s): spoofing

(E) : E-Trunk down

The number of interface that is UP in Physical is 3

The number of interface that is DOWN in Physical

is 9

The number of interface that is UP in Protocol is 3

The number of interface that is DOWN in Protocol

Interface IP Address/Mask
Cellular0/0/0 unassigned
Cellular0/0/1 unassigned
GigabitEthernet0/0/0 unassigned
GigabitEthernet0/0/1 10.0.12.1/24
GigabitEthernet0/0/2 unassigned
GigabitEthernet0/0/3 unassigned
LoopBack0 10.0.1.1/32
NULLO unassigned
Seriall/0/0 unassigned
Serial2/0/0 unassigned
Serial3/0/0 unassigned
Serial4d/0/0 unassigned

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R2

[R2]interface GigabitEthernet 0/0/1
[R2-GigabitEthernet0/0/1]ip address 10.0.12.2 24
[R2-GigabitEthernet0/0/1]interface loopback 0
[R2-LoopBackO]ip address 10.0.2.2 32

is 9

Physical
down
down
*down
up
*down
*down
up
up
*down
*down
*down

*down

Protocol
down
down

down
up
down
down
up (s)
up (s)
down
down
down

down
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[R2-LoopBackO]quit

[R2]display ip interface brief

*down:
~down: standby
(1): loopback
(s): spoofing

(E) : E-Trunk down

administratively down

The number of interface that is UP in Physical is 3
The number of interface that is DOWN in Physical is 10
The number of interface that is UP in Protocol is 3

The number of interface that is DOWN in Protocol is 10

Interface IP Address/Mask Physical Protocol
Cellular0/0/0 unassigned down down
Cellular0/0/1 unassigned down down
Ethernet4/0/0 unassigned *down down
Ethernet4/0/1 unassigned *down down
GigabitEthernet0/0/0 unassigned *down down
GigabitEthernet0/0/1 10.0.12.2/24 up up
GigabitEthernet0/0/2 unassigned *down down
GigabitEthernet0/0/3 unassigned *down down
LoopBack0 10.0.2.2/32 up up (s)
NULLO unassigned up up (s)
Seriall/0/0 unassigned *down down
Serial2/0/0 unassigned *down down
Serial3/0/0 unassigned *down down
SERIZIR2B9IEEMY :

[Rl]lping 10.0.12.2
PING 10.0.12.2: 56 data bytes, press CTRL C to break
Request time out
Reply from 10.0.12. bytes=56 Sequence=2 ttl=255 time=1 ms

Reply from 10.0.12. bytes=56 Sequence=3 ttl=255 time=1 ms

bytes=56 Sequence=4 ttl=255 time=1 ms

DN

0
Reply from 10.0.12.
0

Reply from 10.0.12. bytes=56 Sequence=5 ttl=255 time=1 ms
--- 10.0.12.2 ping statistics ---

5 packet(s) transmitted
4 packet(s) received
20.00% packet loss

round-trip min/avg/max = 1/1/1 ms
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S$E_. OSPFEtE

R MER1FIR 2E8 F R AYIE I B FEIAEIC 0% NOSPFXIEO :

[R1]Jospf 1

[Rl-ospf-1l]larea 0

[Rl-ospf-l-area-0.0.0.0]network 10.0.12.0 0.0.0.255
[Rl-ospf-l-area-0.0.0.0]network 10.0.1.1 0.0.0.0
[Rl-ospf-l-area-0.0.0.0]quit

[Rl-ospf-1l]lquit

[R2]ospf 1

[R2-ospf-1l]area O

[R2-ospf-1-area-0.0.0.0]network 10.0.12.0 0.0.0.255
[R2-ospf-1-area-0.0.0.0]network 10.0.2.2 0.0.0.0
[R2-ospf-1l-area-0.0.0.0]quit

[R2-ospf-1l]lquit

HEOSPHEREFMBERT :

[Rl]display ospf interface

OSPF Process 1 with Router ID 10.0.12.1

Interfaces
Area: 0.0.0.0 (MPLS TE not enabled)
IP Address Type State Cost Pri DR BDR
10.0.12.1 Broadcast Waiting 1 1 0.0.0.0 0.0.0.0
10.0.1.1 pP2P P-2-P 0 1 0.0.0.0 0.0.0.0

[R2]display ospf interface

OSPF Process 1 with Router ID 10.0.12.2

Interfaces
Area: 0.0.0.0 (MPLS TE not enabled)
IP Address Type State Cost Pri DR BDR
10.0.12.2 Broadcast BDR 1 1 10.0.12.1 10.0.12.2
10.0.2.2 P2P P-2-P 0 1 0.0.0.0 0.0.0.0

wEOSPFIBEIRTE :
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[Rl]display ospf peer brief
OSPF Process 1 with Router ID 10.0.12.1
Peer Statistic Information
Area Id Interface Neighbor id State
0.0.0.0 GigabitEthernet0/0/1 10.0.12.2 Full
Total Peer(s): 1
[R2]display ospf peer brief
OSPF Process 1 with Router ID 10.0.12.2
Peer Statistic Information
Area Id Interface Neighbor id State
0.0.0.0 GigabitEthernet0/0/1 10.0.12.1 Full
Total Peer(s): 1

PEELZFUllBIIRZE , OSPFECESSEE.

== feHE BFD session

FEERFEF/ THEBFD , FEEOSPFRE NS AEXSIBFD,

[R11bfd

[R1-bfd]quit

[R1]ospf

[Rl-ospf-1]bfd all

[Rl-ospf-1]bfd all-interfaces enable
[Rl-ospf-1]quit

[R2]1bfd

[R2-bfd]quit

[R2]ospf

[R2-0ospf-1]bfd all
[R2-0ospf-1]bfd all-interfaces en
[R2-ospf-1]quit

ARG EP AL B e EE G0 EBFD sessionA% :

[Rl]display bfd session all
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Local Remote PeerIpAddr State Type InterfaceName

Total UP/DOWN Session Number : 1/0

[R2]display bfd se all

Local Remote PeerIpAddr State Type InterfaceName

8192 8192 10.0.12.1 Up D IP IF GigabitEthernet0/0/1

Total UP/DOWN Session Number : 1/0

[Rl]display ospf bfd session all

OSPF Process 1 with Router ID 10.0.12.1
Area 0.0.0.0 interface 10.0.12.1(GigabitEthernet0/0/1)'s BFD Sessions

NeighborId:10.0.12.2 Areald:0.0.0.0
Interface:GigabitEthernet0/0/1

BFDState:up rx :1000 tx :1000
Multiplier:3 BFD Local Dis:8192 LocalIpAdd:10.0.12.1
RemoteIpAdd:10.0.12.2 Diagnostic Info:No diagnostic information

MIXBFDRER , 7ER2# O _Eshutdown :

[R2]interface GigabitEthernet 0/0/1
[R2-GigabitEthernet0/0/1]shutdown

HR1 EEMWRdebugHE , KHIUWTAS :

<R1l>debug ospf bfd
Sep 23 2016 03:39:25+00:00 R1 $%01BFD/4/STACHG TODWN (1) [23] :BFD session changed

to Down. (SlotNumber=0, Discriminator=8192, Diagnostic=DetectDown,
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Applications=0SPF, ProcessPST=False, BindInterfaceName=GigabitEthernet0/0/1,
InterfacePhysicalState=Up, InterfaceProtocolState=Up)

<R1>

Sep 23 2016 03:39:25+00:00 R1 %%010SPF/3/NBR_CHG DOWN (1) [24] :Neighbor
event:neighbor state changed to Down. (ProcessId=1, NeighborAddress=10.0.12.2,
NeighborEvent=KillNbr, NeighborPreviousState=Full, NeighborCurrentState=Down)
<R1>

Sep 23 2016 03:39:25+00:00 R1 %$%010SPF/3/NBR_DOWN REASON (1) [25] :Neighbor state
leaves full or changed to Down. (ProcessId=1l, NeighborRouterId=10.0.12.2,
NeighborArealId=0,
NeighborInterface=GigabitEthernet0/0/1,NeighborDownImmediate reason=Neighbor
Down Due to Kill Neighbor, NeighborDownPrimeReason=BFD Session Down,

NeighborChangeTime=2016-09-23 03:39:25)

TEEMXEMERE | g , ERRULRNSE=4AE.
BEiEEO :

[R2-GigabitEthernet0/0/1]undo shutdown

[Rl]display bfd session all

Local Remote PeerIpAddr State Type InterfaceName
8193 8193 10.0.12.2 Up D IP_IF GigabitEthernet0/0/1

Total UP/DOWN Session Number : 1/0
[Rl]display bfd ospf se all
Error: Unrecognized command found at '"' position.

[Rl]display ospf bfd session all

OSPF Process 1 with Router ID 10.0.12.1

Area 0.0.0.0 interface 10.0.12.1(GigabitEthernet0/0/1)'s BFD Sessions

NeighborId:10.0.12.2 Areald:0.0.0.0
Interface:GigabitEthernet0/0/1

BEFDState:up rx 1000 tx :1000
Multiplier:3 BFD Local Dis:8193 LocalIpAdd:10.0.12.1
RemoteIpAdd:10.0.12.2 Diagnostic Info:No diagnostic information
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[R2]display bfd session all

Local Remote PeerIpAddr State Type InterfaceName

Total UP/DOWN Session Number : 1/0

[R2]display ospf bfd session all

OSPF Process 1 with Router ID 10.0.12.2

Area 0.0.0.0 interface 10.0.12.2(GigabitEthernet0/0/1)'s BFD Sessions

NeighborId:10.0.12.1 ArealId:0.0.0.0
Interface:GigabitEthernet0/0/1

BFDState:up rx :1000 tx :1000
Multiplier:3 BFD Local Dis:8193 LocalIpAdd:10.0.12.2
RemoteIpAdd:10.0.12.1 Diagnostic Info:No diagnostic information
R S
BFDEH#EIL.

BEXHESE

<Rl>display current-configuration
[V200R007C00SPC600]

#

sysname R1

#

bfd

#

interface GigabitEthernet0/0/1

ip address 10.0.12.1 255.255.255.0
#

interface LoopBack0

ip address 10.0.1.1 255.255.255.255
#

ospf 1

bfd all-interfaces enable
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area 0.0.0.0
network 10.0.1.1 0.0.0.0
network 10.0.12.0 0.0.0.255

return

<R2>display current-configuration
[V200R007C00SPC600]
#
sysname R2
#
bfd
#
interface GigabitEthernet0/0/1
ip address 10.0.12.2 255.255.255.0
#
interface LoopBack0
ip address 10.0.2.2 255.255.255.255
#
ospf 1
bfd all-interfaces enable
area 0.0.0.0
network 10.0.2.2 0.0.0.0
network 10.0.12.0 0.0.0.255

return

5°3& 6-3 BFD 55 VRRP BXzhEe & 5CI8

LIERR

o EIEBFD5SVRRPEAIHEGMIEEEREO
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faiME
Loopback(
10.0.1.1/24
R1
.1
G0/0/1
10.0.12.0/24 10. 0. 13.0/24
G0/0/1
S1 @‘ 2
co/o/2|
Loopback0 GO/0/1| - .2 |GO/0/2 Loopback0
10.0.2.2/24 10. 0. 3.3/24
R2
VRRP VRRP
MASTER BACKUP
G0/0/0
R4 R5
E|1-1 BFD5VRRPEARNELIEFRFM
s

RUBEFA3HAS1, S2FIR2, R3EE , R2FAR3iz1TVRRPYEA BT A
RAFORSHIMK , R2TEFEVRRP MASTERIE, , R3IT{EEBACKUPER,, AT
BBR2AVIFEIE 178 Down g , E1TimERKIHMR2EE R /B ES R ERATIE)
& , BREBFDEAGIVRRP , HRIFMR2EEEZODownds , SZBIFEER2AIVRRPIL
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Sk . AR3MEAMASTER K LITRE.

FIES

£H—. IP mISESERE

ERTEIRHRRECEIPHIIHER,

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R1

[Rl]interface LoopBack 0

[R1-LoopBackO]ip address 10.0.1.1 24
[R1-LoopBackO]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]ip address 10.0.12.1 24
[R1-GigabitEthernet0/0/1]interface GigabitEthernet 0/0/2
[R1-GigabitEthernet0/0/2]ip address 10.0.13.1 24
[R1-GigabitEthernet0/0/2]quit

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R2

[R2]interface LoopBack 0

[R2-LoopBack0O] ip address 10.0.2.2 24
[R2-LoopBackO]interface GigabitEthernet 0/0/1
[R2-GigabitEthernet0/0/1]ip address 10.0.12.2 24
[R2-GigabitEthernet0/0/1]interface GigabitEthernet 0/0/0
[R2-GigabitEthernet0/0/0]ip address 192.168.45.2 24
[R2-GigabitEthernet0/0/0]quit

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R3

[R3]interface LoopBack 0

[R3-LoopBack0O]ip address 10.0.3.3 24
[R3-LoopBackO]interface GigabitEthernet 0/0/2
[R3-GigabitEthernet0/0/2]ip address 10.0.13.2 24
[R3-GigabitEthernet0/0/2]interface GigabitEthernet 0/0/0
[R3-GigabitEthernet0/0/0]ip address 192.168.45.3 24
[R3-GigabitEthernet0/0/0]quit
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<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R4

[R4]interface GigabitEthernet 0/0/0
[R4-GigabitEthernet0/0/0]ip address 192.168.45.4 24
[R4-GigabitEthernet0/0/0]quit

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R5

[R5]interface GigabitEthernet 0/0/0
[R5-GigabitEthernet0/0/0]ip address 192.168.45.5 24
[R5-GigabitEthernet0/0/0]quit

FEETFH , ESWIFISW2 LS BRI VLAN -

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname SW1

[SWl]vlan 12

[SWl-vlanl2]quit

[SWl]interface GigabitEthernet 0/0/1
[SW1-GigabitEthernet0/0/1]port link-type access
[SW1-GigabitEthernet0/0/1]port default vlan 12
[SW1-GigabitEthernet0/0/1]int GigabitEthernet 0/0/2
[SW1-GigabitEthernet0/0/2]port link-type access
[SW1-GigabitEthernet0/0/2]port default vlan 12
[SW1-GigabitEthernet0/0/2]quit

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname SW2

[SW2]vlan 13

[SW2-v1lanl3]quit

[SW2]interface GigabitEthernet 0/0/1
[SW2-GigabitEthernet0/0/1]port link-type access
[SW2-GigabitEthernet0/0/1]port default vlan 13
[SW2-GigabitEthernet0/0/1]interface GigabitEthernet 0/0/3
[SW2-GigabitEthernet0/0/3]port link-type access
[SW2-GigabitEthernet0/0/3]port default vlan 13
[SW2-GigabitEthernet0/0/3]quit
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BT e EiAcE -

[Rl]display ip interface brief

*down: administratively down

~down: standby

(1): loopback

(s): spoofing

(E) : E-Trunk down

The number of interface
The number of interface
The number of interface

The number of interface

Interface
Cellular0/0/0
Cellular0/0/1
GigabitEthernet0/0/0
GigabitEthernet0/0/1
GigabitEthernet0/0/2
GigabitEthernet0/0/3
LoopBackO

NULLO

Seriall/0/0
Serial2/0/0
Serial3/0/0
Seriald/0/0

R2]display ip interface
*down: administratively
~“down: standby

(1) : loopback

(s): spoofing

(E) : E-Trunk down

The number of interface
The number of interface
The number of interface

The number of interface

Interface

Cellular0/0/0
Cellular0/0/1
Ethernet4/0/0

that is UP in Physical is 9
that is DOWN in Physical is 3
that is UP in Protocol is 6

that is DOWN in Protocol is 6

IP Address/Mask Physical Protocol
unassigned down down
unassigned down down
unassigned up down
10.0.12.1/24 up up
10.0.13.1/24 up up
unassigned up down
10.0.1.1/24 up up (s)
unassigned up up (s)
unassigned up up
unassigned up down
unassigned up up
unassigned down down

brief

down

that is UP in Physical is 9
that is DOWN in Physical is 4
that is UP in Protocol is 6
that is DOWN in Protocol is 7

IP Address/Mask Physical Protocol
unassigned down down
unassigned down down
unassigned down down
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Ethernet4/0/1 unassigned down down
GigabitEthernet0/0/0 192.168.45.2/24 up up
GigabitEthernet0/0/1 10.0.12.2/24 up up
GigabitEthernet0/0/2 unassigned up down
GigabitEthernet0/0/3 unassigned up down
LoopBack0 10.0.2.2/24 up up (s)
NULLO unassigned up up (s)
Seriall/0/0 unassigned up up
Serial2/0/0 unassigned up up
Serial3/0/0 unassigned up down

[R3]dislay ip interface brief

*down: administratively down

~down: standby

(1) : loopback

(s): spoofing

(E) : E-Trunk down

The number of interface that is UP in Physical is 9
The number of interface that is DOWN in Physical is 4
The number of interface that is UP in Protocol is 6

The number of interface that is DOWN in Protocol is 7

Interface IP Address/Mask Physical Protocol
Cellular0/0/0 unassigned down down
Cellular0/0/1 unassigned down down
Ethernet4/0/0 unassigned down down
Ethernet4/0/1 unassigned down down
GigabitEthernet0/0/0 192.168.45.3/24 up up
GigabitEthernet0/0/1 unassigned up down
GigabitEthernet0/0/2 10.0.13.2/24 up up
GigabitEthernet0/0/3 unassigned up down
LoopBack0 10.0.3.3/24 up up (s)
NULLO unassigned up up (s)
Seriall/0/0 unassigned up down
Serial2/0/0 unassigned up up
Serial3/0/0 unassigned up up

[R4]display ip interface brief
*down: administratively down
~“down: standby

(1): loopback

(s): spoofing
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(E) : E-Trunk down

The number of interface that is UP in Physical is 6

The number of interface that is DOWN in Physical is 5

The number of interface that is UP in Protocol is 3

The number of interface that is DOWN in Protocol is 8

Interface IP Address/Mask Physical Protocol

Cellular0/0/0 unassigned down down

Cellular0/0/1 unassigned down down

Ethernet2/0/0 unassigned up down

Ethernet2/0/1 unassigned down down

GigabitEthernet0/0/0 192.168.45.4/24 up up

GigabitEthernet0/0/1 unassigned up down

GigabitEthernet0/0/2 unassigned down down

GigabitEthernet0/0/3 unassigned up down

NULLO unassigned up up (s)

Seriall/0/0 unassigned up up

Seriall/0/1 unassigned down down

[R5]display ip interface brief

*down: administratively down

~“down: standby

(1) : loopback

(s): spoofing

(E) : E-Trunk down

The number of interface that is UP in Physical is 6

The number of interface that is DOWN in Physical is 5

The number of interface that is UP in Protocol is 3

The number of interface that is DOWN in Protocol is 8

Interface IP Address/Mask Physical Protocol

Cellular0/0/0 unassigned down down

Cellular0/0/1 unassigned down down

Ethernet2/0/0 unassigned up down

Ethernet2/0/1 unassigned down down

GigabitEthernet0/0/0 192.168.45.5/24 up up

GigabitEthernet0/0/1 unassigned up down

GigabitEthernet0/0/2 unassigned down down

GigabitEthernet0/0/3 unassigned up down

NULLO unassigned up up (s)

Seriall/0/0 unassigned up up

Seriall/0/1 unassigned down down
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ERIZIR2FIR3AVEE M

[Rl]ping 10.0.12.2

PING 10.0.12.2: 56 data bytes, press CTRL C to break

Request time out
Reply from 10.0.
Reply from 10.0.
Reply from 10.0.
Reply from 10.0.

12.
12.
12.
12.

NN N

bytes=56 Sequence=2 ttl=255
bytes=56 Sequence=3 ttl=255
bytes=56 Sequence=4 ttl=255
bytes=56 Sequence=5 ttl=255

--- 10.0.12.2 ping statistics ---

5 packet(s) transmitted

4 packet(s) received

20.00% packet loss

round-trip min/avg/max =

[Rl]ping 10.0.13.2

1/1/1 ms

time=1
time=1
time=1

time=1

PING 10.0.13.2: 56 data bytes, press CTRL C to break

Request time out

Reply from 10.
Reply from 10.
Reply from 10.
Reply from 10.

0.13.2:
0.13.2:
0.13.2:
0.13.2:

bytes=56 Sequence=2 ttl=255
bytes=56 Sequence=3 ttl=255
bytes=56 Sequence=4 ttl=255
bytes=56 Sequence=5 ttl=255

-—- 10.0.13.2 ping statistics ---

5 packet(s) transmitted

4 packet(s) received

20.00% packet loss

round-trip min/avg/max =

1/1/1 ms

$E— OSPF Mg SIgHEE

time=1
time=1
time=1

time=1

ms

ms

ms

ms

ms

ms

ms

ms

1REBIRFNECER]. R2FIR3MIOSPF |, JF Bl |, @it
5| NOSPF , (BFEEFsilent-interface :

[Rl]Jospf 1
[Rl-ospf-1l]area O

[Rl-ospf-l-area-0.
[Rl-ospf-l-area-0.
[Rl-ospf-l-area-0.
[Rl-ospf-l-area-0.

o O o o

.0]quit

.0lnetwork 10.0.1.1 0.0.0.255
.0lnetwork 10.0.12.0 0.0.0.255
.0lnetwork 10.0.13.0 0.0.0.255

networkgy7s
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[Rl-ospf-1]quit

IEBHERL ERYOSPFFFEE |, LUBET NMTREANEHELAR2SEAZE

[Rl]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]ospf cost 90
[R1-GigabitEthernet0/0/1]interface GigabitEthernet 0/0/2
[R1-GigabitEthernet0/0/2]ospf cost 100
[R1-GigabitEthernet0/0/2]quit

[R2]ospf 1

[R2-ospf-1]silent-interface GigabitEthernet 0/0/0
[R2-ospf-1llarea O

[R2-ospf-1-area-0.0.0.0]network 10.0.2.0 0.0.0.255
[R2-ospf-1-area-0.0.0.0]network 10.0.12.0 0.0.0.255
[R2-ospf-1-area-0.0.0.0]network 192.168.45.0 0.0.0.255
[R2-ospf-l-area-0.0.0.0]quit

[R2-ospf-1l]lquit

[R2]interface GigabitEthernet 0/0/1
[R2-GigabitEthernet0/0/1]ospf cost 90
[R2-GigabitEthernet0/0/1]quit

[R3]Jospf 1

[R3-ospf-1]silent-interface GigabitEthernet 0/0/0
[R3-ospf-1l]area O

[R3-ospf-1-area-0.0.0.0]network 10.0.3.0 0.0.0.255
[R3-ospf-1-area-0.0.0.0]network 192.168.45.0 0.0.0.255
[R3-ospf-1-area-0.0.0.0]network 10.0.13.0 0.0.0.255
[R3-ospf-1l-area-0.0.0.0]quit

[R3-ospf-1]quit

[R3]interface GigabitEthernet 0/0/2
[R3-GigabitEthernet0/0/2]ospf cost 100
[R3-GigabitEthernet0/0/2]quit

OSPFEP RIS ERRBER.

[Rl]display ip routing-table protocol ospf
Route Flags: R - relay, D - download to fib

Public routing table : OSPF

Destinations : 3 Routes : 3
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OSPF routing table status : <Active>

Destinations : 3 Routes : 3
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.2.2/32 OSPF 10 90 D 10.0.12.2
GigabitEthernet0/0/1
10.0.3.3/32 OSPF 10 100 D 10.0.13.2
GigabitEthernet0/0/2
192.168.45.0/24 OSPF 10 91 D 10.0.12.2
GigabitEthernet0/0/1

OSPF routing table status : <Inactive>

Destinations : O Routes : O

[R2]display ip routing-table protocol ospf

Route Flags: R - relay, D - download to fib

Public routing table : OSPF

Destinations : 3 Routes : 3

OSPF routing table status : <Active>

Destinations : 3 Routes : 3

Destination/Mask Proto Pre Cost Flags NextHop Interface

10.0.1.1/32 OSPF 10 90 D 10.0.12.1
GigabitEthernet0/0/1

10.0.3.3/32 OSPF 10 190 D 10.0.12.1
GigabitEthernet0/0/1

10.0.13.0/24 OSPF 10 190 D 10.0.12.1
GigabitEthernet0/0/1

OSPF routing table status : <Inactive>

Destinations : O Routes : 0

[R3]display ip routing-table protocol ospf
Route Flags: R - relay, D - download to fib
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Public routing table OSPF
Destinations 3 Routes 3
OSPF routing table status <Active>
Destinations 3 Routes 3
Destination/Mask Proto Pre Cost Flags NextHop
10.0.1.1/32 OSPF 10 100 D 10.0.13.1
GigabitEthernet0/0/2
10.0.2.2/32 OSPF 10 190 D 10.0.13.1
GigabitEthernet0/0/2
10.0.12.0/24 OSPF 10 190 D 10.0.13.1
GigabitEthernet0/0/2
OSPF routing table status <Inactive>
Destinations 0 Routes 0

E/ofERAFIRS LECEENAIS TSR VRRPHELL

[R4]ip route-static 0.0.0.0 O
[R5]ip route-static 0.0.0.0 O

SE=.

BcE VRRP

192.168.45.1
192.168.45.1

fER2FOR3AITTHEOECEVRRP ¢

[R2]interface GigabitEthernet
[R2-GigabitEthernet0/0/0]vrrp
[R2-GigabitEthernet0/0/0]vrrp
[R2-GigabitEthernet0/0/0]quit

[R3]interface GigabitEthernet

[R3-GigabitEthernet0/0/0]vrrp
[R3-GigabitEthernet0/0/0]quit

SBEVRRPERIIRA :

[R2]display vrrp
GigabitEthernet0/0/0 |

0/0/0
vrid 45 virtual-ip 192.168.45.1
vrid 45 priority 150

0/0/0
vrid 45 virtual-ip 192.168.45.1

Virtual Router 45

Interface
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State : Master

Virtual IP : 192.168.45.1

Master IP : 192.168.45.2
PriorityRun : 150

PriorityConfig : 150
MasterPriority : 150

Preempt : YES Delay Time : 0 s
TimerRun : 1 s

TimerConfig : 1 s

Auth type : NONE

Virtual MAC : 0000-5e00-012d
Check TTL : YES

Config type : normal-vrrp
Backup-forward : disabled

Create time : 2016-09-25 15:18:54
Last change time : 2016-09-25 15:18:57

[R3]display vrrp

GigabitEthernet0/0/0 | Virtual Router 45
State : Backup
Virtual IP : 192.168.45.1
Master IP : 192.168.45.2
PriorityRun : 100
PriorityConfig : 100
MasterPriority : 150
Preempt : YES Delay Time : 0 s
TimerRun : 1 s
TimerConfig : 1 s
Auth type : NONE
Virtual MAC : 0000-5e00-012d
Check TTL : YES
Config type : normal-vrrp
Backup-forward : disabled
Create time : 2016-09-25 15:21:49
Last change time : 2016-09-25 15:21:49

$IEM. FEE BFD BX5h

7ER1FR2_FEFEBFD |, EREBELENVRRP |, ANEEBFD&ISsS , STEPRHEALA
7% -
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[R1]bfd
[R1-bfd]bfd 1 bind peer-ip 192.168.45.2 source-ip 10.0.12.1 auto
[R1-bfd-session-1]commit

[Rl1-bfd-session-1]quit

[R2]bfd

[R2-bfd]bfd 1 bind peer-ip 10.0.12.1 source-ip 192.168.45.2 auto
[R2-bfd-session-1]commit

[R2-bfd-session-1]quit

[R2]interface GigabitEthernet 0/0/0

[R2-GigabitEthernet0/0/0]vrrp vrid 45 track bfd-session session-name 1 reduce

60

MBS

[R2]display vrrp
GigabitEthernet0/0/0 | Virtual Router 45

State : Master
Virtual IP : 192.168.45.1
Master IP : 192.168.45.2
PriorityRun : 150
PriorityConfig : 150
MasterPriority : 150
Preempt : YES Delay Time : 0 s
TimerRun : 1 s
TimerConfig : 1 s
Auth type : NONE
Virtual MAC : 0000-5e00-012d
Check TTL : YES
Config type : normal-vrrp
Backup-forward : disabled
Track BFD : 1 Priority reduced : 60
BFD-session state : UP
Create time : 2016-09-25 15:18:54
Last change time : 2016-09-25 15:18:57

S BEBFDfsession :

[R2]display bfd session all

Local Remote PeerIpAddr State Type InterfaceName
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Total UP/DOWN Session Number : 1/0
M BFDRIER |, FefERA_LERKping/AR#ERLEEO Lshutdown :

[R4]ping -c 100 10.0.1.1

[Rl1]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]shutdown

ERA EMERpingAIZEER -

[R4]ping -c 100 10.0.1.1
PING 10.0.1.1: 56 data bytes, press CTRL C to break

Reply from 10.0.1.1: bytes=56 Sequence=1 ttl=254 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=4 ttl=254 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=5 ttl=254 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=6 ttl=254 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=7 ttl=254 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=8 ttl=254 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=9 ttl=254 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=10 ttl=254 time=1 ms

Request time out

Request time out

Reply from 10.0.1.1: bytes=56 Sequence=13 ttl=254 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=14 ttl=254 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=15 ttl=254 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=16 ttl=254 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=17 ttl=254 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=18 ttl=254 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=19 ttl=254 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=20 ttl=254 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=21 ttl=254 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=22 ttl=254 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=23 ttl=254 time=1 ms

180 HUAWEI TECHNOLOGIES



HCNP-IENP #/5% BFD frtE5RE

Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply

from
from
from
from
from
from
from
from

from

10.
10.
10.
10.
10.
10.
10.
10.
10.

O O O O O o o o o

N = T = S T

I = T = S o S S S S

bytes=56
bytes=56
bytes=56
bytes=56
bytes=56
bytes=56
bytes=56
bytes=56
bytes=56

Sequence=24
Sequence=25
Sequence=26
Sequence=27
Sequence=28
Sequence=29
Sequence=30
Sequence=31

Sequence=32

--- 10.0.1.1 ping statistics ---

32 packet (s)

30 packet (s)

6.25% packet loss

transmitted

received

round-trip min/avg/max = 1/1/1 ms

BEEIATAIVRRPIRE

[R2]display vrrp

GigabitEthernet0/0/0

State

Backup

Virtual IP

| Virtual Router 45

192.168.45.1

Master IP 192.168.45.3
PriorityRun 90
PriorityConfig 150
MasterPriority : 100
Preempt YES Delay Time
TimerRun 1l s
TimerConfig 1l s

Auth type : NONE

Virtual MAC

Check TTL

Config type

Backup-forward

Track BFD

0000-5e00-012d

YES

normal-vrrp

disabled

0

S

1 Priority reduced : 60

BFD-session state

Create time

Last change time

DOWN

2016-09-25 15:18:54
2016-09-25 15:27:26

ttl=254 time=1 ms
ttl=254 time=1 ms
ttl=254 time=1 ms
ttl=254 time=1 ms
ttl=254 time=1 ms
ttl=254 time=1 ms
ttl=254 time=1 ms
ttl=254 time=1 ms
ttl=254 time=1 ms

BFDEXZ]VRRPIENAFEIZE E1THERAT , ERS LRISICRIZAIRATER | BR.
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BEXHSE

<Rl>display current-configuration

[V200R007C00SPC600]

#

sysname R1

#

bfd

#

interface GigabitEthernet0/0/1

ip address 10.0.12.1 255.255.255.0
ospf cost 90

#

interface GigabitEthernet0/0/2

ip address 10.0.13.1 255.255.255.0
ospf cost 100

#

interface LoopBack0

ip address 10.0.1.1 255.255.255.0

#

bfd 1 bind peer-ip 192.168.45.2 source-ip 10.0.12.1 auto
commit

#

ospf 1

area 0.0.0.0
network 10.0.1.0 0.0.0.255
network 10.0.12.0 0.0.0.255
network 10.0.13.0 0.0.0.255

#

return

<R2>display current-configuration
[V200R007C00SPC600]

#

sysname R2

#

bfd

#

interface GigabitEthernet0/0/0

ip address 192.168.45.2 255.255.255.0
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vrrp vrid 45 virtual-ip 192.168.45.1
vrrp vrid 45 priority 150
vrrp vrid 45 track bfd-session session-name 1 reduced 60
#
interface GigabitEthernet0/0/1
ip address 10.0.12.2 255.255.255.0
ospf cost 90
#
interface LoopBack0
ip address 10.0.2.2 255.255.255.0
#
bfd 1 bind peer-ip 10.0.12.1 source-ip 192.168.45.2 auto
commit
#
ospf 1
silent-interface GigabitEthernet0/0/0
area 0.0.0.0
network 10.0.2.0 0.0.0.255
network 10.0.12.0 0.0.0.255
network 192.168.45.0 0.0.0.255
#

return

<R3>display current-configuration
[V200R007C00SPC600]

#

sysname R3

#

interface GigabitEthernet0/0/0

ip address 192.168.45.3 255.255.255.0
vrrp vrid 45 virtual-ip 192.168.45.1
#

interface GigabitEthernet0/0/2

ip address 10.0.13.2 255.255.255.0
ospf cost 100

#

interface LoopBack0

ip address 10.0.3.3 255.255.255.0

#

ospf 1

silent-interface GigabitEthernet0/0/0
area 0.0.0.0
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network 10.0.3.0 0.0.0.255

network 10.0.13.0 0.0.0.255

network 192.168.45.0 0.0.0.255
#

return

<R4>display current-configuration
[V200R007C00SPC600]

#

sysname R4

#

interface GigabitEthernet0/0/0

ip address 192.168.45.4 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 192.168.45.1
#

return

<R5>display current-configuration
[V200R007C00SPC600]

#

sysname R5

#

interface GigabitEthernet0/0/0

ip address 192.168.45.5 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 192.168.45.1
#

return

<SWl>display current-configuration
!Software Version V200R008C00SPC500
#

sysname SW1

#

vlan batch 12

#

interface GigabitEthernet0/0/1
port link-type access

port default vlan 12

#

interface GigabitEthernet0/0/2
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port link-type access
port default vlan 12
#

return

<SW2>display current-configuration
!Software Version V200R008C00SPC500
#

sysname SW2

#

vlan batch 13

#

interface GigabitEthernet0/0/1
port link-type access

port default vlan 13

#

interface GigabitEthernet0/0/3
port link-type access

port default vlan 13

#

return
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